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Figure 8. Command & control configuration locations used by STRONTIUM
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STRONTIUM ensures that its backdoor will run every time the computer starts by
creating autostart extensibility point (ASEP) registry entries and shortcuts, which
differ depending on what the attacker has chosen for the victim and which
backdoor variant is used. (See “"Advanced Malware Cleaning Techniques for the
IT Professional” on page 96 of Microsoft Security Intelligence Report, Volume 11
(January-June 2011), available from the Microsoft Download Center, for
guidance on using Sysinternals tools to monitor ASEPs for signs of malware
infection.) The most common ASEPs used by STRONTIUM for its malware
include the following:

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\
Explorer\Shell Folders\

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\
Explorer\ShellServiceObjectDelaylLoad\

e HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\
Exploren\Shell Folders\

o HKEY_CURRENT_USER\Environment\UserInitMprLogonScript = <batch file>

o %ALLUSERSPROFILE%\Application Data\Microsoft\Internet Explorer\
Quick Launch\

e 9%USERPROFILE%\Application Data\Microsoft\Internet Explorer\
Quick Launch\

The STRONTIUM backdoor is composed of several pieces with different
functions. The attacker can deploy a large set of tools to perform tasks including
key logging, email address and file harvesting, information gathering about the
local computer, and remote communication with C&C servers. STRONTIUM also
uses a component that is designed to infect connected USB storage devices, so
that information can be captured from air-gapped computers that are not on
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e Prepare your network to be forensically ready, so that you can achieve
containment and recovery if a compromise occurs. A forensically ready
network that records authentications, password changes, and other
significant network events can help to quickly identify affected systems.

e Keep personnel and personal data private. STRONTIUM uses open-source
intelligence (OSINT) to obtain its initial lists of victims, which might include
things like name and email address, but can expand into employment
information and other items of interest. These are all pieces of information
STRONTIUM can use to devise a realistic attack. The more information
STRONTIUM has available, the better they can target you. Make sure your
email is kept confidential and privacy settings on social media don't disclose
sensitive information publicly.

20 STRONTIUM: A PROFILE OF A PERSISTENT AND MOTIVATED ADVERSARY



	00000154
	00000155
	00000156
	00000157
	00000158
	00000159
	00000160
	00000161
	00000162
	00000163
	00000164
	00000165
	00000166
	00000167
	00000168
	00000169
	00000170
	00000171
	00000172
	00000173
	00000174
	00000175


