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APPENDIX ATO DEFAULT JUDGMENT AND PERMANENT INJUNCTION

.ORG DOMAINS

Reqistry
Public Interest Registry (PIR)

1775 Wiehle Avenue
Suite 200

Reston Virginia 20190
United States

intelintelligence.org

petkrist@myself.com
Pet

Kristens

SPAIn

Madrid

Madrid

6251

es

outlook-security.org

k.pavuls@yahoo.com
Kristen Pavuls

Not Acceptable
Harju Road 56

Tallin

Harjumaa

15169

ee

microsoftsecurepolicy.org

ottis.davis@openmailbox.org
Ottis Davis

N/A

Madrid

Madrid

Europe

133512

es

fireeyestatistic.org

luishropson@mail.com
luish

N/A

france

paris

Paris

none

fr

adobestatistic.org

tatsuo.lesch@openmailbox.org
Tatsuo Lesch

Bratislava

Bratislava

Bratislavskykraj

21343

sk
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ANFO DOMAINS

Reqistry
Afilias USA, Inc.

Building 3, Suite 105,

300 Welsh Road, Horsham,

PA 19044
United States
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ms-update.info

kelsie85@mail.com
Texas Towne

East Sydneeberg
East Sydneeberg
Limburg

12124 nl

microsofthelpcenter.info

bodeverena@chewiemail.com
SEVERT KERTZMANN

669 Harber Mission Apt. 021
Bechtelarport

Europe 65487-0453 my

.COM, .NET DOMAINS

Registry
VeriSign, Inc.

VeriSign Information Services, Inc.

12061 Bluemont Way
Reston Virginia 20190
United States

actblues.com

contact@privacyprotect.org
Domain Admin
Privacy Protection Service INC d/b/a PrivacyProtect.org

C/O ID#10760, PO Box 16 Note - Visit PrivacyProtect.org to contact the
domain owner/operator Note - Visit PrivacyProtect.org to contact the

domain owner/operator
Nobby Beach
Queensland

QLD 4218

au

akamaitechupdate.com

guiromolly@mail.com
guiro

molly

san jose

cr

dvsservice.com

fernando2011@post.com
fernando

N/A

Victoria

Victoria

Victoria

none

au
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fastcontech.com

contact@privacyprotect.org

Domain Admin

Privacy Protection Service INC d/b/a PrivacyProtect.org

C/O ID#10760, PO Box 16 Note - Visit PrivacyProtect.org to contact the
domain owner/operator Note - Visit PrivacyProtect.org to contact the
domain owner/operator

Nobby Beach

Queensland

QLD 4218

au

intelsupportcenter.com

fisterboks@email.com
Herry

N/A

Sweden

Kronoberg _
KronobergelAan
5216FE

se

microsoftcorpstatistic.com

welch.ebony@openmailbox.org
Welch

Ebony

Madrid

Madrid

Madrid

21451

es

microsoftdccenter.com

contact@privacyprotect.org

Domain Admin

Privacy Protection Service INC d/b/a PrivacyProtect.org

C/O ID#10760, PO Box 16 Note - Visit PrivacyProtect.org to contact the
domain owner/operator Note - Visit PrivacyProtect.org to contact the
domain owner/operator

Nobby Beach

Queensland

QLD 4218

au

msmodule.com

contact@privacyprotect.org

Domain Admin

Privacy Protection Service INC d/b/a PrivacyProtect.org

C/O ID#10760, PO Box 16 Note - Visit PrivacyProtect.org to contact the
domain owner/operator Note - Visit PrivacyProtect.org to contact the
domain owner/operator

Nobby Beach

Queensland

QLD 4218

notificationstatus.com

au

MEELMAN@MAIL.COM

DANIEL MEELMAN

HOME

GULLMARSVAGEN 4,JOHANNESHOV
STOCKHOLM

JOHANNESHOV

121 40

Se

onedrivemicrosoft.com

fredmansur@mail.com
Fred Mansur
Mail inc
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2 E 55th St, NY 10022
New York
Connecticut

22100 2200

us

rsshotmail.com

nordelivery@gmail.com
MIKA HANALUINEN
NORD-DELIVERY
mika.hanaluinen@mail.com
Helsinki

Helsinki

5503

fi

securemicrosoftstatistic.com

welch.ebony@openmailbox.org
Welch

Ebony

Madrid

Madrid

Madrid

21451

es

adobestatistic.com

tatsuo.lesch@openmailbox.org
Tatsuo Lesch

Bratislava

Bratislava

Bratislavskykraj

21343

sk

adobeupdatetechnology.com

best.cameron@mail.com
cameron

N/A

melbourne

melbourne

Western Australia

none

au

akamaitechnologysupport.com

bergers3008@usa.com
bergers

N/A

Plano

Plano

Texas

75074

us

inteldrv64.com

chertonaksol@mail.com
Feris

N/A

USA

Buffalo

New York

14202

us

intelsupportcenter.net

fisterboks@email.com
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Herry

N/A

Sweden
Kronoberg
KronobergelAan
5216FE

se

onedrive-outlook.com

fredmansur@mail.com
Fred Mansur

2 E 55th St, NY 10022
New York
Connecticut

22100 2200 us

onedriveoffice365.com

quitymangel@mail.com

Quity Mangel Avenue du Rond-Point 9
1006 Schweiz Lausanne Schweiz
Schwyz(de)

1006 ch

ms-updates.com

sandra.rafaela@chewiemail.com
Sandra Rafaela
Langobardenstrasse 122

Wien Wien

1220 at

ipv6-microsoft.com

contact@privacyprotect.org
C/O ID#10760, PO Box 16
Nobby Beach

Queensland

QLD 4218  au

winsyscheck.com

anderson.neoma@openmailbox.org
Anderson Neoma

Helsinki

Helsinki

South-West Finland

43215 fi

ms-drivadptrwin.com

mr.michoverton@mail.com
michel

55 Massachusetts Ave.

West Acton |

London Southampton (Cityof)
6360 gb

cloudmicrosoft365.com

maxvadison@mail.com
Max Vadison

33247 Hwy 72 Golden
Hwy

33247 no

account-office365.com

Quity Mangel Avenue du Rond-Point 9
1006 Schweiz Lausanne Schweiz
Schwyz(de)

1006 ch

windowsappstore.net

windowsappstore.net@domainsbyproxy.com
14747 N Northsight Blvd Suite 111,

PMB 309

Scottsdale

Arizona

85260 us

windowsupdater.net

burnice86@openmailbox.org
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Burn Ice

Bucharest
Bucharest
Bucuresti
23451 ro

microsoftdriver.com

microsoftdriver.com@domainsbyproxy.com
14747 N Northsight Blvd Suite 111, PMB 309
Scottsdale

Arizona

85260 us

changepassword-hotmail.com

whoisproxy@value-domain.com
3-1 Ofuka-cho,

Grand Front Osaka Tower B 23F
Kita-ku Osaka-shi

Osaka

530-0011 jp

privacy-hotmail.com

whoisproxy@value-domain.com
3-1 Ofuka-cho,

Grand Front Osaka Tower B 23F
Kita-ku Osaka-shi

Osaka

530-0011 jp

hotmail-monitor.com

whoisproxy@value-domain.com
3-1 Ofuka-cho,

Grand Front Osaka Tower B 23F
Kita-ku Osaka-shi

Osaka

530-0011 jp

livemicrosoft.net

whoisproxy@value-domain.com
3-1 Ofuka-cho,

Grand Front Osaka Tower B 23F
Kita-ku Osaka-shi

Osaka

530-0011 jp

microsoftonlihe.com

buil_comon@mail.com
Buil Comon

Germany

Berlin Hessen

de

supports-microsoft.com

rodneybleavy@mail.com
Rodney C. Leavy

2698 Central Avenue
Rochelle Park, NJ 07662

updates-windows.com

rodneybleavy@mail.com
Rodney C. Leavy

2698 Central Avenue
Rochelle Park, NJ 07662

ms-update.net

leonelcbarrett@mail.com
Leonel C. Barrett

Choices

3113 Winding Way

Providence, Rhode Island 02903

americanprogress-outlook.com

fusbender@tutanota.com
Fus
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Bender

Vasstun 1, 5750 Odda, Norway
Odda

Oppland

5750

NO

login-outlook.com

alexfcloud@tutanota.com

Alex

Mizel

Ferdinand Bolstraat 333, 1072 LH
Amsterdam

Other

1072

NL

msmodule.net

martin_gr86@mail.com
Martin Greeg
Ferdinand Bolstraat 333
Amsterdam
Noord-Holland

1072 LH

NL

microsoftstoreservice.com

craft030795@mail.com
craft jery

calle gran largo 153
paris

Eure

none

FR

americanprogress-office365.com

fusbender@tutanota.com

Fus

Bender

Vasstun 1, 5750 Odda, Norway
Odda

Oppland

5750

NO

office365-microsoft.com

maxvalentine@tutanota.com
Max Vlentine

Buch corp

Revay u. 24, 1065

Budapest

Budapest

1065

HU

OfficeMicroUpdate.com

contact@privacyprotect.org
Domain Admin

Privacy Protection Service INC d/b/a PrivacyProtect.org
C/O ID#10760, PO Box 16 Note - Visit PrivacyProtect.org to contact the
domain owner/operator Note - Visit PrivacyProtect.org to contact the

domain owner/operator
Nobby Beach
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Queensland
QLD 4218
au

dotnetupdatechecker.com snellemanp@yandex.com
Parel Snelleman

Groene weide 8

Arnhem

Gelderland

6833 BB

NL

msnsupportcare.com bahadirelands@mail.com
Bahadir Elands

Avant Garde Interior Designs

Hispanic
American Samoa
399-76

us

4882 Sycamore Lake Road Appleton, W1 54911

officeupdater.com gremblemailon@mail.com
Martin Gremble

Atkinson St

Regina

Saskatchewan

SK S4N 3wW4

CA

windowsxupdate.com ggiphil@usa.com
Phil

Phil

Now

Now

Georgia

1232543

usS

msofficeinstall.com tanji52@usa.com
Tanner Abolaji
Tanner

Street 6

Street

Alaska

3243536

us

onedrive-office365.com maxvalentine@tutanota.com
Max Vlentine

Buch corp

Révay u. 24, 1065

Budapest

Budapest

1065

HU

login-microsoftonline.com nmike83@outlook.com
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Mike

Nowel
Luciscast98 p 6
Colorado
Drenthe

10030

NL

account-microsoftonline.com

nmike83@outlook.com
Mike Nowel

MNS

butter st. 21 Milkona 29 st 3
New-York

microsoftsupp.com

cathiedurgan@mail.md

CATH EDURGAN
TOWER,3-10-10,IIDABASHI,CHIYODA-KU
TOKYO

CHIYODA-KU

102-8460

JP

microsoftdskservice.com

noykhi773@mail.com
noy Ki

Matsuya Matsuya
Tokyo

Tokyo

100-0001

JP

office365-account.com

contact@privacyprotect.org

Domain Admin

Privacy Protection Service INC d/b/a PrivacyProtect.org

C/O ID#10760, PO Box 16 Note - Visit PrivacyProtect.org to contact the
domain owner/operator Note - Visit PrivacyProtect.org to contact the
domain owner/operator

Nobby Beach

Queensland

QLD 4218

au

winsystemsvc.net

martinhesky@centrum.cz
Martin Hesky

Not Acceptable

Hendrick Sorkstraat
Rotterdam

Zuid-Holland

3021

NL

search-microsoft.com

leonpetrov389@mail.ru
Leon Petrov

30 Tarasa Shevchenka Blvd.
kiev
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kiev
328741
UA

microsoft-update-cdn.com

domain@microsoft-inc.com
Microsoft Administrator
Microsoft Corporation

One Microsoft Way
Redmond

WA

98052

us

win32support.com

logangarner@protonmail.com
Logan Garner

43 Guild Street

london

Other

EC4N 8UG

GB

microsoft-updatecdn.com

apple-cloud@sigaint.org
SusanCMichael

808 Shady Pines Drive
ASH

North Carolina

28420

us

hotfixmsupload.com

luca_dozi@myself.com
Luca

Domizi

Domizi

Domizi

Cagliari

3564765

IT

microsoftcheckupdate.com

pw-f4clad3e988a9e329123662507b8e7a8@privacyguardian.org
Domain Administrator

See PrivacyGuardian.org

1928 E. Highland Ave. Ste F104 PMB# 255

Phoenix

AZ

85016

us

help-msoutlook.com

SheelaAndreyev@india.com

Andreyev Sheela

9, Subhash Market, Bharati Niketan, Govindpura Security Line, Bhopal,
Madhya Pradesh

Madhya Pradesh

Madhya Pradesh

462023

IN

login-on-live.com

alexfcloud@tutanota.com
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Alex

Mizel

Ferdinand Bolstraat 333, 1072 LH
Amsterdam

Other

1072

NL
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