
Date of First Publication: August 6, 2016

Plaintiff Microsoft Corporation (“Microsoft”) has sued Defendants John Does 1-2 associated with the Internet domains listed below. Microsoft 

alleges that Defendants have violated Federal and state law by hosting a cybercriminal operation through these Internet domains, causing 

unlawful intrusion into Microsoft and Microsoft’s customers’ computers and computing devices; and intellectual property violations to the injury 

of Microsoft and Microsoft's customers. Microsoft seeks a preliminary injunction directing the registries associated with these Internet domains 

to take all steps necessary to disable access to and operation of these Internet domains to ensure that changes or access to the Internet domains 

cannot be made absent a court order and that all content and material associated with these Internet domains are to be isolated and preserved 

pending resolution of the dispute. Microsoft seeks a permanent injunction, other equitable relief and damages. Full copies of the pleading 

documents are available at www.noticeofpleadings.com/strontium (http://www.noticeofpleadings.com/strontium). 

NOTICE TO DEFENDANT: READ THESE PAPERS CAREFULLY! You must “appear” in this case or the other side will win automatically. To 

“appear” you must file with the court a legal document called a “motion” or “answer.” The “motion” or “answer” must be given to the court clerk 

or administrator within 21 days of the date of first publication specified herein. It must be in proper form and have proof of service on Microsoft 

attorney, Gabriel M. Ramsey at Orrick, Herrington & Sutcliffe LLP, The Orrick Building, 405 Howard Street, San Francisco, California, 94105-2669. 

If you have questions, you should consult with your own attorney immediately.

COMPLAINT AND SUMMONS

Complaint (http://noticeofpleadings.com/strontium/files/cmplt.pdf)

Appendix A (http://noticeofpleadings.com/strontium/files/cmplt_app_a.pdf)

Appendix B (http://noticeofpleadings.com/strontium/files/cmplt_app_b.pdf)

Summons for Doe Defendant 1 (http://noticeofpleadings.com/strontium/files/summons_doe1.pdf)

Summons for Doe Defendant 2 (http://noticeofpleadings.com/strontium/files/summons_doe2.pdf)

COURT ORDERS

Emergency Ex Parte Temporary Restraining Order and Order to Show Cause re Preliminary Injunction and Appendix A

(http://noticeofpleadings.com/strontium/files/signed_tro_osc.pdf)

Order Granting Motion for Protective Order Temporarily Sealing Documents (http://noticeofpleadings.com/strontium/files/signed_mot_pot_sealing.pdf)

Order Granting Motion for Leave to Exceed Page Limits (http://noticeofpleadings.com/strontium/files/signed_mot_pg_limits.pdf)

Minute Entry for PI Hearing (http://noticeofpleadings.com/strontium/files/civil_hr_mins.pdf)

Order for Preliminary Injunction (http://noticeofpleadings.com/strontium/files/prelim_inj_order.pdf)

Order Granting Motion to Conduct Discovery (http://noticeofpleadings.com/strontium/files/for_reasons_dckt_35_0.pdf)

APPLICATION FOR EMERGENCY TEMPORARY RESTRAINING ORDER (TRO) AND PRELIMINARY INJUNCTION

IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

MICROSOFT CORPORATION, a 

Washington Corporation, 

Plaintiff,

v.

JOHN DOES 1-2, CONTROLLING A

COMPUTER NETWORK AND THEREBY 

INJURING PLAINTIFF AND ITS

CUSTOMERS,

Defendants.

)

)

)

)    Civil Action No: 1:16-CV-993

)

)

)

)

)

)

)

)
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Notice of Hearing on Microsoft’s Application for an Emergency Ex Parte TRO and Order to Show Cause Re Preliminary Injunction 

(http://noticeofpleadings.com/strontium/files/notice_hearing_tro_app.pdf)

Microsoft’s Application for an Emergency Ex Parte TRO and Order to Show Cause Re Preliminary Injunction 

(http://noticeofpleadings.com/strontium/files/app_tro.pdf)

Appendix A (http://noticeofpleadings.com/strontium/files/cmplt_app_a.pdf)

Microsoft’s Brief for an Emergency Ex Parte TRO and Order to Show Cause for Preliminary Injunction 

(http://noticeofpleadings.com/strontium/files/brief_iso_tro.pdf)

Appendix of Evidence (http://noticeofpleadings.com/strontium/files/appendix_evidence.pdf)

Declaration of Jason Norton in Support of Microsoft’s Application for TRO (http://noticeofpleadings.com/strontium/files/norton_decl.pdf)

Exhibit 1 to Declaration of Jason Norton (http://noticeofpleadings.com/strontium/files/norton_ex01.pdf)

Exhibit 2 to Declaration of Jason Norton (http://noticeofpleadings.com/strontium/files/norton_ex02.pdf)

Exhibit 3 to Declaration of Jason Norton (http://noticeofpleadings.com/strontium/files/norton_ex03.pdf)

Declaration of Jeffrey Cox in Support of Microsoft’s Application for TRO (http://noticeofpleadings.com/strontium/files/cox_decl.pdf)

Exhibit 1 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex01.pdf)

Exhibit 2 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex02.pdf)

Exhibit 3 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex03.pdf)

Exhibit 4 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex04.pdf)

Exhibit 5 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex05.pdf)

Exhibit 6 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex06.pdf)

Exhibit 7 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex07.pdf)

Exhibit 8 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex08.pdf)

Exhibit 9 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex09.pdf)

Exhibit 10 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex10.pdf)

Exhibit 11 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex11.pdf)

Exhibit 12 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex12.pdf)

Exhibit 13 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex13.pdf)

Exhibit 14 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex14.pdf)

Exhibit 15 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex15.pdf)

Exhibit 16 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex16.pdf)

Exhibit 17 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex17.pdf)

Exhibit 18 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex18.pdf)

Exhibit 19 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex19.pdf)

Exhibit 20 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex20.pdf)

Exhibit 21 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex21.pdf)

Exhibit 22 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex22.pdf)

Exhibit 23 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex23.pdf)

Exhibit 24 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex24.pdf)

Exhibit 25 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex25.pdf)

Exhibit 26 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex26.pdf)

Exhibit 27 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex27.pdf)

Exhibit 28 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex28.pdf)

Exhibit 29 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex29.pdf)

Exhibit 30 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex30.pdf)

Exhibit 31 to Declaration of Jeffrey L. Cox (http://noticeofpleadings.com/strontium/files/cox_ex31.pdf)

Notice of Hearing on Motion to Amend Preliminary Injunction (http://noticeofpleadings.com/strontium/files/noh_mtap_inj.pdf)

Motion to Amend Preliminary Injunction Order (http://noticeofpleadings.com/strontium/files/mtap_inj_order.pdf)
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Amdended Preliminary Injunction Order (http://noticeofpleadings.com/strontium/files/amd_pre_inj_order.pdf)

Declaration of Jason Norton ISO Motion to Amend (http://noticeofpleadings.com/strontium/files/decl_jnorton_iso_mta.pdf)

Brief ISO Motion to Amend Preliminary Injunction (http://noticeofpleadings.com/strontium/files/br_iso_mta_preinj.pdf)

SUPPLEMENTAL INJUNCTION ORDER

Supplemental Preliminary Injunction Order (http://noticeofpleadings.com/strontium/files/order_supp_pi.pdf)

Notice of Execution of Supplemental Preliminary Injunction Order and Notice re Unsealing of Documents

(http://noticeofpleadings.com/strontium/files/notice_execution.pdf)

Microsoft's Ex Parte Motion to Supplement Preliminary Injunction Order (http://noticeofpleadings.com/strontium/files/mot_supp_pi.pdf)

Microsoft's Notice of Hearing on Ex Parte Motion to Supplement Preliminary Injunction Order (http://noticeofpleadings.com/strontium/files/notice_mot_supp_pi.pdf)

Declaration of Jason Norton in Support of Microsoft's Ex Parte Motion to Supplement Preliminary Injunction Order

(http://noticeofpleadings.com/strontium/files/norton_decl_pi.pdf)

Brief in Support of Microsoft's Ex Parte Motion to Supplement Preliminary Injunction Order (http://noticeofpleadings.com/strontium/files/brief_supp_pi.pdf)

Declaration of Hon. Faith Hochberg (Ret.) (http://noticeofpleadings.com/strontium/files/hochberg_decl.pdf)

Order Granting Microsoft's Motion for a Protective Order Temporarily Sealing Documents (http://noticeofpleadings.com/strontium/files/order_granting_po.pdf)

Microsoft's Motion for a Protective Order Temporarily Sealing Documents (http://noticeofpleadings.com/strontium/files/mot_po.pdf)

Declaration of Gabriel Ramsey in Support of Motion for a Protective Order Temporarily Sealing Documents

(http://noticeofpleadings.com/strontium/files/ramsey_decl_po.pdf)

Brief in Support of Microsoft's Motion for a Protective Order Temporarily Sealing Documents (http://noticeofpleadings.com/strontium/files/brief_mot_po.pdf)

MOTION FOR ORDER TEMPORARILY SEALING DOCUMENTS

Notice of Hearing Re: Motion for Protective Order Temporarily Sealing Documents (http://noticeofpleadings.com/strontium/files/notice_hrg_seal.pdf)

Motion for Protective Order Temporarily Sealing Documents (http://noticeofpleadings.com/strontium/files/mot_seal_case.pdf)

Brief ISO Motion for Protective Order (http://noticeofpleadings.com/strontium/files/brief_seal_case.pdf)

Declaration of Jeffrey Cox in Support of Motion for Protective Order Temporarily Sealing Documents 

(http://noticeofpleadings.com/strontium/files/cox_decl_seal_case.pdf)

Notice of Execution of Ex Parte Temporary Restraining Order and Notice re Unsealing of Case (http://noticeofpleadings.com/strontium/files/notice_unseal.pdf)

MOTION TO EXCEED PAGE LIMITS

Notice of Hearing re: Motion for Leave to Exceed Page Limits (http://noticeofpleadings.com/strontium/files/notice_hrg_pg_limit.pdf)

Motion for Leave to Exceed Page Limits (http://noticeofpleadings.com/strontium/files/mot_pg_limit.pdf)

Brief ISO Motion for Leave to Exceed Page Limits (http://noticeofpleadings.com/strontium/files/brief_pg_limit.pdf)

MOTION TO CONDUCT DOE DISCOVERY

Microsoft's Notice of Hearing on Motion for Authority to Conduct Doe Discovery Necessary to Identify and Serve Doe Defendants 

(http://noticeofpleadings.com/strontium/files/Notice_dckt31_0.pdf)

Microsoft's Motion for Limited Authority to Conduct Discovery Necessary to Identify and Serve Doe Defendants 

(http://noticeofpleadings.com/strontium/files/Mot_dckt29_0.pdf)

Brief in Support of Microsoft's Motion for Authority to Conduct Discovery Necessary to Identify and Serve Doe Defendants 

(http://noticeofpleadings.com/strontium/files/Mem_dckt30_0.pdf)

Proposed Order Granting Microsoft's Motion for Limited Authority to Conduct Discovery Necessary to Identify and Serve Doe Defendants 

(http://noticeofpleadings.com/strontium/files/Mot_dckt29_1.pdf)
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MISCELLANEOUS

Trademark Report Form (http://noticeofpleadings.com/strontium/files/tm_rpt.pdf)

Civil Cover Sheet (http://noticeofpleadings.com/strontium/files/civ_cover_sheet.pdf)

Order Granting Gabriel Ramsey’s Application to Appear Pro Hac Vice (http://noticeofpleadings.com/strontium/files/phv_ramsey.pdf)

Order Granting Jeffrey L. Cox’s Application to Appear Pro Hac Vice (http://noticeofpleadings.com/strontium/files/phv_cox.pdf)

Motions Referred (http://noticeofpleadings.com/strontium/files/mot_ref_dckt.pdf)

Set Deadlines (http://noticeofpleadings.com/strontium/files/set_dl_dckt.pdf)

Notice of Filing of Court Monitor Report No. 1 (http://noticeofpleadings.com/strontium/files/not_mon_rept_01.pdf)

Court Monitor Report No. 1 (http://noticeofpleadings.com/strontium/files/mon_rept_01.pdf)

Monitor's 60 Day Report (http://noticeofpleadings.com/strontium/files/60_day_rept.pdf)

Contact Us

If you wish to contact us by e-mail, fax, phone or letter please contact us at:

Gabriel Ramsey

Orrick, Herrington & Sutcliffe LLP

405 Howard Street

San Francisco, CA 94105

Telephone: (415) 773-5700

Facsimile: (415) 773-5759

Email: gramsey@orrick.com (mailto:gramsey@orrick.com)
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