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I, Kayvan M. Ghaffari, hereby declare and state as follows:

1. I am an attorney with the law firm of Crowell & Moring LLP (“Crowell”), 

and counsel of record for Plaintiff Microsoft Corporation (“Microsoft”). I make this 

declaration in support of Microsoft’s Application for an Emergency Ex Parte Temporary 

Restraining Order and Order to Show Cause Re Preliminary Injunction (“TRO 

Application”). I make this declaration of my own personal knowledge and, if called as a 

witness, I could and would testify competently to the truth of the matters set forth herein.

1. PARTIES

1. Microsoft seeks an Emergency Ex Parte Temporary Restraining Order And 

Order To Show Cause Re Preliminary Injunction to disable the Internet domains used by 

Defendants John Does 1 - 2 (“Defendants”) to create a global network of interconnected 

computers known as the “Necurs Botnet” or “Necurs.” Necurs is comprised of 

computing devices connected to the Internet that Defendants have infected with 

malicious software, including banking Trojans, spamware, and ransomware. To date.
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Necurs has infected tens of millions of victim computers. Defendants have used and 

continue to use Necurs to steal personal information and financial data from millions of 

individuals. 

2. As counsel of record for Microsoft, I am aware of previous efforts to disable 

other types of unlawful Internet activity, including the “Waledac” Botnet in February 2010 

in the Eastern District of Virginia, the “Rustock” Botnet in March 2011 in the Western 

District of Washington, the “Kelihos” Botnet in September 2011 in the Eastern District of 

Virginia, the “Zeus” Botnets in March 2012 in the Eastern District of New York, the 

“Bamital” Botnet in February 2013 in the Eastern District of Virginia, the “Citadel” Botnets 

in May 2013 in the Western District of North Carolina, the “ZeroAccess” Botnet in 

November 2013 in the Western District of Texas, the “Shylock” Botnet in June 2014 in the 

Eastern District of Virginia, the “Ramnit” Botnet in February 2015 in the Eastern District of 

Virginia, the “Dorkbot” Botnet in November 2015 in the Eastern District of New York; the 

“Strontium” Botnet in August 2016 in the Eastern District of Virginia; and the 

“Phosphorous” Botnet in March 2019 in the District of Columbia; and the “Thallium” 

Botnet in December 2019 in the Eastern District of Virginia..    

3. Based on my previous experience with similar cybercriminal defendants that 

conduct their operations using an online command and control (“C2”) infrastructure 

consisting of a set of websites and domains, ex parte relief is necessary, as notice to 

Defendants would allow them to destroy the evidence of their illicit activity and give them 

an opportunity to move the instrumentalities they used to conduct their unlawful activity.  

This would render the further prosecution of this matter futile.  Based on my prior 

experience, I am aware that in one attempt to disable the Rustock Botnet predating 
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Microsoft’s action, the operators of the Rustock Botnet—after learning of the attempt to 

disable the botnet—attempted to migrate that botnet’s command and control infrastructure to 

new IP addresses and attempted to delete files from the seized host servers.   

4. I am also aware that the Dorkbot Botnet’s operators attempted to activate 

previously dormant command and control domains so that they could continue to illegally 

control the Dorkbot infected devices one day after Microsoft executed the court’s temporary 

restraining order.  Further, during the action regarding the ZeroAccess botnet in November 

2013, the operators of that botnet immediately attempted (unsuccessfully) to take action, in 

response to the seizure of domains to attempt to move the botnet’s command and control 

infrastructure.   

5. Microsoft’s counsel has not attempted to provide notice of the TRO 

Application to Defendants, and should not be required to provide notice at this time.  I 

respectfully submit that good and sufficient reasons exist for this TRO Application to be 

made by Order to Show Cause in lieu of by notice of motion.  Microsoft has previously 

sought ex parte temporary restraining orders in the United States District Court case in 

Microsoft Corporation v. John Does 1-27, Case No. 1:10-cv-00156 (E.D. Va. 2010) 

(Brinkema, J.); Microsoft v. John Does, 1-11, Case No. 2:11-cv-00222 (W.D. Wa. 2011) 

(Robart, J.); Microsoft Corporation v. Dominique Piatti et al., Case No. 1:11-cv-01017 (E.D. 

Va., 2011) (Cacheris, J.); Microsoft Corporation et al. v. John Does 1-39 et al., Case No. 12-

cv-1335 (E.D.N.Y. 2012) (Johnson, J.); Microsoft Corporation v. Peng Yong et al., Case No. 

1:12-cv-1005-GBL (E.D. Va. 2012) (Lee, J.); Microsoft Corp. v. John Does 1-18 et al., Case 

No. 1:13-cv-139-LMB/TCB (E.D. Va. 2013) (Brinkema, J.); Microsoft v. John Does 1-82, 

Case No. 3:13-CV-00319-GCM (W.D. N.C. 2013) (Mullen, J.); Microsoft v. John Does 1-8, 
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Case No. A-13-CV-1014-SS (Sparks, J.) (W.D. Tex 2013); Microsoft v. John Does 1-8, Case 

No. 1:14-cv-811-LO-IDD (O’Grady, J.) (E.D. Va. 2014); Microsoft v. John Does 1-3, Case 

No. 1:15-cv-240-LMB/IDO (Brinkema, J.) (E.D. Va. 2015); Microsoft v. John Does 1-5, 

1:15-cv-06565-JBW-LB (E.D.N.Y. 2015); Microsoft Corporation v. John Does 1-2, Case 

No. 1:16-cv-993 (E.D. Va., 2016) (Lee, J.); and Microsoft Corporation v. John Does 1-2, 

Case No. 1:19-cv-00716-ABJ (D.C. 2019) (Jackson, J.); Microsoft Corporation v. John Does 

1-2, Case No. 19-cv-1582 (O’Grady, J.).  Microsoft, however, has not previously sought this 

particular ex parte relief in this district as to these particular Defendants.   

6. I understand that members of Microsoft’s Digital Crimes Unit, including 

Principal Investigator Jason B. Lyons, have worked to determine the true identities of 

Defendants.  On information and belief, the information provided by Defendants when 

registering their domains is false.  Based on my prior experience and based on Digital 

Crimes Unit’s research regarding these domains, it is likely that further contact information 

has been provided by Defendants to the hosting companies and Internet domain name 

registrars during the domain name registration and maintenance process.  This information 

may include individual and entity names, physical addresses, email addresses, facsimile 

numbers, and telephone numbers.  

7. To the extent Defendants have provided such information, the information 

most likely to be accurate are e-mail addresses as, upon information and belief, such are 

necessary to register Internet domains and associated infrastructure.  It is more likely that the 

email addresses exist and are functional than it is likely that the personal names and physical 

addresses are correct or accurate.  I conclude this in part based on the fact that when 

registrants set up Internet domains and associated infrastructure they must receive 



 

5 
 

confirmation from the Internet domain registrars or hosting companies via email in order to 

utilize and access the Internet domains and associated IP addresses.  Other contact 

information, such as physical address information, is more likely to be false.  I base this 

conclusion, in part, on past experiences relating to botnets in which IP address or domain 

registration name, address and telephone number were determined to be fraudulent or stolen, 

but the email address provided by defendants was, in fact, associated with them.  Further 

supporting this conclusion, in May 2010, the Internet Corporation for Assigned Names and 

Numbers (“ICANN”)—an organization that administers the domain name system—issued a 

study indicating the ease with which name and physical mailing addresses for domain 

registrations may be falsified.  Attached hereto as Exhibit 1 is a true and correct copy of the 

ICANN’s May 2010 study, “WHOIS Proxy/Privacy Service Abuse – Definition.” 

8. Based on my prior experience and from Microsoft’s research, I believe that 

the most reliable contact information for effecting communication with Defendants are email 

addresses that have been discovered to be associated with Defendants domains or IP 

addresses, and the contact information, particularly email addresses, in possession of the 

Internet domain registrars or hosting companies.  From my research, I conclude that such 

contact information is likely to be valid, as it is necessary to obtain Internet domain names or 

web hosting service.  Upon provision of such contact information by the Internet domain 

registrars and web hosting companies to Microsoft, notice of this proceeding and service of 

process may be attempted using such contact information.  Through my research, I have not 

discovered any other information that would enable, at this point, further identification of or 

contact with Defendants other than that in the possession of these companies.  I believe that 

absent an order directing Doe discovery, these companies will be unlikely to share contact 
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information necessary to provide notice and service to Defendants.  

II. NOTICE AND SERVICE OF PROCESS 

A. Microsoft Has Robust Plans To Provide Notice 

9. On behalf of Microsoft, Crowell will attempt notice of any TRO and 

preliminary injunction hearing, as well as service of the Complaint by sending the pleadings 

and/or links to the pleadings to e-mail addresses, facsimile numbers and mailing addresses 

associated with Defendants or otherwise provided by Defendants to the Internet domain 

registrars and IP address hosting companies. 

10. On behalf of Microsoft, Crowell will attempt notice of any TRO, preliminary 

injunction hearing and service of the Complaint by publishing those pleadings on a publicly 

accessible website located at:  noticeofpleadings.com/Necurs.  Crowell will publish such 

notice on the website for a period of six months.  The following information will be made 

available on the website: 

a. The information contained in the case caption and the content of the 

summons. 

b. The following summary statement of the object of the complaint and the 

demand for relief:  “Plaintiff Microsoft Corporation (“Microsoft”) has 

sued Defendants John Does 1-2 associated with the Internet domains 

listed below.  Microsoft alleges that Defendants have violated Federal and 

state law by hosting a cybercriminal operation through these Internet 

domains, causing unlawful intrusion into Microsoft and Microsoft’s 

customers’ computers and computing devices; and intellectual property 

violations to the injury of Microsoft and Microsoft’s customers.  

Microsoft seeks a preliminary injunction directing the registries associated 

with these Internet domains to take all steps necessary to disable access to 

and operation of these Internet domains to ensure that changes or access to 

the Internet domains cannot be made absent a court order and that all 

content and material associated with these Internet domains are to be 

isolated and preserved pending resolution of the dispute.  Microsoft seeks 

a permanent injunction, other equitable relief and damages.  Full copies of 

the pleading documents are available at noticeofpleadings.com/Necurs.” 

c. The date of first publication. 
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d. The following text:  “NOTICE TO DEFENDANT:  READ THESE 

PAPERS CAREFULLY!  You must “appear” in this case or the other side 

will win automatically.  To “appear” you must file with the court a legal 

document called a “motion” or “answer.”  The “motion” or “answer” must 

be given to the court clerk or administrator within 21 days of the date of 

first publication specified herein.  It must be in proper form and have 

proof of service on the Microsoft’s attorneys, Gabriel M. Ramsey at 

Crowell & Moring, 3 Embarcadero Center, 26th Floor, San Francisco, CA 

94111.  If you have questions, you should consult with your own attorney 

immediately.” 

11. On behalf of Microsoft, Crowell will serve each of the Internet domain 

registries listed at Appendix A to the Complaint with all copies of all documents served on 

Defendants. 

12. On behalf of Microsoft, Crowell will also attempt notice of any TRO and 

preliminary injunction hearing, as well as service of the complaint by personal delivery on 

any Defendant in this case that has provided existing physical addresses in the United States. 

13. On behalf of Microsoft, Crowell will prepare Requests for Service Abroad of 

Judicial or Extrajudicial Documents to attempt notice of any TRO and preliminary injunction 

hearing, as well as service of the Complaint on any Defendants in this case that have 

provided contact information in foreign countries that are signatories to the Hague 

Convention on Service Abroad or any similar treaty, and will comply with the requirements 

of those treaties.  Upon entry of any TRO, Crowell will execute and deliver these documents 

to the appropriate Central Authority and request, pursuant to the Hague Convention or 

similar treaty, that the Central Authority deliver these documents to the contact information 

provided by Defendants.  I am informed, and therefore believe, that notice of the preliminary 

injunction hearing and service of the Complaint could take approximately three to six 

months or longer through this process. 

B. Notice Under ICANN Domain Name Registration Policies 
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14. Attached hereto as Exhibit 2 is a true and correct copy of a document 

describing ICANN’s role.  Exhibit 3 reflects the following: ICANN is a not-for-profit 

partnership formed in 1998.  ICANN coordinates domain names and IP addresses (unique 

identifying numbers for computers throughout the world), which enables the operation of the 

global Internet.  ICANN’s responsibilities include running an accreditation system for 

domain name “registrars.”  Domain name registrars enter into arrangements with individual 

“registrants” who wish to register particular domain names.  ICANN has a contractual 

relationship with all accredited registrars that set forth the registrars’ obligations.  The 

purpose of the requirements of ICANN’s accreditation agreements with registrars is to 

provide a consistent and stable environment for the domain name system, and hence the 

Internet. 

15. A true and correct copy of the 2013 ICANN Registrar Accreditation Agreement 

between ICANN and domain name registrars is attached hereto as Exhibit 3. 

16. The following summarizes provisions set forth in the ICANN accreditation 

agreements with registrars at Exhibit 4.   

ICANN Requires That Registrants Agree To Provide Accurate Contact Information 

17. Section 3.7.7.1 of the accreditation agreement provides that domain registrants 

will provide the registrar accurate and reliable contact information.  In particular, the domain 

name registrant: 

“shall provide to Registrar accurate and reliable contact details and 

correct and update them within seven (7) days of any change 

during the term of the Registered Name registration, including: the 

full name, postal address, e-mail address, voice telephone number, 

and fax number if available of the Registered Name Holder; name 

of authorized person for contact purposes in the case of an 

Registered Name Holder that is an organization, association, or 

corporation….” 
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18. Section 3.7.7.2 of the accreditation agreement provides that if the registrant fails 

to respond for over 15 days to a registrar’s inquiry about inaccurate contact information, the 

domain may be cancelled.  In particular, the domain name registrant’s: 

“willful provision of inaccurate or unreliable information, its 

willful failure to update information provided to Registrar within 

seven (7) days of any change, or its failure to respond for over 

fifteen (15) days to inquiries by Registrar concerning the accuracy 

of contact details associated with the Registered Name Holder’s 

registration shall constitute a material breach of the Registered 

Name Holder-registrar contract and be a basis for suspension 

and/or cancellation of the Registered Name registration.”  

ICANN Requires That Registrants Agree To A Dispute Resolution Policy Under Which 

Notice Is Given By Sending The Complaint To The Registrant’s Contact Information 

19. Section 3.8 of the accreditation agreement provides that registrars shall require 

registrants to agree to the Uniform Domain Name Dispute Resolution Policy (“UDRP”).  The 

UDRP is a policy between a registrar and its customer and is included in registration agreements 

for all ICANN-accredited registrars.  Attached hereto as Exhibit 4 is a true and correct copy of 

the UDRP. 

20. As part of the registrant’s agreement to the UDRP, the registrant agrees to the 

Rules for Uniform Domain Name Dispute Resolution Policy (“Rules”).  Attached hereto as 

Exhibit 5 is a true and correct copy of the Rules. 

21. Pursuant to the Rules, “Written Notice” of a complaint regarding a domain 

requires electronic transmittal of the complaint to a domain registrant and hardcopy notification 

that the complaint was sent by electronic means.  In particular, “Written Notice” is defined as: 

“hardcopy notification by the Provider to the Respondent of the 

commencement of an administrative proceeding under the Policy 

which shall inform the respondent that a complaint has been filed 

against it, and which shall state that the Provider has electronically 

transmitted the complaint including any annexes to the Respondent 

by the means specified herein.  Written notice does not include a 

hardcopy of the complaint itself or any annexes.” 
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22. Pursuant to the Rules, notice of a complaint may be achieved by the registrar 

forwarding the complaint to the postal address, facsimile number and e-mail addresses of the 

domain registrant.  In particular, the Rules define the procedure for providing notice as follows: 

“(a) When forwarding a complaint, including any annexes, 

electronically to the Respondent, it shall be the Provider’s 

responsibility to employ reasonably available means calculated to 

achieve actual notice to Respondent.  Achieving actual notice, or 

employing the following measures to do so, shall discharge this 

responsibility: 

 (i) sending Written Notice of the complaint to all postal-

mail and facsimile addresses (A) shown in the domain name’s 

registration data in Registrar’s Whois database for the registered 

domain-name holder, the technical contact, and the administrative 

contact and (B) supplied by Registrar to the Provider for the 

registration’s billing contact; and 

 (ii) sending the complaint, including any annexes, in 

 electronic form by e-mail to: 

  (A) the e-mail addresses for those technical,   

  administrative and billing contacts;  

  (B) postmaster@<the contested domain name>; and 

  (C) if the domain name (or “www.” followed by the 

  domain name) resolves to an active web page other  

  than a generic page the Provider concludes is  

  maintained by a registrar or ISP for parking   

  domain-names registered by multiple domain-name  

  holders), any e-mail address shown or e-mail links  

  on that web page; and 

 (iii) sending the complaint, including any annexes, to any 

e-mail address the Respondent has notified the Provider it prefers 

and, to the extent practicable, to all other e-mail addresses 

provided to the Provider by Complainant...”  

23. The effect of the UDRP and the Rules is that domain name registrants agree that 

notice of a complaint relating to their domains may be provided by the foregoing means, 

including by sending the complaint to postal, facsimile and email addresses provided by 



 

11 
 

registrants. 

ICANN Requires That Registrants Agree That Domains May Be Suspended Or Cancelled 

Pursuant To The Dispute Resolution Policy 

24. Section 3.7.7.11 of the accreditation agreement provides that registrars shall 

require that a domain name registrant “shall agree that its registration of the Registered Name 

shall be subject to suspension, cancellation, or transfer” pursuant to ICANN’s policies for the 

resolution of disputes concerning domain names. 

ICANN Requires That Registrants Agree Not To Use Domains In An Illegal Manner 

25. Under Section 2 of the UDRP, the domain registrant agrees that: 

“By applying to register a domain name, or by asking us to 

maintain or renew a domain name registration, you hereby 

represent and warrant to us that (a) the statements that you made in 

your Registration Agreement are complete and accurate; (b) to 

your knowledge, the registration of the domain name will not 

infringe upon or otherwise violate the rights of any third party; (c) 

you are not registering the domain for an unlawful purpose; and (d) 

you will not knowingly use the domain name in violation of any 

applicable laws or regulations.  It is your responsibility to 

determine whether your domain name registration infringes or 

violates someone else’s rights.” 

26. Similarly, section 3.7.7.9 of the accreditation agreement provides that the 

domain name registrant “shall represent that, to the best of the Registered Name Holder’s 

knowledge and belief, neither the registration of the Registered Name nor the manner in 

which it is directly or indirectly used infringes the legal rights of any third party.” 

The Defendants’ Internet Domain Registrars Send Account-Related Information To 

Customer-Provided Contacts 

27. The terms of service for Internet domain registrars used by Defendants 

provide that their customers must provide contact information, including the email address, 

postal address, and a valid telephone number where they can reach their customers.  These 

Internet domain registrars further provide that they may contact their respective customers 
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based on the information provided by that customer.  For example, Public Domain Registry’s 

(“Public Domain”) Registrar-Registrant Terms of Service, available at 

https://publicdomainregistry.com/legal/#tos, include such provisions.  A true and correct 

copy of Public Domain’s Domain Name Registration Terms of Service attached hereto as 

Exhibit 6.   

28. Based on my past experience and my research of third parties that Defendants 

use to provide domain name services, the other third party Internet hosting companies and 

Internet domain name registrars require that similar contact information be provided.   

The Defendants’ Internet Domain Name Registrars’ Terms Of Service Prohibit 

Customers From Using Services In An Illegal Manner 

29. The Internet domain registrars’ terms of service prohibit customers, including 

Defendants, from using the services in an illegal manner, and customer accounts may be 

terminated for violation of those terms.  For example, Public Domain’s agreement prohibits, 

among other conduct, the registered domain being used to: 

a. distributing malware or other malicious code; 

b. hosting or linking to a website intended to deceive the public; 

c. infringing upon the Intellectual Property Rights of Others 

d. purposely send out mass spams like mass unsolicited, commercial 

advertising or solicitations and so on; 

e. send out retroactive, pornographic or other harmful emails that violate the 

country laws and rules; 

f. Accessing another network without permission, to probe or scan for 

vulnerabilities or breach security or authentication measures; 

g. Attacking other networks (i.e. Denial of Service (DoS) attacks); 

https://publicdomainregistry.com/legal/#tos
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h. Intercepting or monitoring data without permission; 

i. Running a file sharing site; 

j. Running any software that interfaces with an IRC (Internet Relay Chat) 

network; 

k. Using any deep-link, page-scrape, robot, crawl, index, spider, offline 

reader, click spam, macro programs, internet agent, or other automatic 

device, program, algorithm or methodology which does the same things, 

to use, access, copy, index, acquire information, generate impressions or 

clicks, input information, store information, search, generate searches, or 

monitor any portion of our website or servers for any unauthorized 

purpose  

l. resolve, point or forward to the website with harmful information that 

violate the country laws and rules, or 

m. engage in other illegal actions. 

30. Public Domain’s policies also provide that it may suspend or terminate its 

customer’s services if that customer has been found to engage in prohibited conduct.  Based 

on my past experience and my current research of other Internet domain registrars and 

hosting companies, and on information and belief, the other Internet domain registrars and 

hosting companies used by Defendants prohibit similar unlawful conduct. 

III. OTHER AUTHORITY AND EVIDENCE 

31. Attached hereto as Exhibit 7 is a true and correct copy of the June 2, 2009 Ex 

Parte Temporary Restraining Order and Order to Show Cause in the matter FTC v. 

Pricewert LLC et al., Case No. 09-2407 (N.D. Cal. 2009) (Whyte J.). 
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32. Attached hereto as Exhibit 8 is a true and correct copy of the June 15, 2009 

Preliminary Injunction in the matter FTC v. Pricewert LLC et al., Case No. 09-2407 (N.D. 

Cal. 2009) (Whyte J.). 

33. Attached hereto as Exhibit 9 is a true and correct copy of the Indictment and 

supporting materials in the criminal case U.S. v. Ancheta, Case No. 05-1060 (C.D. Cal. 

2005). 

34. Attached hereto as Exhibit 10 is a true and correct copy of the Sentencing in 

the criminal case U.S. v. Ancheta, Case No. 05-1060 (C.D. Cal. May 8, 2006). 

35. Attached hereto as Exhibit 11 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order to Show Cause in the matter Microsoft Corporation 

v. John Does 1-27, Case No. 1:10-cv-00156 (E.D. Va. 2010) (Brinkema J.). 

36. Attached hereto as Exhibit 12 is a true and correct copy of the Preliminary 

Injunction in the matter Microsoft Corporation v. John Does 1-27, Case No. 1:10-cv-00156 

(E.D. Va., 2010) (Brinkema J.). 

37. Attached hereto as Exhibit 13 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order to Show Cause in the matter of Microsoft v. John 

Does 1-11, Case No. 2:11-cv-00222 (W.D. Wa. 2011) (Robart, J.).  

38. Attached hereto as Exhibit 14 is a true and correct copy of the Preliminary 

Injunction in the matter Microsoft Corporation v. John Doe 1-11, Case No. 2:11-cv-00222 

(W.D. Wa. 2011) (Robart, J.).  

39. Attached hereto as Exhibit 15 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order to Show Cause in the matter Microsoft Corporation 

v. Dominique Alexander Piatti et al., Case No. 1:11-cv-01017 (E.D. Va. 2011) (Cacheris, J.). 



 

15 
 

40. Attached hereto as Exhibit 16 is a true and correct copy of the Preliminary 

Injunction in the matter Microsoft Corporation v. Dominique Alexander Piatti et al., Case 

No. 1:11-cv-01017 (E.D. Va. 2011) (Cacheris, J.). 

41. Attached hereto as Exhibit 17 is a true and correct copy of the Ex Parte 

Temporary Restraining Order, Seizure Order and Order To Show Cause in the matter of 

Microsoft Corporation et al. v. John Does 1-39 et al., Case No. 12-cv-1335 (E.D.N.Y. 2012) 

(Johnson, J.). 

42. Attached hereto as Exhibit 18 is a true and correct copy of the Consent 

Preliminary Injunction in the matter of Microsoft Corporation et al. v. John Does 1-39 et al., 

Case No. 12-cv-1335 (E.D.N.Y. 2012) (Johnson, J.).   

43. Attached hereto as Exhibit 19 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order To Show Cause in the matter of Microsoft 

Corporation v. Peng Yong et al., Case No. 1:12-cv-1004-GBL (E.D. Va. 2012) (Lee, J.). 

44. Attached hereto as Exhibit 20 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order To Show Cause in the matter of Microsoft Corp. v. 

John Does 1-18 et al., Case No. 1:13-cv-139-LMB/TCB (E.D. Va. 2013). 

45. Attached hereto as Exhibit 21 is a true and correct copy of the Preliminary 

Injunction in the matter of Microsoft Corp. v. John Does 1-18 et al., Case No. 1:13-cv-139-

LMB/TCB (E.D. Va. 2013) (Brinkema, J.). 

46. Attached hereto as Exhibit 22 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order To Show Cause in the matter of Microsoft v. John 

Does 1-82, Case No. 3:13-CV-00319-GCM (W.D. N.C. 2013) (Mullen, J.). 

47. Attached hereto as Exhibit 23 is a true and correct copy of the Preliminary 
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Injunction in the matter of Microsoft v. John Does 1-82, Case No. 3:13-CV-00319-GCM 

(W.D. N.C. 2013) (Mullen, J.). 

48. Attached hereto as Exhibit 24 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order To Show Cause in the matter of Microsoft 

Corporation v. John Does 1-8 et al, Case No. A13-cv-1014-SS (W.D. Tex. 2013) (Sparks, 

J.).  

49. Attached hereto as Exhibit 25 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order To Show Cause in the matter of Microsoft v. John 

Does 1-8, Case No. 1:14-cv-811-LO-IDD (E.D. Va. O’Grady, J.). 

50. Attached hereto as Exhibit 26 is a true and correct copy of the Preliminary 

Injunction in the matter of Microsoft v. John Does 1-8, Case No. 1:14-cv-811-LO-IDD (E.D. 

Va. 2014) (O’Grady, J.). 

51. Attached hereto as Exhibit 27 is a true and correct copy of the Ex Parte 

Temporary Restraining Order and Order To Show Cause in the matter of Microsoft v. John 

Does 1-3, Case No. 1:15-cv-240-LMB/IDO (E.D. Va. 2015) (Brinkema, J.). 

52. Attached hereto as Exhibit 28 is a true and correct copy of the Preliminary 

Injunction in the matter of Microsoft v. John Does 1-3, Case No. 1:15-cv-240-LMB/IDO 

(E.D. Va. Brinkema, J.). 

53. Attached hereto as Exhibit 29 is a true and correct copy of the Temporary 

Restraining Order and Order To Show Cause Re Preliminary Injunction in the matter of 

Microsoft v. John Does 1-5, Case No. 1:15-cv-06565-JBW-LB (E.D.N.Y. 2015) (Bloom, L.). 

54. Attached hereto as Exhibit 30 is a true and correct copy of ICANN’s 

“Guidance for Preparing Domain Name Orders, Seizures & Takedowns.”  



55. Attached hereto as Exhibit 31 is a true and correct copy of the Temporary 

Restraining Order and Order To Show Cause Re Preliminary Injunction in the matter of 

Microsoft V. John Does 1-2, Case No. l:16-cv-993 (E.D. Va. 2016) (Lee, J.).

56. Attached hereto as Exhibit 32 is a true and correct copy of the Preliminary 

Injunction in the matter of Microsoft v. John Does 1-2, Case No. l:19-cv-00716-ABJ (D.C. 

2019) (Jackson, J.).

57. Attached hereto as Exhibit 33 is a true and correct copy of the Temporary 

Restraining Order and Order to Show Cause re Preliminary Injunction in the matter of 

Microsoft V. John Does 1-2, Case No. l:19-cv-1582 (O’Grady, J.).
\

IV. MICROSOFT’S DISCUSSIONS WITH THIRD PARTIES

58. As part of its preparation for initiation of this action, Microsoft discussed the 

proposed Temporary Restraining Order with third party domain registries and service 

providers, including Neustar, Inc., Afilias USA, Inc., Public Interest Registry, ICM Registry 

LLC, and Verisign, Inc (the “Third Party Registries”). Each of the Third Party Registries has 

indicated to Microsoft that they are willing to comply with the proposed Temporary 

Restraining Order as it is currently written when it is entered by the Court.

I declare under penalty of perjury under the laws of the United States of America that 

the foregoing is true and correct to the best of my knowledge.

Executed this 5th day of March, 2020.
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Terms Of Service

 

Quick Links

Eligibility, Registration and Account Security 

This section describes the eligibility criteria we require from all of our users. When you register

to use our Services (as de�ned below), we need to make sure that you are able to legally contract

with us.  This section also explains that you are responsible for account security including all use

of the Services through your User account, whether or not authorized by you.

 

HIPAA Disclaimer

Our Services do not comply with the U.S. Health Insurance Portability and Accountability Act

(“HIPAA”). This section describes our policy on HIPAA in more detail.

 

Termination Policy

Your Services offer plans for a �xed period of time that you select upon purchase (e.g. 1 month, 1

year, etc.).  Even though we do not want you to, we know that one day you might want to leave us.

 

Auto-Renewal Terms

Unless otherwise provided, your Services will automatically renew on your renewal date to

ensure uninterrupted service. This section explains this process in more detail.

 

Refunds 

This section describes our refund policy.

 

User’s Responsibilities

Terms Of Service  Acceptable Use Policy  Affiliate Agreement

Infringement Policy More
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You are required to comply with applicable law and have certain obligations with respect to their

use of the Services. You are also required to cooperate with us and utilize hardware and software

that is compatible with the Services.  In addition, you are responsible for the security of your

account and its content, as well as for maintaining a backup of your content and promptly

removing any malware from your account.

 

Billing and Payment

We offer a great range of Services to suit everyone’s needs and at prices to suit everyone’s

pockets. The fees you pay are based on the plan you choose and any add-on products you

purchase. All payments are taken, in advance, for the full term of your plan.

 

Resource Usage

You are required to utilize server resources in an ef�cient and responsible manner.  Excessive use

of server CPU and memory resources by you can interfere with or prevent normal service

performance for other customers. Additional information about our policy on CPU, Bandwidth

and Disk Usage can be found here.

 

TERMS OF SERVICE

These Terms of Service (the “Agreement”) are an agreement between you (“User” or “you” or

“your”) and P.D.R Solutions (U.S.) LLC unless you are a User in India.  For all Users in India, this is

an Agreement between you and Endurance International Group (India) Private Limited, an Indian

corporation. For all customers outside of India, “Company”, ”we”, “us” or “our” shall refer to P.D.R

Solutions (U.S.) LLC, and for all customers in India, the same shall refer to Endurance

International Group (India) Private Limited.  

This Agreement sets forth the general terms and conditions of your use of the products and

services made available by us  and on our website (collectively, the “Services”).

1. Additional Policies and Agreements

1. Use of the Services is also governed by the following policies, which are incorporated into this
Agreement by reference. By using the Services, you also agree to the terms of the following
policies.

1. Acceptable Use Policy (/legal#aup)
2. Copyright Infringement Policy (/legal#infringement)
3. Data Request Policy (/legal#drp)
4. Privacy Policy (https://www.endurance.com/privacy/privacy)

https://publicdomainregistry.com/legal#aup
https://publicdomainregistry.com/legal#infringement
https://publicdomainregistry.com/legal#drp
https://www.endurance.com/privacy/privacy
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2. Additional terms may also apply to certain Services, and are incorporated into this Agreement by
reference as applicable. For example, the Af�liate Agreement, Domain Registration Agreement,
Reseller Agreement, and VPS Addendum will also apply to you as applicable and would be
incorporated into this Agreement.

 

2. Account Eligibility

1. By registering for or using the Services, you represent and warrant that:

1. You are eighteen (18) years of age or older. The Services are intended solely for Users who are
eighteen (18) years of age or older. Any registration, use of or access to the Services, by anyone
under eighteen (18) is unauthorized and is a violation of this Agreement.

2. If you use the Services on behalf of another party you agree that you are authorized to bind such
other party to this Agreement and to act on such other party’s behalf with respect to any actions
you take in connection with the Services.

2. It is your responsibility to provide accurate, current, and complete information on the
registration forms, including an email address that is different from the domain you are signing
up under. If there is ever an abuse issue or we need to contact you, we will use the primary email
address we have on �le. It is your responsibility to ensure that the contact information for your
account, including any domain accounts is accurate, correct and complete at all times. We are not
responsible for any lapse in the Services, including without limitation, any lapsed domain
registrations due to outdated contact information being associated with the domain. If you need
to verify or change your contact information, please contact our sales team via email or update
your contact information through the our billing and support system. Providing false contact
information of any kind may result in the termination of your account. For dedicated server
purchases or in certain other cases, you may be required to provide government issued
identi�cation and possibly a scan of the credit card used for veri�cation purposes. Failure to
provide the information requested may result in your order being denied.

3. You agree to be fully responsible for all use of your account and for any actions that take place
through your account. It is your responsibility to maintain the con�dentiality of your password
and other information related to the security of your account.

3. Company  Content

Except for User Content (as de�ned below), all content available through the Services, including

designs, text, graphics, images, video, information, software, audio and other �les, and their

selection and arrangement, and all software used to provide the Services (collectively, “Company

Content”), are the proprietary property of the Company or the Company’s licensors. Company

Content may not be modi�ed, copied, distributed, framed, reproduced, republished, downloaded,

scraped, displayed, posted, transmitted, sold or exploited for any purpose in any form or by any

means, in whole or in part, other than as expressly permitted in this Agreement. You may not,

directly or indirectly, reverse engineer, decompile, disassemble or otherwise attempt to derive

source code or other trade secrets from any Company Content. Any use of Company Content,

other than as speci�cally authorized herein, is prohibited and will automatically terminate your



12/3/2019 https://publicdomainregistry.com/legal/

https://publicdomainregistry.com/legal/ 4/17

rights to use the Services and any Company Content. All rights to use Company Content that are

not expressly granted in this Agreement are reserved by the Company and the Company’s

licensors.

4. User Content

4. You may upload, store, publish, display, and distribute information, text, photos, videos and other
content for your website on or through the Services (collectively, “User Content”). User Content
includes any content posted by you or by users of any of your websites hosted through the
Services (“User Websites”). You are solely responsible for any and all User Content and any
transactions or other activities conducted on or through User Websites. By posting or
distributing User Content on or through the Services, you represent and warrant to us that (i)
you have all the necessary rights to post or distribute such User Content, and (ii) your posting or
distribution of such User Content does not infringe or violate the rights of any third party.

Solely for purposes of providing the Services, you hereby grant to the Company  a non-exclusive,

royalty-free, worldwide right and license to: (i) use, reproduce, publicly perform, publicly display,

modify, translate, excerpt (in whole or in part), publish and distribute User Content; and (ii) make

archival or back-up copies of User Content and User Websites. Except for the rights expressly

granted herein, the Company  does not acquire any right, title or interest in or to the User

Content, all of which shall remain solely with you.

5. We exercise no control over, and accept no responsibility for, User Content or the content of any
information passing through our computers, network hubs and points of presence or the
internet. We do not monitor User Content. However, you acknowledge and agree that we may,
but are not obligated to, immediately take any corrective action in our sole discretion, including
without limitation removal of all or a portion of the User Content or User Websites, and suspend
or terminate any and all Services without refund if you violate the terms of this Agreement. You
hereby agree that the Company shall have no liability due to any corrective action that we may
take.

5. HIPAA Disclaimer

The Services do not comply with the U.S. Health Insurance Portability and Accountability Act

(“HIPAA”).  You are solely responsible for compliance with all applicable laws governing the

privacy and security of personal data, including medical or other sensitive data.  You

acknowledge that the Services are not appropriate for the storage or control of access to

sensitive data, such as information about children or medical or health information.  We do not

control or monitor the information or data you store on, or transmit through, our Services.  We

speci�cally disclaim any representation or warranty that the Services, as offered, comply with

HIPAA.  Users requiring secure storage of “Protected Health Information” as de�ned under

HIPAA are expressly prohibited from using this Service for such purposes.  Storing and

permitting access to “Protected Health Information,” is a material violation of this Agreement,

and grounds for immediate account termination.  We do not sign “Business Associate
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Agreements,” and you agree that Company is not a Business Associate or subcontractor or agent

of yours pursuant to HIPAA.  If you have questions about the security of your data, please

contact us by phone or chat.

6. Certain Services; 404 Error Page.

In the event you fail to con�gure a 404 error page, a default 404 error page will be con�gured by

the Company to appear in the event an Internet user enters a URL related to your domain but for

which no �le is associated. By not con�guring a 404 error page, you hereby consent to and

authorize the Company’s placement of a default 404 error page and its associated content on

your website. The Company’s 404 error page may contain advertisements and other materials

selected by the Company in the Company’s sole discretion. This may include, but is not limited to,

third-party websites, third-party product and service offerings, and/or Internet search engines.

You may change the 404 error page con�guration at any time. The Company reserves the right to

collect and retain all revenue obtained from such advertising and other materials.

7. Third Party Products and Services

1. Third Party Providers

We may offer certain third party products and services. Such products and services may be

subject to the terms and conditions of the third party provider. Discounts, promotions and

special third party offers may be subject to additional restrictions and limitations by the third

party provider. You should con�rm the terms of any purchase and the use of goods or services

with the speci�c third party provider with whom you are dealing. Please refer to Appendix A to

obtain links to the terms and conditions of certain third party providers. Appendix A is a

representative list and not a comprehensive list of goods or services offered by third party

providers.

The Company does not make any representations or warranties regarding, and is not liable for,

the quality, availability, or timeliness of goods or services provided by a third party provider. You

undertake all transactions with these third party providers at your own risk. We do not warrant

the accuracy or completeness of any information regarding third party providers. The Company

is not an agent, representative, trustee or �duciary of you or the third party provider in any

transaction.

2. The Company as Reseller or Sublicensor 

We may act as a reseller or sublicensor of certain third party services, hardware, software and

equipment used in connection with the Services (“Resold Products”). We shall not be responsible

for any changes in the Services that cause any Resold Products to become obsolete, require

modi�cation or alteration, or otherwise affect the performance of the Services. Any malfunction

or manufacturer’s defects of Resold Products, either sold, sublicensed or provided by us to you

will not be deemed a breach of the Company’s obligations under this Agreement. Any rights or

remedies you may have regarding the ownership, licensing, performance or compliance of any



12/3/2019 https://publicdomainregistry.com/legal/

https://publicdomainregistry.com/legal/ 6/17

Resold Product are limited to those rights extended to you by the manufacturer of such Resold

 Product. You are entitled to use any Resold Product supplied by us only in connection with your

use of the Services as permitted under this Agreement. You shall make no attempt to copy, alter,

reverse engineer, or tamper with such Resold Product or to use it other than in connection with

the Services. You shall not resell, transfer, export or re-export any Resold Product, or any

technical data derived therefrom, in violation of any applicable law, rules or regulations.

3. Third Party Websites

The Services may contain links to other websites that are not owned or controlled by us (“Third

Party Sites”), as well as articles, photographs, text, graphics, pictures, designs, sound, video,

information, and other content or items belonging to or originating from third parties (“Third

Party Content”). We are not responsible for any Third Party Sites or Third Party Content

accessed through the Services. Third Party Sites and Third Party Content are not investigated,

monitored or checked for accuracy, appropriateness, or completeness by us. If you decide to

access Third Party Sites or to access or use any Third Party Content, you do so at your own risk

and you should be aware that our terms and policies no longer govern. You should review the

applicable third party’s terms and policies, including privacy and data gathering practices of any

website to which you navigate.

7. Prohibited Persons (Countries, Entities, And Individuals).

The Services are subject to export control and economic sanctions laws and regulations

administered or enforced by the United States Department of Commerce, Department of

Treasury’s Of�ce of Foreign Assets Control (“OFAC”), Department of State, and other United

States authorities (collectively, “U.S. Trade Laws”).  You may not use the Services to export or

reexport, or permit the export or reexport, of software or technical data in violation of U.S. Trade

Laws.  In addition, by using the Services, you represent and warrant that you are not (a) an

individual, organization or entity organized or located in a country or territory that is the target

of OFAC sanctions (including Cuba, Iran, Syria, Sudan, North Korea, or the Crimea region of

Ukraine); (b) designated as a Specially Designated National or Blocked Person by OFAC or

otherwise owned, controlled, or acting on behalf of such a person; (c) otherwise a prohibited

party under U.S. Trade Laws; or (d) engaged in nuclear, missile, chemical or biological weapons

activities to which U.S. persons may not contribute without a U.S. Government license.  Unless

otherwise provided with explicit written permission, the Company  also does not register, and

prohibits the use of any of our Services in connection with, any Country-Code Top Level Domain

Name (“ccTLD”) for any country or territory that is the target of OFAC sanctions.  The obligations

under this section shall survive any termination or expiration of this Agreement or your use of

the Services.

8. Account Security and Company Systems.

1. It is your responsibility to ensure that scripts/programs installed under your account are secure
and permissions of directories are set properly, regardless of the installation method. When at all
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possible, set permissions on most directories to 755 or as restrictive as possible. Users are
ultimately responsible for all actions taken under their account. This includes the compromise of
credentials such as username and password. You are required to use a secure password. If a
weak password is used, your account may be suspended until you agree to use a more secure
password. Audits may be done to prevent weak passwords from being used. If an audit is
performed, and your password is found to be weak, we will notify you and allow time for you to
change or update your password before suspending your account.

2. The Services, including all related equipment, networks and network devices are provided only
for authorized customer use. We may, but is not obligated to, monitor our systems, including
without limitation, to ensure that use is authorized, to facilitate protection against unauthorized
access, and to verify security procedures, survivability, and operational security. During
monitoring, information may be scanned, examined, recorded, copied and used for authorized
purposes. By using the Services, you consent to monitoring for these purposes.

3. Any account found connecting to a third party network or system without authorization from
the third party is subject to suspension. Access to networks or systems outside of your direct
control requires the express written consent of the third party. We may, at our discretion,
request documentation to prove that your access to a third party network or system is
authorized.

4. Any account that is found to be compromised may be disabled and/or terminated. If you do not
clean up your account after being noti�ed by us of an ongoing issue, we reserve the right to keep
your account disabled. Upon your request, we may clean-up your account for an additional fee.

5. We reserve the right to migrate your account from one data-center to another in order to
comply with applicable data center policies, local law or for technical or other reasons without
notice.

9. Compatibility with the Services

1. You agree to cooperate fully with us in connection with our provision of the Services. It is solely
your responsibility to provide any equipment or software that may be necessary for your use of
the Services. To the extent that the performance of any of our obligations under this Agreement
may depend upon your performance of your obligations, the Company is not responsible for any
delays due to your failure to timely perform your obligations.

2. You are solely responsible for ensuring that all User Content and User Websites are compatible
with the hardware and software used by us to provide the Services, which may be changed by us
from time to time in our sole discretion.

3. You are solely responsible for backing-up all User Content, including but not limited to, any User
Websites. The Company does not warrant that we back-up any User Content, and you agree to
accept the risk of loss of any and all User Content.

 

10. Billing and Payment Information

1. Prepayment.
It is your responsibility to ensure that your payment information is up to date, and that all
invoices are paid on time. You agree to pay for the Services in advance of the time period during
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which such Services are provided. Subject to applicable laws, rules, and regulations, at our sole
discretion, payments may be applied to outstanding invoices in your billing account.

 

2. Autorenewal.

Unless otherwise provided, you agree that until and unless you notify us of your desire to cancel

the Services, you may be billed, but we are not obligated to bill you, on an automatically recurring

basis to prevent any disruption to your Services, using your credit card or other billing

information on �le with us.

3. Advance Account.

If  you maintain a credit balance, we will deduct from the credit balance when you purchase

products or services from us.  If the credit balance is insuf�cient for processing the order the

order may not be processed. Any negative balance in the Advance Account will become

immediately payable. If you do not correct a negative balance in your account within 24 hours,

we reserve the right to terminate the Services with immediate effect and without any notice.

4. Taxes.
Listed fees for the Services do not include any applicable sales, use, revenue, excise or other
taxes imposed by any taxing authority, unless otherwise provided. Any applicable taxes will be
added to your invoice as a separate charge to be paid by you. All fees are non-refundable when
paid unless otherwise stated.

5. Late Payment or Non-Payment.

Any invoice that is outstanding may result in the suspension or termination of Services. Access to

the account will not be restored until payment has been received. If you fail to pay the fees as

speci�ed herein, we may suspend or terminate your account and pursue the collection costs

incurred by the Company, including without limitation, any arbitration and legal fees, and

reasonable attorneys’ fees. We will not activate new orders or activate new packages for

customers who have an outstanding balance on their account. 

Dedicated servers are subject to being reclaimed and all content deleted if you fail to make a

timely payment. You have �fteen (15) days from the expiry date to pay the outstanding amount

due for a dedicated server. After 15 days, the data on the dedicated server will be permanently

deleted and cannot be restored.

6. Domain Payments. 

1. Domain registrations.  No refunds will be given once a domain is registered.
2. Domain Renewals.  You can manage domain renewals in your control panel. Domain renewal

notices are provided as a courtesy reminder and we are not responsible for any failure to renew
a domain or failure to notify about a domain renewal. No refunds will be given once a domain is
renewed.  
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7. Fraud.
It is a violation of this Agreement for you to misuse or fraudulently use credit cards, charge cards,
electronic funds transfers, electronic checks, or any other payment method. We may report any
such misuse or fraudulent use, as determined in our sole discretion, to governmental and law
enforcement authorities, credit reporting services, �nancial institutions and/or credit card
companies.

8. Invoice Disputes. 

If you have any questions concerning a charge on your account, please reach out to our billing

department for assistance.

9. Price Change

The Company reserves the right to change prices, the monthly payment amount, or any other

charges at any time. We will provide you with at least thirty (30) days’ notice before charging you

with any price change. It is your sole responsibility to periodically review billing information

provided by us through the user billing tool or through other methods of communication,

including notices sent or posted by us.

11. Coupons
Discounts and coupon codes are reserved for �rst-time accounts or �rst-time customers only
and may not be used towards the purchase of a domain registration unless otherwise speci�ed. If
you have previously signed up using a particular domain, you may not sign up again for that
domain using another coupon at a later date. Any account found in violation of these policies will
be reviewed by our Sales department and the appropriate charges will be added to the account.
Coupon abuse will not be tolerated and may result in the suspension or termination of your
account. All coupons and discounts are only valid towards the initial purchase and do not affect
the renewal or recurring price.

12. Money-back Guarantee

1. Dedicated Servers
There are no refunds on dedicated servers. The forty-�ve (45) day money- back guarantee does
not apply to dedicated servers.

2. Managed shared, VPS and Reseller Services
The Company offers a thirty (30) day money- back guarantee for shared, VPS, and reseller
hosting services only. If you are not completely satis�ed with these hosting services and you
terminate your account within thirty (30) days of signing up for the Services, you will be given a
full refund of the amount paid for hosting. This money-back guarantee only applies to fees paid
for hosting services and does not apply to any fees for any additional products or services. For
more information about our refund policy on additional products or services please refer to the
section Non-refundable Products and Services.

 

13. Cancellations and Refunds
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1. Refunds.
Only �rst-time accounts are eligible for a refund. For example, if you’ve had an account with us
before, canceled and signed up again, or if you have opened a second account with us, you will
not be eligible for a refund. Violations of this Agreement will waive your rights under the refund
policy.

2. Non-refundable Products and Services. 

Notwithstanding anything to the contrary contained in this Agreement, there are no refunds of

any fee (including without limitation, administrative fee and/or tax) on dedicated servers, or

additional products or services such as Codeguard, Digital Certi�cates, shared VPS hosting,

SiteLock install fees for custom software, and/or any other products or services of the Company.

3. Cancellation Process. 

You may terminate or cancel the Services from the control panel. If you cancel the Services, you

are obligated to pay all fees and charges accrued prior to the effectiveness of such cancellation. If

you request to suspend or cancel your customer account, your access to the control panel will be

suspended and you will not be able to access the billing system to renew products or services or

to update your account information.  However, you will continue to have access to use the

Services purchased until the end of your prepaid term.

Please note that if you have pending orders outstanding on your account at the time you cancel

your account, we will continue to process those orders so long as your Advance Account has

suf�cient funds to cover the charges. If we are unable to ful�ll any orders, the charges for such

orders will be reversed and we reserve the right to cancel such orders.

We reserve the right to deny or cancel any order within thirty (30) days of processing such order.

In such case we will refund the fees charged for the order.

14. Termination.  
We may terminate your access to the Services, in whole or in part, without notice in the event
that: (i) you fail to pay any fees due; (ii) you violate this Agreement; (iii) your conduct may harm
the Company or others or cause the Company or others to incur liability, as determined by us in
our sole discretion; or (iv) as otherwise speci�ed in this Agreement. In such event, we will not
refund to you any fees paid in advance of such termination, and you shall be obligated to pay all
fees and charges accrued prior to the effectiveness of such termination. Additionally, the
Company may charge you for all fees due for the Services for the remaining portion of the then
current term. 

UPON TERMINATION OF THE SERVICES FOR ANY REASON, USER CONTENT, USER

WEBSITES, AND OTHER DATA MAY BE DELETED.

 

15. CPU, Bandwidth and Disk Usage

1. Permitted CPU and Disk Usage. 
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Shared hosting space may only be used for web �les, active email and content of User Websites.

Shared hosting space may not be used for storage (whether of media, emails, or other data),

including, as offsite storage of electronic �les, email or FTP hosts. We expressly reserve the right

to review every shared account for excessive usage of CPU, disk space and other resources that

may be caused by a violation of this Agreement or the Acceptable Use Policy

(https://publicdomainregistry.com/legal/#aup). We may, in our sole discretion, terminate access

to the Services or remove or delete User Content for those accounts that are found to be in

violation of these Terms and Conditions and other policies. Dedicated and VPS usage will be

limited by the resources allocated to the speci�c plan that you purchase.

2. Bandwidth Usage. 

Bandwidth usage is unmetered (i.e., not monitored) for shared hosting services only.  Bandwidth

usage for dedicated, reseller and VPS services are subject to the terms and limitations of the plan

you purchased which are available in your control panel.

16. Reseller Terms and Client Responsibility

1. Shared accounts may not be used to resell web hosting to others. If you wish to resell hosting you
must use a reseller account.

2. Resellers shall ensure that each of its clients, customers or users (“Reseller Users”) complies with
this Agreement, including for the sake of clarity, Appendix A.

3. Resellers are responsible for supporting Reseller Users, including but not limited to providing
customer service, billing support and technical support. The Company does not provide support
to Reseller Users. If a Reseller User contacts us, we reserve the right to place a reseller cli ent
account on hold until the reseller can assume responsibility for the Reseller User. All support
requests must be made by the reseller on Reseller User’s behalf for security purposes.

4. Resellers are also responsible for all content stored or transmitted under their reseller account
and the actions of Reseller Users. The Company may hold any reseller responsible for any of
their client’s actions that violate the law or this Agreement.

5. The Company is not responsible for the acts or omissions of our resellers. The reseller hereby
agrees to indemnify the Company from and against any and all claims made by any User arising
from the reseller’s acts or omissions.

6. The Company reserves the right to revise our Reseller Program at any time. Changes shall take
effect when posted online or on any subsequent date as may be set forth by the Company.

Resellers in the the Company’s Reseller Program assume all responsibility for billing and

technical support for each of the Users signed up by the reseller.

17. Limitation of Liability

IN NO EVENT WILL THE COMPANY, ITS DIRECTORS, EMPLOYEES OR AGENTS BE LIABLE TO

YOU OR ANY THIRD PERSON FOR ANY INDIRECT, CONSEQUENTIAL, EXEMPLARY,

INCIDENTAL, SPECIAL OR PUNITIVE DAMAGES, INCLUDING FOR ANY LOST PROFITS OR

LOST DATA ARISING FROM YOUR USE OF THE SERVICES, OR ANY USER CONTENT, USER
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WEBSITES OR OTHER MATERIALS ACCESSED OR DOWNLOADED THROUGH THE

SERVICES, EVEN IF THE COMPANY IS AWARE OR HAS BEEN ADVISED OF THE POSSIBILITY

OF SUCH DAMAGES. 

NOTWITHSTANDING ANYTHING TO THE CONTRARY CONTAINED HEREIN, THE

COMPANY’S LIABILITY TO YOU, OR ANY PARTY CLAIMING THROUGH YOU, FOR ANY

CAUSE WHATSOEVER, AND REGARDLESS OF THE FORM OF THE ACTION, IS LIMITED TO

THE AMOUNT PAID, IF ANY, BY YOU TO THE COMPANY FOR THE SERVICES IN THE THREE

(3) MONTHS PRIOR TO THE INITIAL ACTION GIVING RISE TO LIABILITY. THIS IS AN

AGGREGATE LIMIT. THE EXISTENCE OF MORE THAN ONE CLAIM HEREUNDER WILL NOT

INCREASE THIS LIMIT.

18. Indemni�cation
You agree to indemnify, defend and hold harmless the Company, our af�liates, and their
respective of�cers, directors, employees and agents (each an “Indemni�ed Party” and,
collectively, the “Indemni�ed Parties”) from and against any and all claims, damages, losses,
liabilities, suits, actions, demands, proceedings (whether legal or administrative), and expenses
(including, but not limited to, reasonable attorney’s fees) threatened, asserted, or �led by a third
party against any of the Indemni�ed Parties arising out of or relating to (i) your use of the
Services, (ii) any breach or violation by you of this Agreement; or (iii) any acts or omissions by
you. The terms of this section shall survive any termination of this Agreement.

19. Arbitration

Your use of the Services is also governed by the following:

Unless you are in India, you also hereby agree to the Company’s Arbitration Agreement, which is

incorporated into this Agreement by reference and can be found here

(https://publicdomainregistry.com/legal/#arbitration).

Alternatively, if you are in India, the following provision applies to you:

All disputes, controversies and differences arising out of or relating to this Agreement, including

a dispute relating to the validity or existence of this Agreement

(“Dispute”) shall be referred to and resolved by arbitration in Mumbai, India under the provisions

of the Arbitration and Conciliation Act, 1996; provided that, to the extent a party may suffer

immediate and irreparable harm for which monetary damages would not be an adequate remedy

as a result of the other party’s breach or threatened breach of any obligation hereunder, such

party may seek equitable relief, including an injunction, from a court of competent jurisdiction,

which shall not be subject to this Section. The arbitration tribunal shall consist of one (1)

arbitrator jointly appointed by the parties within �fteen (15) days from the date of �rst

recommendation for an arbitrator in written form for a party to the other. If the parties fail to

agree on appointment of such arbitrator, then the arbitrator shall be appointed as per the

provisions of Arbitration and Conciliation Act, 1996. The language of the arbitration shall be

English. As part of the terms of the appointment of the arbitrator(s), the arbitrator(s) shall be
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required to produce a �nal and binding award or awards within six (6) months of the

appointment of the sole arbitrator (jointly appointed by the parties). Parties shall use their best

efforts to assist the arbitrator(s) to achieve this objective, and the parties agree that this six (6)

month period shall only be extended in exceptional circumstances, which are to be determined

by the arbitrator(s) in its absolute discretion. The arbitral award passed by the arbitrator shall be

�nal and binding on the parties and shall be enforceable in accordance with its terms. The

arbitrator shall state reasons for its �ndings in writing. The parties agree to be bound thereby

and to act accordingly. All costs of the arbitration shall be borne equally by the parties.

20. Independent Contractor

The Company and User are independent contractors and nothing contained in this Agreement

places the Company and User in the relationship of principal and agent, partners or joint

ventures. Neither party has, expressly or by implication, or may represent itself as having, any

authority to make contracts or enter into any agreements in the name of the other party, or to

obligate or bind the other party in any manner whatsoever.

21. Governing Law; Jurisdiction

Unless you are in India, any controversy or claim arising out of or relating to this Agreement, the

formation of this Agreement or the breach of this Agreement, including any claim based upon an

alleged tort, shall be governed by the substantive laws of the Commonwealth of Massachusetts.

If you are in India, any controversy or claim arising out of or relating to this Agreement, the

formation of this Agreement or the breach of this Agreement, including any claim based upon an

alleged tort, shall be governed by the substantive laws of the Republic of India.

Notwithstanding the foregoing, the United Nations Convention on Contracts for the

International Sale of Goods does not apply to this Agreement.

22. Backups and Data Loss 

Your use of the Services is at your sole risk. the Company does not maintain backups of dedicated

accounts or the Services purchased by you. You should not rely on the Company for backup. It is

solely your responsibility to maintain backups.  the Company is not responsible for �les and/or

data residing on your account. You agree to take full responsibility for all �les and data

transferred and to maintain all appropriate backup of �les and data stored on the Company’s

servers.

23. Limited Disclaimer and Warranty

THE SERVICES PROVIDED UNDER THIS AGREEMENT ARE PROVIDED ON AN “AS IS” AND

“AS AVAILABLE BASIS.” EXCEPT AS EXPRESSLY PROVIDED IN THIS SECTION, THE COMPANY

AND OUR AFFILIATES, EMPLOYEES, AGENTS, SUPPLIERS AND LICENSORS DISCLAIM ALL

WARRANTIES OF ANY KIND, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF

MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

THE COMPANY AND OUR AFFILIATES, EMPLOYEES, AGENTS, SUPPLIERS AND LICENSORS
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MAKE NO REPRESENTATIONS OR WARRANTIES (I) THAT THE SERVICES WILL BE

UNINTERRUPTED, ERROR FREE OR COMPLETELY SECURE; (II) AS TO THE RESULTS THAT

MAY BE OBTAINED FROM THE USE OF THE SERVICES; OR (III) AS TO THE ACCURACY,

RELIABILITY OR CONTENT OF ANY INFORMATION PROVIDED THROUGH THE SERVICES.

THE COMPANY AND OUR AFFILIATES, EMPLOYEES, AGENTS, SUPPLIERS AND LICENSORS

ARE NOT LIABLE, AND EXPRESSLY DISCLAIMS ANY LIABILITY, FOR THE CONTENT OF ANY

DATA TRANSFERRED EITHER TO OR FROM USERS OR STORED BY USERS ON OR THROUGH

THE SERVICES. THE TERMS OF THIS SECTION SHALL SURVIVE ANY TERMINATION OF THIS

AGREEMENT.

24. Entire Agreement. 

This Agreement, including policies and documents incorporated by reference, supersedes all

prior discussions, negotiations and agreements between the parties with respect to the subject

matter hereof, and this Agreement constitutes the sole and entire agreement between the

parties with respect to the matters covered hereby.

25. Headings.
The headings herein are for convenience only and are not part of this Agreement.

26. Changes to the Agreement or the Services

We may change or modify this Agreement at any time. We will post a notice of any signi�cant

changes to this Agreement on our website for at least thirty (30) days after the changes are

posted and will indicate at the bottom of this Agreement the date these terms were last revised.

Any changes or modi�cations to this Agreement shall be effective and binding on you as of the

date indicated in a notice posted on this page. If no date is speci�ed, your use of the Services

after such changes or modi�cations shall constitute your acceptance of the Agreement as

modi�ed. If you do not agree to abide by this Agreement, you are not authorized to use or access

the Services.

27. Severability
If any provision or portion of any provision of this Agreement is found to be illegal, invalid or
unenforceable by a court of competent jurisdiction, the remaining provisions or portions (unless
otherwise speci�ed) thereof shall remain in full force and effect.

28. Waiver
No failure or delay by you or the Company to exercise any right or remedy hereunder shall
operate as a waiver thereof, nor shall any single or partial exercise of any right or remedy
preclude any other or further exercise of any right or remedy. No express waiver of, or assent to,
any breach of or default in any term or condition of this Agreement by any party hereto shall
constitute a waiver of, or an assent to, any succeeding breach of or default in the same or any
other term or condition hereof.

29. Assignment; Successors 
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You may not assign or transfer this Agreement or any of your rights or obligations hereunder,

without the prior written consent of the Company. Any attempted assignment in violation of this

Agreement shall be null and void and of no force or effect whatsoever. We may assign our rights

and obligations under this Agreement, and may engage subcontractors or agents in performing

our duties and exercising our rights hereunder, without the consent of User. This Agreement

shall be binding upon and shall inure to the bene�t of the parties hereto and their respective

successors and permitted assigns.

30. Force Majeure 

Neither party is liable for any default or delay in the performance of any of its obligations under

this Agreement (other than failure to make payments when due) if such default or delay is

caused, directly or indirectly, by forces beyond such party’s reasonable control, including,

without limitation, �re, �ood, acts of God, labor disputes, accidents, acts of war or terrorism,

interruptions of transportation or communications, supply shortages or the failure of any third

party to perform any commitment relative to the production or delivery of any equipment or

material required for such party to perform its obligations hereunder.

31. Third-Party Bene�ciaries

Except as otherwise expressly provided in this Agreement, nothing in this Agreement is

intended, nor shall anything herein be construed to confer any rights in any person other than

the parties hereto and their respective successors and permitted assigns. Notwithstanding the

foregoing, user acknowledges and agrees that any supplier of a third-party product or service

that is identi�ed as a third-party bene�ciary in the service description, is an intended third-party

bene�ciary of the provisions set forth in this Agreement as they relate speci�cally to its products

or services and shall have the right to enforce directly the terms and conditions of this

Agreement with respect to its products or services against user as if it were a party to this

Agreement.

Appendix A:

If you purchase a third party product or service from the Company, you agree to this

Agreements AND the following terms and conditions of the third party product or service, which

are incorporated herein and made a part of this Agreement by reference:

1. SiteLock: https://www.sitelock.com/terms (https://www.sitelock.com/terms)
2. CodeGuard: https://codeguard.com/pages/terms-of-service

(https://codeguard.com/pages/terms-of-service)   
3. Hostgator: https://www.hostgator.com/tos (https://www.hostgator.com/tos)
4. Bluehost: https://www.bluehost.com/terms (https://www.bluehost.com/terms)
5. Comodo SSL: https://ssl.comodo.com/terms (https://ssl.comodo.com/terms)
6. Google Apps Core Services: https://gsuite.google.com/terms/user_features.html

(https://gsuite.google.com/terms/user_features.html)

https://www.sitelock.com/terms
https://codeguard.com/pages/terms-of-service
https://www.hostgator.com/tos
https://www.bluehost.com/terms
https://ssl.comodo.com/terms
https://gsuite.google.com/terms/user_features.html
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7. WordPress: https://en.wordpress.com/tos/ (https://en.wordpress.com/tos) and
http://automattic.com/privacy/

        

VPS and Designated Server Addendum (/legal#vps_tos)

Domain Registration Agreement (/legal#dra)

                        

This �le was last modi�ed on July 1, 2019.

REGISTER (HTTP://PUBLICDOMAINREGISTRY.COM/)

RENEW (HTTP://PUBLICDOMAINREGISTRY.COM/RENEW/)

5,103,357
CURRENTLY SERVING

DOMAINS ACROSS 240 COUNTRIES

WHOIS LOOKUP

www

SUBMIT

https://en.wordpress.com/tos
https://publicdomainregistry.com/legal#vps_tos
https://publicdomainregistry.com/legal#dra
http://publicdomainregistry.com/
http://publicdomainregistry.com/renew/
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PRICING (HTTP://PUBLICDOMAINREGISTRY.COM/PRICING/)

PARTNERS (HTTP://PUBLICDOMAINREGISTRY.COM/PARTNERS/)

SUPPORT (HTTP://PUBLICDOMAINREGISTRY.COM/SUPPORT/)

CONTACT US (HTTP://PUBLICDOMAINREGISTRY.COM/CONTACT-US/)

LEGAL (HTTP://PUBLICDOMAINREGISTRY.COM/LEGAL/)

REPORT ABUSE (HTTP://PUBLICDOMAINREGISTRY.COM/REPORT-ABUSE-2/)

© 2019 Public Domain Registry

http://publicdomainregistry.com/pricing/
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EXHIBIT 33 



IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

MICROSOFT CORPORATION, a
Washington corporation.

Plaintiff,

JOHN DOES 1-2 CONTROLLING A
COMPUTER NETWORK

THEREBY INJURING PLAINTIFF

AND ITS CUSTOMERS,

Defendants.

Civil Action No:

FILED UNDER SEAL PURSUANT

TO LOCAL CIVIL RULE 5

EXPARTE TEMPORARY RESTRAINING ORDER AND

ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corporation ("Microsoft") has filed a complaint for injunctive and

other relief pursuant to: (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the

Electronic Communications Privacy Act (18 U.S.C. § 2701); (3) the Lanham Act (15 U.S.C. §§

1114(a)(1), 1125(a), (c)); (4) the Anticybersquatting Consumer Protection Act (15 U.S.C. §

1125(d)); and (5) the common law of trespass to chattels, unjust enrichment, conversion and

intentional interference with contractual relationships. Microsoft has moved exparte for an

emergency temporary restraining order and an order to show cause why a preliminary injunction

should not be granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure, 15 U.S.C.

§ 1116(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of

Microsoft's Ex Parte Application for an Emergency Temporary Restraining Order and Order to

1
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