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DECLARATION OF GABRIEL M. RAMSEY IN SUPPORT OF 
REQUEST FOR CERTIFICATE OF DEFAULT 

I, Gabriel M. Ramsey, declare as follows: 

1. I am a partner of the law firm of Crowell & Moring LLP, counsel of record for 

Plaintiff Microsoft Corp. (“Microsoft”).  I make this declaration in support of Microsoft’s 

Request for Certificate of Default.  I make this declaration of my own personal knowledge and, if 

called as a witness, I could and would testify competently to the truth of the matters set forth 

herein. 

I. DEFENDANTS HAVE NOT RESPONDED TO THIS ACTION OR 
OTHERWISE REQUESTED THAT THE DOMAINS AT ISSUE IN THIS 
CASE BE REINSTATED 

2. As described more fully below, John Doe Defendants 1-2  (“Defendants”) have 

been properly served the Complaint, summons, and all key orders and pleadings in this action 

pursuant to the means authorized by the Court in the Temporary Restraining Order and Order for 

Preliminary Injunction, and these Defendants have failed to plead or otherwise defend the action. 

3. As of August 23, 2020, I have not been contacted by any of the Defendants 

regarding this case or seeking reinstatement of the Necurs botnet control domains. 

4. Based upon the Defendants’ operation of a sophisticated botnet, and known 

information regarding the infrastructure at issue, upon information and belief, the Defendants 
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against whom a notation of default is sought are not infants, in the military or incompetent 

persons. 

II. SERVICE OF PROCESS AND NOTICE UPON  DEFENDANTS

A. Defendants Are Likely Aware Of This Proceeding Given The Impact
Of The TRO And Preliminary Injunction

5. Defendants are very likely aware of this proceeding simply given the significant

impact of the TRO and preliminary injunction on their operations, in combination with the steps 

Microsoft took to serve process by e-mail and through publication, discussed below. 

6. Microsoft executed the TRO on March 10, 2020.  Consequently, the Necurs

command and control infrastructure was redirected to Microsoft servers. This effectively severed 

communications between the Necurs-infected devices and the Defendants. 

7. By disabling the command and control infrastructure, the operation and growth of 

the Necurs botnet has been frustrated by the temporary restraining order and preliminary 

injunction issued by the Court.  Because the domains controlling the botnets have been disabled 

or redirected since March 10, 2020, Defendants have not been able to access their software, 

which was operating through those domains, and have not been able to communicate with 

Necurs-infected end-user machines using those domains.  This has impeded the Defendants' 

ability to grow the Necurs botnet and has significantly disrupted their ability to steal online 

credentials and personal information from the owners of the infected computers. Given the 

obvious impact on the botnets, Defendants are very likely to be aware of the impact on the botnet 

and the fact that the instant proceeding is the cause of that impact. 

8. Additionally, third-party observers of the Necurs botnet have widely reported 

about this action, and I have confirmed that the action has been reported in public media. 

Attached hereto as Exhibits 1-4 are true and correct examples of articles in the public media 

related to this action. 

B. Service By Internet Publication
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9. Microsoft has served process by Internet publication, as authorized by the TRO 

and Preliminary Injunction, which provide that service may be effected by “publishing notice on 

a publicly available Internet website.”  Dkt. 11 at p. 12; Dkt. 14 at p. 10.  Beginning on March 

10, 2020, Microsoft published the Complaint, summons, orders and all pleadings in this action 

on the publicly available website www.noticeofpleadings.com/necurs.  All subsequent pleadings 

and orders have been made available on that website throughout the case.  A link to the website 

was sent in the service of process e-mail sent to Defendants at the e-mail address determined to 

be associated with the registered Necurs botnet domain.  Attached hereto as Exhibit 5 is a true 

and correct copy of a screenshot of the publicly available website 

www.noticeofpleadings.com/necurs. 

C. Service By E-mail

10. Microsoft has also served process through e-mail, as authorized by the TRO and

Preliminary Injunction, which provide that service may be effected by “transmission by email … 

to the contact information provided by Defendants to Defendants’ domain registrars and/or 

hosting companies and as agreed to by Defendants in the domain registration and/or hosting 

agreements.”  Dkt. 11 at p. 12; Dkt. 14 at p. 10.  Through its pre-filing investigation and informal 

discovery efforts, Microsoft gathered contact information, particularly the e-mail address, 

associated with the registered Necurs botnet domain.  Defendants had provided this e-mail 

address to the domain registrar when completing the registration process for the domain used in 

the command and control of Necurs.  Microsoft used this contact information to serve 

Defendants.  Subsequently, through discovery responses and identification of historical Necurs 

domains, Microsoft identified four additional email addresses and served Defendants through 

those email addresses 

11. In this case, the e-mail addresses provided by Defendants to the domain registrars

are the most accurate and viable contact information and means of notice and service.  Since 

Defendants provided false names and addresses to the domain registrars, Defendants will have 

Case 1:20-cv-01217-LDH-RER   Document 16-1   Filed 08/24/20   Page 3 of 6 PageID #: 14786



 - 4 - 
 

DECLARATION OF GABRIEL M. RAMSEY 
IN SUPPORT OF REQUEST FOR 

CERTIFICATE OF DEFAULT 
 

expected notice regarding their use of the domains by e-mail.  Given that Defendants connected 

to the Necurs infected user computers through these domains, it was crucial for them to remain 

vigilant as to any change of the domains' status.  Since Defendants were able to maintain the 

Necurs domains active until the execution of this Court’s TRO, it follows that Defendants 

monitored the e-mail accounts to maintain use of the domain registrars’ services. 

12. Microsoft served by e-mail copies of the Complaint, Court Orders, summons and 

a link to the pleadings in this action to the email address kaledunning@yahoo.com on March 11, 

2020 and to the email addresses thomas_beatty@ymail.com, coastalburns@yahoo.com, 

jameskampel@yahoo.com and gweo8askuh@mail.ru on March 30, 2020.  Despite this robust 

notice and service, the Defendants have not come forward in this action to defend or seek 

reinstatement of the Necurs botnet control domains.  There has been no response from the 

Defendants to date in this action. 

D. Attempted Notice And Service By Mail 

13. Microsoft has investigated each physical mailing addresses associated with the 

Necurs botnet domains.  This information was fabricated by Defendants to conceal their actual 

physical locations.  For example, investigation verified that the mailing addresses used to register 

domains either do not exist or exist but are associated with fake names, i.e. the defendants do not 

actually reside at the address.  From this, I conclude that the e-mail addresses associated with the 

domains and described above are the most viable way to communicate with the Defendants in 

this action.  As noted above, Defendants provided these e-mail addresses when registering the 

domains used in the command and control infrastructure of the botnet making it likely that 

Defendants monitored messages sent to those addresses. 

III. INVESTIGATION REGARDING DEFENDANTS’ CONTACT AND 
IDENTIFYING INFORMATION 

14. Microsoft endeavored to identify additional contact information through which 

Defendants could be served.  Over the course of its investigation, pursuant to the Court’s 
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discovery order, Microsoft served subpoenas to attempt to identify further contact information.  

No further contact information was identified beyond the additional email addresses noted 

above.  Given (a) Defendants’ use of aliases and false information, (b) the ease with which 

anonymous activities can be carried out through the Internet and (c) the sophistication of the 

Defendants, Microsoft has been unable to specifically and definitively determine the “real” 

names and physical addresses of Defendants, at which they might be served by personal service.  

Notwithstanding these limitations, through the discovery process, the investigation has yielded at 

least some information, including the “.ru” email address suggesting that Defendants may be 

located in Russia. 

15. I investigated the e-mail addresses to determine whether those pieces of 

information could be used to identify the real names of Defendants and their physical addresses.  

I conducted Internet searches to determine whether these pieces of information correlated to real 

names or physical addresses associated with Defendants.  For example, the investigation looked 

for instances where Defendants may have used these e-mail addresses in contexts other than their 

anonymous activities that are the subject of this case; for example, in personal exchanges or 

business affairs on the Internet where they used their real names or addresses.  However, despite 

an extensive effort in this regard, the e-mail addresses did not definitively correlate to any real 

names or physical addresses.  Given Defendants’ incentives and practices to conceal themselves, 

discussed further below, Microsoft believes that it is likely that nicknames, even those 

resembling real names, are fictitious. 

16. During our investigation of e-mail addresses, we encountered only instances in 

which Defendants had used free e-mail services.  To the extent that we were able to serve 

subpoenas upon such service providers in the United States, we did so, seeking registration and 

account information for the free e-mail accounts used by Defendants.  The subpoena responses 

revealed that there was no additional identifying information in the records.  Defendants were 

able to sign up using fictitious names.  Thus, Defendants were able to conceal their identities and 
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physical locations.  The IP addresses from which Defendants had logged into the free e-mail 

accounts were associated with anonymization services, which prevented further discovery of 

Defendants’ identities as such IP addresses cannot be definitively associated with Defendants’ 

real identities. 

17. For the foregoing reasons, the subpoenas to free e-mail providers did not yield 

information about the real names or physical addresses of Defendants.  Microsoft has used all 

reasonably available formal and informal means to investigate the true identities of the 

Defendants.  Microsoft has exhausted its ability to investigate Defendants’ true identities using 

civil discovery tools, despite best efforts and the exercise of reasonable diligence to determine 

Defendants’ identities.  

 
 I declare under penalty of perjury under the laws of the United States of America that 

the foregoing is true and correct to the best of my knowledge.  

 Executed this 23rd day of August, 2020.  

 
                                          
                Gabriel M. Ramsey 

 
 
 

Case 1:20-cv-01217-LDH-RER   Document 16-1   Filed 08/24/20   Page 6 of 6 PageID #: 14789



 

 

 

 

 

 

 

 

 
EXHIBIT 1 

Case 1:20-cv-01217-LDH-RER   Document 16-2   Filed 08/24/20   Page 1 of 7 PageID #: 14790



How Microsoft Dismantled the Infamous Necurs Botnet | WIRED

1 of 6 https://www.wired.com/story/microsoft-necurs-botnet-takedown/

Case 1:20-cv-01217-LDH-RER   Document 16-2   Filed 08/24/20   Page 2 of 7 PageID #: 14791



How Microsoft Dismantled the Infamous Necurs Botnet | WIRED

2 of 6 https://www.wired.com/story/microsoft-necurs-botnet-takedown/

Case 1:20-cv-01217-LDH-RER   Document 16-2   Filed 08/24/20   Page 3 of 7 PageID #: 14792



How Microsoft Dismantled the Infamous Necurs Botnet | WIRED

3 of 6 https://www.wired.com/story/microsoft-necurs-botnet-takedown/

Case 1:20-cv-01217-LDH-RER   Document 16-2   Filed 08/24/20   Page 4 of 7 PageID #: 14793



How Microsoft Dismantled the Infamous Necurs Botnet | WIRED

4 of 6 https://www.wired.com/story/microsoft-necurs-botnet-takedown/

Case 1:20-cv-01217-LDH-RER   Document 16-2   Filed 08/24/20   Page 5 of 7 PageID #: 14794



👁

How Microsoft Dismantled the Infamous Necurs Botnet | WIRED

5 of 6 https://www.wired.com/story/microsoft-necurs-botnet-takedown/

Case 1:20-cv-01217-LDH-RER   Document 16-2   Filed 08/24/20   Page 6 of 7 PageID #: 14795



How Microsoft Dismantled the Infamous Necurs Botnet | WIRED

6 of 6 https://www.wired.com/story/microsoft-necurs-botnet-takedown/

Case 1:20-cv-01217-LDH-RER   Document 16-2   Filed 08/24/20   Page 7 of 7 PageID #: 14796



 

 

 

 

 

 

 

 

 
EXHIBIT 2 

Case 1:20-cv-01217-LDH-RER   Document 16-3   Filed 08/24/20   Page 1 of 6 PageID #: 14797



Necurs Botnets Busted - Infosecurity Magazine

1 of 5 https://www.infosecurity-magazine.com/news/necurs-botnets-busted/

Case 1:20-cv-01217-LDH-RER   Document 16-3   Filed 08/24/20   Page 2 of 6 PageID #: 14798



Necurs Botnets Busted - Infosecurity Magazine

2 of 5 https://www.infosecurity-magazine.com/news/necurs-botnets-busted/

Case 1:20-cv-01217-LDH-RER   Document 16-3   Filed 08/24/20   Page 3 of 6 PageID #: 14799



AddThis

Necurs Botnets Busted - Infosecurity Magazine

3 of 5 https://www.infosecurity-magazine.com/news/necurs-botnets-busted/

Case 1:20-cv-01217-LDH-RER   Document 16-3   Filed 08/24/20   Page 4 of 6 PageID #: 14800



Cookies Settings

INFOSECURITY MAGAZINE

0 Comments Infosecurity Magazine Disqus' Privacy Policy Login

Tweet Share Sort by Best

LOG IN WITH OR SIGN UP WITH DISQUS

Please access our Privacy Policy to learn what personal data Disqus
collects and your choices about how it is used. All users of our service
are also subject to our Terms of Service.

Start the discussion…

?

Subscribe Add Disqus to your siteAdd DisqusAdd Do Not Sell My Data

Recommend

Suspected ransomware 
attack puts connected pilot 
systems out of action

New initiative matches US
election officials with
volunteer cybersecurity …

Majority of security
professionals believe human
error could …

A
i

Necurs Botnets Busted - Infosecurity Magazine

4 of 5 https://www.infosecurity-magazine.com/news/necurs-botnets-busted/

Case 1:20-cv-01217-LDH-RER   Document 16-3   Filed 08/24/20   Page 5 of 6 PageID #: 14801



Necurs Botnets Busted - Infosecurity Magazine

5 of 5 https://www.infosecurity-magazine.com/news/necurs-botnets-busted/

Case 1:20-cv-01217-LDH-RER   Document 16-3   Filed 08/24/20   Page 6 of 6 PageID #: 14802



 

 

 

 

 

 

 

 

 
EXHIBIT 3 

Case 1:20-cv-01217-LDH-RER   Document 16-4   Filed 08/24/20   Page 1 of 3 PageID #: 14803



A Botnet Is Taken Down in an Operation by Microsoft, Not the Government - The New York Times

1 of 2 https://www.nytimes.com/2020/03/10/us/politics/microsoft-botnets-malw...

Case 1:20-cv-01217-LDH-RER   Document 16-4   Filed 08/24/20   Page 2 of 3 PageID #: 14804



A Botnet Is Taken Down in an Operation by Microsoft, Not the Government - The New York Times

2 of 2 https://www.nytimes.com/2020/03/10/us/politics/microsoft-botnets-malw...

Case 1:20-cv-01217-LDH-RER   Document 16-4   Filed 08/24/20   Page 3 of 3 PageID #: 14805



 

 

 

 

 

 

 

 

 
EXHIBIT 4 

Case 1:20-cv-01217-LDH-RER   Document 16-5   Filed 08/24/20   Page 1 of 2 PageID #: 14806



/

Главная / Новости / 11 марта 2020 в 18:43 /

Microsoft провела атаку на ботнет Necurs,
подготовка которой заняла восемь лет
Microsoft помогли партнеры из 35 стран
Компания Microsoft и ее партнеры из 35 стран сегодня предприняли скоординированные юридические и
технические шаги, чтобы нарушить работу Necurs — одного из самых плодовитых ботнетов, который
заразил более девяти миллионов компьютеров по всему миру. Атака стала результатом восьми лет
отслеживания и планирования.

Напомним, ботнет - это сеть компьютеров, которые злоумышленники заразили вредоносным
программным обеспечением, которое позволяет удаленно контролировать компьютеры и использовать
их для совершения преступлений.

Специалисты Microsoft и их коллеги впервые наблюдали ботнет Necurs в 2012 году и смогли связать
его с распространением нескольких видов вредоносного ПО, включая банковский троян GameOver
Zeus. Сейчас это одна из крупнейших сетей, используемых преступниками для спама, мошенничества,
атак на другие компьютеры, кражи учетных и персональных данных. Владельцы Necurs продают или
сдают в аренду доступ к зараженным системами другим преступникам. На Западе считают Necurs
детищем преступников из России.

В Microsoft проанализировали алгоритм, используемый Necurs для автоматического создания новых
доменов, что позволило точно прогнозировать более шести миллионов уникальных доменов, которые
будут созданы в течение следующих 25 месяцев. Передав эти данные в соответствующие реестры
разных стран, Microsoft удалось существенно ограничить возможности роста ботнета. Неделю назад
Окружной суд США в восточном округе Нью-Йорка разрешил Microsoft взять под контроль
американскую инфраструктуру, которую Necurs использует для распространения вредоносных
программ и заражения компьютеров-жертв. Одновременно в партнерстве с интернет-провайдерами и
другими организациями по всему миру предприняты шаги, направленные на очистку компьютеров от
вредоносных программ, связанных с ботнетом Necurs.

Автор: Accent
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Date of First Publication: March 10, 2020

Plaintiff Microsoft Corporation (“Microsoft”) has sued Defendants John Does 1-2 associated with the Internet

domains listed below. Microsoft alleges that Defendants have violated Federal and state law by hosting a

cybercriminal operation through these Internet domains, causing unlawful intrusion into Microsoft and

Microsoft’s customers’ computers and computing devices; and intellectual property violations to the injury of

Microsoft and Microsoft's customers. Microsoft seeks a preliminary injunction directing the registries

associated with these Internet domains to take all steps necessary to disable access to and operation of these

Internet domains to ensure that changes or access to the Internet domains cannot be made absent a court order

and that all content and material associated with these Internet domains are to be isolated and preserved

pending resolution of the dispute. Microsoft seeks a permanent injunction, other equitable relief and damages.

Full copies of the pleading documents are available at www.noticeofpleadings.com/NECURS

(http://www.noticeofpleadings.com/NECURS).

NOTICE TO DEFENDANT: READ THESE PAPERS CAREFULLY! You must “appear” in this case or the other side

will win automatically. To “appear” you must file with the court a legal document called a “motion” or “answer.”

The “motion” or “answer” must be given to the court clerk or administrator within 21 days of the date of first

publication specified herein. It must be in proper form and have proof of service on Microsoft's attorney, Gabriel

M. Ramsey at Crowell & Moring, LLP, 3 Embarcadero Center, 26th Floor, San Francisco, CA 94111. If you have

questions, you should consult with your own attorney immediately.

COMPLAINT AND SUMMONS

Complaint (http://noticeofpleadings.com/NECURS/files/Complaint and Summons/Complaint.pdf)

Civil Cover Sheet (http://noticeofpleadings.com/NECURS/files/Complaint and Summons/Civil Cover Sheet.pdf)

John Doe 1 Summons (http://noticeofpleadings.com/NECURS/files/Complaint and Summons/John Doe 1

Summons.pdf)

IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF NEW YORK

MICROSOFT CORPORATION, a

Washington Corporation,

Plaintiff,

v.

JOHN DOES 1-2, CONTROLLING

COMPUTER BOTNETS AND THEREBY

INJURING PLAINTIFF AND ITS

CUSTOMERS,

Defendant.

)

)

)

)    Civil Action No. 20-cv-1217

)

)

)

)

)

)

)

)

)
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John Doe 2 Summons (http://noticeofpleadings.com/NECURS/files/Complaint and Summons/John Doe 2

Summons.pdf)

COURT ORDERS

Order Granting TRO and Order to Show Cause re PI (http://noticeofpleadings.com/NECURS/files/Court Orders/Order

Granting TRO and Order to Show Cause re PI.pdf)

Order Granting Motion to Seal (http://noticeofpleadings.com/NECURS/files/Court Orders/Order Granting Motion to

Seal.pdf)

Order Granting Doe Discovery (http://noticeofpleadings.com/NECURS/files/Court Orders/Order Granting Doe

Discovery.pdf)

Order Granting Preliminary Injunction (http://noticeofpleadings.com/NECURS/files/Court Orders/Order Granting

Preliminary Injunction.pdf)

APPLICATION FOR EMERGENCY TEMPORARY RESTRAINING ORDER (TRO) AND
PRELIMINARY INJUNCTION

Application for TRO and Preliminary Injunction (http://noticeofpleadings.com/NECURS/files/Application for

TRO/Application for TRO and PI.pdf)

Brief In Support of Motion for TRO and Preliminary Injunction (http://noticeofpleadings.com/NECURS/files/Application

for TRO/Brief ISO of Motion for TRO & PI.pdf)

Proposed Order re TRO and Preliminary Injunction (http://noticeofpleadings.com/NECURS/files/Application for

TRO/Proposed Order.pdf)

Lyons Declaration in Support of Motion for TRO and Preliminary Injunction (http://noticeofpleadings.com/NECURS/files

/Application for TRO/Lyons Declaration.pdf)

Ghaffari Declaration in Support of Motion for TRO and Preliminary Injunction (http://noticeofpleadings.com/NECURS

/files/Application for TRO/Ghaffari Declaration.pdf)

MOTION FOR ORDER TEMPORARILY SEALING DOCUMENTS

Application for Leave to Seal (http://noticeofpleadings.com/NECURS/files/Motion for Order Temporarily Sealing

Documents/Application for Leave to Seal.pdf)

Motion to Seal (http://noticeofpleadings.com/NECURS/files/Motion for Order Temporarily Sealing Documents/Motion to

Seal.pdf)

Brief in Support of Motion to Seal Documents (http://noticeofpleadings.com/NECURS/files/Motion for Order Temporarily

Sealing Documents/Brief ISO of Mtn for PO Termp Sealing Docs.pdf)

Ramsey Declaration in Support of Motion to Seal Document (http://noticeofpleadings.com/NECURS/files/Motion for

Order Temporarily Sealing Documents/Ramsey Dec ISO Motion to Seal.pdf)

Proposed Order re Motion to Seal (http://noticeofpleadings.com/NECURS/files/Motion for Order Temporarily Sealing

Documents/Proposed Order to Seal.pdf)

March 10, 2020 Notice of Execution of Ex Parte Temporary Restraining Order and Notice re Unsealing of Case

(http://noticeofpleadings.com/NECURS/files/Motion for Order Temporarily Sealing Documents/Dkt. 12_Notice of

NECURS
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Exceution and Motion to Unseal.pdf)

MISCELLANEOUS

Contact Us

If you wish to contact us by e-mail, fax, phone or letter please contact us at:

Gabriel Ramsey

Crowell & Moring LLP

3 Embarcadero Center, 26th Floor

San Francisco, CA 94111

Telephone: +1 (415) 365-7207

Facsimile: +1 (415) 986-2827

Email: gramsey@crowell.com (mailto:gramsey@crowell.com)
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CERTIFICATE OF DEFAULT 

 

UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF NEW YORK 
 
MICROSOFT CORP., 
 
 
                               Plaintiff, 
v. 
 
JOHN DOES 1-2, CONTROLLING COMPUTER 
BOTNETS AND THEREBY INJURING 
PLAINTIFF AND ITS CUSTOMERS, 
 
                              Defendants. 
 

 
 
   Case No. 20-CV-1217 (LDH) 
  
 

 
 

CERTIFICATE OF DEFAULT 
 

I, Douglas C. Palmer, Clerk of the Court of the United States District Court for the 

Eastern District of New York, do hereby certify that the docket entries in the above captioned 

action indicate that a Complaint was filed on March 5, 2020 and that service was made on 

Defendants John Does 1-2 on March 11, 2020 and March 30, 2020, by email and publication as 

authorized by the Court in the Temporary Restraining Order And Order to Show Cause re 

Preliminary Injunction entered on March 5, 2020 and in the Preliminary Injunction entered on 

March 31, 2020.   

I further certify that the docket entries indicate that Defendants John Does 1-2 have not 

filed any answer or otherwise moved with respect to the Complaint herein. 
 
 
Dated:   
              
 

 

 DOUGLAS C. PALMER, Clerk of the Court 
 
 
By:_________________________________  
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