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ORAL ARGUMENT REQUESTED

UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORPORATION, a Washington
Corporation, FORTRA, LLC, a Delaware Limited Case No. 23-cv-2447-LDH-JRC
Liability Company, and HEALTH-ISAC, INC., a
Florida Corporation, FILED UNDER SEAL

Plaintiffs,
V.

JOHN DOES 1-2, JOHN DOES 3-4 (AKA CONTI
RANSOMWARE GROUP), JOHN DOES 5-6
(AKA LOCKBIT RANSOMWARE GROUP),
JOHN DOES 7-8 (AKA DEV-0193), JOHN DOES
9-10 (AKA DEV-0206), JOHN DOES 11-12 (AKA
DEV-0237), JOHN DOES 13-14 (AKA DEV-
0243), JOHN DOES 15-16 (AKA DEV-0504),
Controlling Computer Networks and Thereby
Injuring Plaintiffs and Their Customers,

Defendants.

PLAINTIFFS’ EX PARTE MOTION TO SUPPLEMENT THE PRELIMINARY
INJUNCTION ORDER

Plaintiffs Microsoft Corporation (“Microsoft”), Fortra, LLC (“Fortra”), and Health-ISAC,
Inc., (“H-ISAC”) (collectively “Plaintiffs”), by counsel, pursuant to Federal Rule of Civil
Procedure 65(b) and (c), the Digital Millennium Copyright Act (17 U.S. § 1201), the Copyright
Act (17 U.S.C. §§ 101 et seq.), Computer Fraud and Abuse Act, 18 U.S.C. § 1030, Trademark
Infringement under the Lanham Act, 15 U.S.C. § 1114 ef seq., False Designation of Origin
under the Lanham Act, 15 U.S.C. § 1125(a),Trademark Dilution under the Lanham Act, 15
U.S.C. § 1125(c), the Racketeer Influenced and Corrupt Organizations Act (18 U.S.C. § 1962),
Common Law Trespass to Chattels, Unjust Enrichment, and Conversion, respectfully moves

the Court for an order to supplement the Preliminary Injunction Order.
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As discussed in Plaintiffs’ brief in support of this Ex Parte Motion Supplement the
Preliminary Injunction Order contemporaneously filed and for the same reasons set forth in
Plaintiffs’ Application for an Ex Parte Temporary Restraining Order and Order to Show
Cause re Preliminary Injunction (“TRO Application), Plaintiffs request an order allowing
them to supplement the list of domains filed on March 30, 2023, with the new domains
being used by Defendants set forth in Appendix A to the Proposed Order filed concurrently
with this Motion.

As set forth more fully in Plaintiffs’ brief, recent evidence shows that Defendants are
again rebuilding the cracked Cobalt Strike infrastructure in defiance of the Court’s authority,
by bringing online new domains, which Defendants are using the same illegal manner and
for the same illegal purposes described in the TRO Application.

The requested relief is necessary to halt the cracked Cobalt Strike operation that is
causing irreparable injury to Plaintiffs and their customers. Plaintiffs respectfully request

that the Court grant this Motion.

Dated: June 9, 2023 Respectfully submitted,

/s/ Alexander Joseph Urbelis
Alexander Joseph Urbelis
CROWELL & MORING LLP
590 Madison Avenue, 20" Floor
New York, NY 10022
Telephone: (212) 223-4000

Fax: (212) 223-4134

Garylene Javier (pro hac vice)
CROWELL & MORING LLP
1001 Pennsylvania Avenue NW
Washington DC 20004-2595
Telephone: (202) 624-2500
Fax: (202) 628-5116
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gjavier@crowell.com

Gabriel M. Ramsey (pro hac vice)
Anna Z. Saber (pro hac vice)

CROWELL & MORING LLP

3 Embarcadero Center, 26th Floor
San Francisco, CA 94111
Telephone: (415) 986-2800

Fax: (415) 986-2827
gramsey@crowell.com
asaber(@crowell.com

Richard Boscovich (of counsel)
Maria Little (of counsel)
MICROSOFT CORPORATION
One Microsoft Way

Redmond, WA 98052-6399
Telephone: (425) 704-0867

Fax: (425) 936-7329

Joseph Belton (of counsel)
FORTRA, LLC

11095 Viking Drive, Suite 100
Eden Prairie, MN 55344
Phone: +1 952-933-0609

Attorneys for Plaintiffs Microsoft Corp., Fortra LLC,
and H-ISAC, Inc.
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ORAL ARGUMENT REQUESTED

UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORPORATION, a Washington
Corporation, FORTRA, LLC, a Delaware Limited Case No. 1:23-cv-2447-LDH-JRC
Liability Company, and HEALTH-ISAC, INC., a
Florida Corporation, FILED UNDER SEAL

Plaintiffs,
V.

JOHN DOES 1-2, JOHN DOES 3-4 (AKA CONTI
RANSOMWARE GROUP), JOHN DOES 5-6
(AKA LOCKBIT RANSOMWARE GROUP),
JOHN DOES 7-8 (AKA DEV-0193), JOHN DOES
9-10 (AKA DEV-0206), JOHN DOES 11-12 (AKA
DEV-0237), JOHN DOES 13-14 (AKA DEV-
0243), JOHN DOES 15-16 (AKA DEV-0504),
Controlling Computer Networks and Thereby
Injuring Plaintiffs and Their Customers,

Defendants.

BRIEF IN SUPPORT OF PLAINTIFFS’ EX PARTE MOTION TO SUPPLEMENT THE
PRELIMINARY INJUNCTION ORDER

Plaintiffs Microsoft Corporation (“Microsoft”), Fortra, LLC (“Fortra”), and Health-ISAC,
Inc., (“H-ISAC”) seek an Ex Parte Supplemental Preliminary Injunction Order to address
Defendants’ continuing efforts to rebuild the Cracked Cobalt Strike command and control
infrastructure and continue their illegal activities in open defiance of this Court’s Preliminary
Injunction Order. Plaintiffs express their appreciation for the continued attention of the Court to
this ongoing cyber-security matter.

Plaintiffs incorporate by reference herein the arguments and evidence set forth in their Brief
In Support Of Plaintiffs’ Application for an Ex Parte Temporary Restraining Order and Order To

Show Cause Re Preliminary Injunction (“TRO Application”). Dkt. No. 3. As discussed in
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Plaintiffs’ TRO Application, the domains used in cracked Cobalt Strike’s command and control
infrastructure are critical to the operation conducted by John Does 1-16 (collectively
“Defendants”) whereby Defendants have abused the legitimate security testing tool called Cobalt
Strike for an illegal purpose that causes extreme and continued irreparable harm to Plaintiffs, their
customers and members, and the general public. The most effective way to disrupting Defendants’
operation is to disable the domains used by Defendants in connection with cracked Cobalt Strike.

I. BACKGROUND

On March 31, 2023, the Court granted and Emergency Ex Parte Temporary Restraining
Order (“TRO”) tailored to halt the illegal activities and the growth of Defendants’ cracked Cobalt
Strike Operation. Dkt. No. 13. Defendants’ use cracked versions of Cobalt Strike to deploy
malware and ransomware onto victims’ computers, allowing Defendants to infect victims’
computers, hijack the victims’ operating systems, and steal users’ sensitive data. Defendants cause
great harm to Plaintiffs by damaging the products and services they provide to their customs.
Further, by exploiting Plaintiffs’ famous and highly-regarded trademarks, products, and services
to disguise and further its criminal conduct, Defendants cause Plaintiffs irreparable reputational
and other harms for which no monetary recourse is available.

As explained in Plaintiffs” TRO Application, Defendants conduct their illegal operations
by using an online command and control infrastructure consisting of a set of websites and domains.
Dkt. No. 3-1 at 6. These domains are used both to break into computers and networks of the
organizations that Defendants targets, perform reconnaissance of those networks, and, ultimately,
exfiltrate sensitive information from them. To disable this command and control infrastructure,
this Court ordered that these Defendants-controlled domains, listed in Appendix A filed on March

30, 2023, be redirected to secure Microsoft servers. Dkt. No. 13. On April 19, 2023, the Court
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converted the TRO into a Preliminary Injunction. Dkt. No. 20. On May 15, 2023, Plaintiffs
submitted a letter motion seeking leaving to take Doe discovery designed and aimed at
investigating the Defendants and their identifies. Dkt. No. 21. To date, the Doe discovery motion
remains pending.

Executing the Court’s Temporary Restraining Order and Preliminary Injunction Order,
Plaintiffs cut communications between Defendants’ existing command and control infrastructure
and the victim computers and networks that Defendants attacked and from which Defendants had
been stealing information. Declaration of Jason Lyons In Support Of Plaintiffs’ Motion to
Supplement Preliminary Injunction Order (“Lyons Decl.”) 4 6. This effectively stymied
Defendants’ effort to exploit the computers and networks they had targeted or compromised.

However, Defendants, who are evidently resourceful and well-funded, continue to try to
maintain and reestablish new command and control domains and other command and control
infrastructure so that they can continue their illegal activities. Indeed, this probability was foreseen
by the Court in issuing its TRO. And as foreseen, following the execution of the TRO and
Preliminary Injunction, Defendants openly defied this Court and started to rebuild their command
and control infrastructure by adding 43 new domains to the cracked Cobalt Strike command and
control infrastructure. /d. § 7. Consequently, Plaintiffs ask the Court to allow it to redirect the new
domains associated with the cracked Cobalt Strike operation to Microsoft secure servers. Id. § 11.
This will disrupt Defendants’ recent illegal activity. A list of the new domains used by Defendants

is provided in Appendix A to the Proposed Order filed concurrently with this brief.
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II. ARGUMENT

A. There Is Good Cause to Supplement the Preliminary Injunction Order

Plaintiffs seek to supplement the Preliminary Injunction Order by including the domains
in Appendix A to the Proposed Order submitted with this motion to the prior list of domains
transferred to Microsoft pursuant to the Court’s prior injunctive relief. This will allow Plaintiffs
to disrupt Defendants more recent illegal activity. Such supplemental relief has been granted in
prior cases when defendants began using new domains after the court granted a temporary
restraining order. See, e.g., Microsoft Corp. v. John Does 1-8, Case No. 1:14-cv-00811- LOG-TCB
(E.D. Va. 2014) (O’Grady, J.) at Dkt. No. 32 (supplemental injunctive relief aimed at disabling
the “Shylock” botnet); Microsoft Corp. v. John Does 1-2, Case No. 1:19-cv-00716-ABJ (Berkman
Jackson, J.) at Dkt. No. 21 (granting supplemental injunction to seize additional domains
associated with the Phosphorous command and control infrastructure). Here, absent the requested
relief, irreparable harm will continue to Plaintiffs and their customers, for the reasons detailed in
Plaintiffs’ prior submissions. Plaintiffs are likely to succeed on the merits, because the domains
at issue in this motion are used for the same unlawful purposes and in the same unlawful manner
set forth in Plaintiffs’ previous TRO Application. Lyons Decl. §9. Thus, pursuant to Federal Rule
of Civil Procedure 65, disabling the additional 11 domains at issue is necessary to prevent harm to
Plaintiffs and their customers. With respect to supplementing the Preliminary Injunction Order, ex
parte relief is essential. If notice is given prior to issuance of the requested relief, it is likely that
Defendants will be able to quickly mount an alternate command and control structure because
Defendants have the technical sophistication and ability to move their malicious infrastructure.
Lyons Decl. 99 12-15. Thus, providing notice of the requested ex parte relief will undoubtedly

facilitate efforts by Defendants to continue to operate. Rule 65 of the Federal Rules of Civil
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Procedure permits ex parte injunctive relief where the moving party sets forth facts that show an
immediate and irreparable injury and why notice should not be required. Fed. R. Civ. P. 65(b)(1);
see Granny Goose Foods, Inc. v. Brotherhood of Teamsters & Auto Truck Drivers, Local No. 70,
415 U.S. 423, 438-39 (1974) (“Ex parte temporary restraining orders are no doubt necessary in
certain circumstances....”). It is well established that ex parte relief is appropriate under
circumstances such as here, where notice would render the requested relief ineffective. See, e.g.,
AT&T Broadband v. Tech Commc ’'ns, Inc., 381 F.3d 1309, 1319-20 (11th Cir. 2004) (affirming ex
parte search and seizure order to seize contraband technical equipment, given evidence that in the
past defendants and persons similarly situated had secreted evidence once notice given); In re
Vuitton Et Fils S.A., 606 F.2d 1, 4-5 (2d Cir. 1979) (holding that notice prior to issuing TRO was
not necessary where notice would “serve only to render fruitless further prosecution of the action”;
prior experience taught that once one member of the counterfeiting enterprise received notice,
contraband would be transferred to another unknown counterfeiter, perpetuating the harm and
rendering judicial efforts pointless); Little Tor Auto Ctr. v. Exxon Co., USA, 822 F. Supp. 141, 143
(S.D.N.Y. 1993) (ex parte TRO appropriate where contraband “may be destroyed as soon as notice
is given”).

As before in this matter, immediately upon execution of the Supplemental Preliminary
Injunction and disabling of the additional domains addressed in the attached proposed order,
Plaintiffs will provide robust notice to the Defendants, consistent with the alternative service
methods already authorized by this Court. Dkt. No. 13. Plaintiffs will provide Defendants the
documents associated with this motion and the Court’s order, by sending them to all of Defendants’
contact information associated with the subject domains, thus providing notice and an opportunity

to appear and contest the requested relief, if Defendants so choose.
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II1. CONCLUSION

For the reasons set forth in this brief, the Lyons Declaration submitted with this brief and

based on the evidence submitted with the prior Application for TRO and Preliminary Injunction,

Plaintiffs respectfully request that the Court grant Plaintiffs’ Motion To Supplement the

Preliminary Injunction Order.

Dated: June 9, 2023

/s/ Alexander Joseph Urbelis
Alexander Joseph Urbelis
CROWELL & MORING LLP
590 Madison Ave #20th

New York, NY 10022
Telephone: (212) 223-4000
Fax: (212) 223-4134
aurbelis@crowell.com

Garylene Javier (pro hac vice)
CROWELL & MORING LLP
1001 Pennsylvania Avenue NW
Washington DC 20004-2595
Telephone: (202) 624-2500
Fax: (202) 628-5116
gjavier@crowell.com

Gabriel M. Ramsey (pro hac vice)
Amanda (Anna) Z. Saber (pro hac vice)

CROWELL & MORING LLP

3 Embarcadero Center, 26th Floor
San Francisco, CA 94111
Telephone: (415) 986-2800

Fax: (415) 986-2827
gramsey@crowell.com
asaber@crowell.com

Richard Boscovich (of counsel)
Maria Little (of counsel)
MICROSOFT CORPORATION
One Microsoft Way

Redmond, WA 98052-6399
Telephone: (425) 704-0867

Fax: (425) 936-7329

Joseph Belton (of counsel)
FORTRA, LLC
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11095 Viking Drive, Suite 100
Eden Prairie, MN 55344
Phone: +1 952-933-0609

Attorneys for Plaintiffs Microsoft Corp., Fortra
LLC, and H-ISAC, Inc.
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORPORATION, a Washington |
Corporation, FORTRA, LI.C, a Delaware Limited
Liability Company, and HEALTH-ISAC. INC.. a i

‘lorid tion, ;
Florida Corporation " FILED UNDER SEAL

Case No. 1:23-¢v-2447-LDH-JRC

Plaintiff, i
JOHN DOES 1-2. JOHN DOES 3-4 (AKA CONTI
RANSOMWARE GROUP), JOHN DOES 5-6 '
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Defendants. i

DECLARATION OF JASON B. LYONS IN SUPPORT OF APPLICATION FOR AN
EMERGENCY EX PARTE TEMPORARY RESTRAINING
ORDER AND ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION
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I, Jason B. Lyons, declare as follows:

1. I'am a Principal Manager of Investigations in Microsoft Corporation’s Digital
Crimes Unit (“DCU™) Ransomware Team. | make this declaration in support of Plaintiffs’ Ex Parte
Motion to Supplement the Preliminary Injunction Order. I make this declaration of my own
personal knowledge or on information and belief where indicated. If called as a witness. [ could
and would testify competently to the truth of the matters set forth herein.

2. In my role at Microsoft, I assess technological security threats to Microsoft and the
impact of such threats on Microsoft’s business and customers. Among my responsibilitics are
protecting Microsoft’s online service assels from network-based attacks. 1 also participate in the
investigation of malware and participate in court-authorized countermeasures 10 neutralize and
disrupt malware. For example, [ have personally investigated and assisted in the court-authorized
takedown of several families of malware or botnets while at Microso ft. including the malware
families and botnets known as Ramnit, ZeroAccess, Dorkbot. and Necurs. Before joining
Microsoft, I worked for Xerox as the Manager of Xerox's Cyber Intelligence Response Team. I
also worked for Affiliated Computer Services ("ACS”) prior to Xerox's acquisition of ACS. While
at ACS, T provided in-court testimony in connection with a lemporary restraining order application
concerning misappropriation of ACS’s intellectual property. Prior to entering the private sector,
from 1998 to 2005, T served as a Counterintelligence Special Agent in the United States Army. My
duties as a Counterintelligence Special Agent included investigating and combating cyber-attacks
against the United States. | obtained certifications in counterintelligence, digital forensics,
computer crime investigations, and digital media collection from the United States Department
of Defense.

3. In connection with Plaintiffs’ Application for An Emergency Temporary
Restraining Order and Order To Show Cause Re Preliminary Injunction (“TRO Application™), 1
was involved in investigating the structure and function of Cobalt Strike as well as the activities
carried out through the use of cracked versions of Cobalt Strike. and an assessment of the impact

on Microsofi’s business and on users of the Internet. Misuse of Cobalt Strike has caused, and
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continues to cause, extreme damage to Microsoft and other parties, which if allowed to continue,

will be compounded as the case proceeds.

I. THE INVESTIGATION OF COBALT STRIKE

4. As described in my previous declaration submitted in support of the TRO
Application, Microsoft investigators and T have been able to identily operational details about
cracked versions of Cobalt Strike, including its C2 infrastructure, the methods of communication
among infected computers. how Cobalt Strike is used (o transmit threats to innocent computers,
and the criminal enterprise’s mechanisms to evade detection and attempts to disrupt its operation.
access to infected machines and acting as a gateway malware dropper to deploy additional
ransomware.

5. Additionally, my investigation involved obtaining copies of cracked Cobalt Strike
and examining them. As described in my prior declaration, Microsoft investigators and 1 analyzed
approximately 50,000 unique samples of cracked Cobalt Strike. Microsoft investigators and 1
purposely deployed cracked versions of Cobalt Strike to investigator-controlled computers, and
we observed cracked Cobalt Strike C2 infrastructure, in order to understand its operation. This
allowed us to monitor and analyze the Cobalt Strike infrastructure in order to understand its
lifecycle. 1 participated in and reviewed these investigative techniques. We also observed the
infected computers that connect to and receive instructions from C2 servers associated with
cracked versions of Cobalt Strike: and through this method, we were able to identify TP addresses
and domains of the C2 servers used to control cracked versions of Cobalt Strike. Based on my
examination of aforementioned identified IP addresses and domains, I was able to ascertain
particular technical features and behaviors associated with those 1P addresses and domains, which
further allowed me to confirm that new IP addresses and domains are associated with cracked
versions of Cobalt Strike. This verification process has enabled me to accurately identify C2
servers associated with cracked versions of Cobalt Strike that should be disabled.

6. On April 6, 2023, Plaintifls executed the TRO by working with the third-party

e
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registries and IP hosting companies. By April 8, 2023, much of the infrastructure operated by
Defendants had been transferred to Microsoft (with respect to domains) or traffic blocked (with
respect to IP addresses). Subsequently, I observed a decrease in acti vity attributable to the cracked
Cobalt Strike command and control infrastructure., However. because of the technical
sophistication of Defendants, Microsoft investigators and I have observed that Defendants have
tried to reestablish new command and control domains and other command and control
infrastructure so that they can continue their illegal activities. To investigate and identify these
new command and control domains, Microsoft investigators and used the same investigative
methods described in connection with my previous declaration in support of Plaintilfs” TRO
Application.’

7. Since the Preliminary Injunction Order, I have identified 43 additional domains that
Defendants have registered in connection with their cracked Cobalt Strike operation. These
domains are listed in Exhibit 1 to my declaration and also attached as Appendix A to the Proposed
Order.

8. Similar to my previous investigative efforts, 1 identified these additional domains
based on the watermarks provided by Plaintiff Fortra. Once the Microsoft investigators and 1
received the additional watermarks from Fortra, | evaluated the watermarks and deployed the same
previously-described and used crawler to identify cracked versions of Cobalt Strike.

9. Nothing has changed about the operation or infrastructure of eracked Cobalt Strike
that would prevent me from using these same methodologies to identify the new domains used by
Detendants to rebuild or reestablish the command and control infrastructure. Additionally, based
on my investigation. Defendants utilize these new domains in the same way and to carry out the
same illegal acts. Accordingly, itis likely that Defendants will use these newly identified domains
in connection with utilizing cracked Cobalt Strike to carryout future malware and ransomware

attacks. The potential harm to Microsoll, its customers, and the victims of such attacks remain the

I See Dkt. No 2-3, 97 11-23 for a description of the investigative methods used to identify the cracked Cobalt Strike
domains and command and control infrastructure.
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same as what [ previously described in my declaration.?

Il.  DISRUPTING COBALT STRIKFE

10.  Given the specific architecture of the cracked versions of Cobalt Strike. 1 believe
that if provided advance notice that the command and control IP addresses and domains were to
be disabled, the Defendants would take measures to keep cracked versions of Cobalt Strike alive
by migrating to new IP addresses and domains. As discussed, Defendants™ activities are designed
to evade detection by changing the 1P addresses and domains of command and control servers over
time. Therefore. a piecemeal approach to disconnecting the IP addresses and domains will fail. If
less than all of the command and control servers are directed to be taken offline immediately and
simultaneously, the Defendants will be able to migrate to new. unidentified command and control
SCrvers.

1. Based on my experience involving Internet security matters, | believe that the only
way to suspend the injury caused by Cobalt Strike domains is to:

a. direct the relevant domain registries to transfer the domains to secure servers
and accounts controlled by Microsoft; and
b. block any effort by the Defendants to regain control of the domains.

12. It is important that the requested actions be closely coordinated, such that the
malicious domains, in various locations, are directed by the Court to be turned off immediately
upon receipt of any order issued by the Court and in coordination with other efforts. such that these
domains are turned off simultaneously. Any delay in disabling the IP addresses and domains would
warn the operators ol this action and immediately relocate the command and control servers to
unidentified servers/locations. In particular, because the cracked Cobalt Strike command and
control infrastructure is globally distributed. this relief sought from the Court is being coordinated
with legal efforts in many other jurisdictions. Microsofi’s field team across the world are taking

analogous steps under the legal authority and legal systems of 1 number of other countries, to

2 See Dkt. No. 3-2, 7 24-35, 38, 39,
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simultaneously disable command and control IP addresses and domains in those jurisdictions. The
proposed temporary restraining order is framed in a manner that enables coordinated efforts that
will maximize the effectiveness of the effort.

13.  In the aggregate, the foregoing steps, which will be carried out upon entry of the
requested supplemental preliminary injunction, will prevent the Defendants from accessing their
command and control infrastructure, will cut off Defendants’ ability to communicate with the
infected victim computers, and will effectively disable the operation of the cracked versions of
Cobalt Strike. This is the only means by which the cracked versions of Cobalt Strike can be
disabled and the serious harm to Microsoft and to more than 800, 000 computer users can be
mitigated and prevented. Once the command and control infrastructure is disabled, and Microsoft
has control of that infrastructure, this will enable Microsolt to assist users impacted by the cracked
versions of Cobalt Strike in cleaning their systems.

14. I'have recently investigated the command and control IP addresses and domains in
the context of the malware. Based on observing the IP addresses and domains, T conclude that their
purpose is to support and propagate the cracked versions of Cobalt Strike and the further malware
delivered by Defendants, as described above, and that they further malicious activity, If there is
content not associated with cracked versions of Cobalt Strike that is incidentally contained on the
servers at these TP addresses, based on my experience as a technologist generally, my work
involving Internet security matters specifically. and my prior experience carrying out court-
duthorized cybercrime disruption efforts, I am aware that by working with the hosting providers,
the infrastructure associated with the Defendants can be specifically disabled. without impacting
ather users. For example, in prior matters, working with the hosting providers in similar matters,
10 execute court orders, it has always been possible to identily and disable particular virtual
machines specifically associated with Defendants and a given IP address or to block traffic to
and/or from particular ports being used by Defendants. The court order requested in this matter is
specifically tailored to only impact such facilities utilized by Defendants.

15. TIbelieve that the only way to suspend the injury caused to Microsoft, its consumers,

h
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and the public. is to take the steps described in the Proposed Order Granting Plaintiffs’ Ex Parte
Motion to Supplement the Preliminary Injunction. This relief will significantly hinder the

Defendants’ ability to use the cracked Cobalt Strike infrastructure and stop the harmlul activities

of the Defendants.

I declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct to the best of my knowledge.

Executed this 6th day of June, 2023, in Boerne, Texas..

/ Jason B. Lyons
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UNITED STATES DISTRICT COURT
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[PROPOSED] ORDER GRANTING PLAINTIFFS’ EX PARTE MOTION TO
SUPPLEMENT THE PRELIMINARY INJUNCTION
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The Court, having considered the pleadings and declaration in support of Plaintiffs
Microsoft Corp. (“Microsoft”), Fortra LLC (“Fortra”), and Health-ISAC, Inc. (“Health-ISAC”)
(collectively, “Plaintiffs”’) Motion to Supplement the Preliminary Injunction Order, hereby orders
that the terms of the Preliminary Injunction Order (“Preliminary Injunction Order”), Dkt. No. 20,
shall apply to the additional domains set forth in Appendix A to this order. As set forth below,
Defendants have violated the Preliminary Injunction.

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of
Plaintiffs’ Motion to Supplement the Preliminary Injunction Order, the Court hereby makes the
following findings of fact and conclusions of law:

1. The Defendants were served with notice of the TRO and Preliminary Injunction via
the alternative service methods previously authorized by this Court.

2. After receiving notice of the TRO and Preliminary Injunction, the Defendants have
continued to engage in the conduct enjoined by the Preliminary Injunction Order, and therefore
continue to violate the Preliminary Injunction Order. In particular, using new domains, Defendants
have intentionally and without authorization, continued and attempted to access and send
malicious software, code, and instructions to protected computers, operating systems, and
networks of Plaintiffs and their customers, attacking such computers, systems and networks, and
exfiltrating information from those computers, systems and networks..

3. There is good cause to believe that Defendants are likely to continue the foregoing
conduct and to engage in the illegal conduct and purposes enjoined by the Preliminary Injunction
Order, unless further relief is ordered to expeditiously prevent Defendants from maintaining the
domains for such prohibited and unlawful purposes.

4. There is good cause to believe that, unless further relief is ordered to expeditiously
prevent Defendants from maintaining the domains for purposes enjoined by the Preliminary
Injunction Order, immediate and irreparable harm will result to Plaintiffs, their customers, and to

the public, from the Defendants’ ongoing violations.
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5. Therefore, in accordance with Fed. R. Civ. P. 65(b), 15 U.S.C. § 1116(a) and 28
U.S.C. § 1651(a) and the Court’s inherent equitable authority, good cause and the interests of
justice require that this Order be Granted.

SUPPLEMENTAL PRELIMINARY INJUNCTION

IT IS THEREFORE ORDERED that, the terms of the Preliminary Injunction
Order shall be supplemented and shall be enforced against Defendants, Defendants’
representatives, and persons who are in active concert or participation with Defendants and
pursuant to the All Writs Act, with respect to any currently registered Internet domain set
forth in Appendix A, the domain registries shall take the following actions:

A. Within three (3) business days of receipt of this Order, shall unlock and change
the registrar of record for the domain to MarkMonitor or such other registrar specified by
Microsoft. To the extent the registrar of record does not assist in changing the registrar of record
for the domain under its control, the domain registry for the domain, or its administrators,
including backend registry operators or administrators, within five (5) business days of receipt of
this Order, shall change, or assist in changing, the registrar of record for the domain to
MarkMonitor or such other registrar specified by Microsoft. The purpose of this paragraph is to
ensure that Microsoft has control over the hosting and administration of the domain in its
registrar account at MarkMonitor or such other registrar specified by Microsoft. Microsoft shall
provide to the domain registry or registrar of record any requested registrar information or
account details necessary to effectuate the foregoing.

B. The domain shall be made active and shall resolve in the manner set forth in this
order, or as otherwise specified by Microsoft, upon taking control of the domain;

C. The domain registries shall take reasonable steps to work with Microsoft to ensure
the transfer of the domain and to ensure that Defendants cannot use it to make unauthorized
access to computers, infect computers, compromise computers and computer networks, monitor
the owners and users of computers and computer networks, steal information from them or

engage in any other activities prohibited by this Order;
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D. The WHOIS registrant, administrative, billing and technical contact and
identifying information should be the following, or other information as may be specified by

Microsoft:

Domain Administrator
Microsoft Corporation

One Microsoft Way
Redmond, WA 98052
United States

Phone: +1.4258828080
Facsimile: +1.4259367329
domains@microsoft.com

E. Prevent transfer, modification or deletion of the domain by Defendants and
prevent transfer or control of the domain to the account of any party other than Microsoft;

F. Take all steps required to propagate to the foregoing changes through the Domain
Name System (“DNS”), including domain registrars.

IT IS FURTHER ORDERED that copies of this Order may be served by any means
authorized by law, including any one or combination of (1) personal delivery upon
Defendants who provided accurate contact information in the U.S., if any; (2) personal
delivery through the Hague Convention on Service Abroad or similar treaties upon
defendants who provided accurate contact information in foreign countries that are signatory
to such treaties, if any, (3) transmission by email, facsimile, mail and/or personal delivery to
the contact information provided by Defendants to their hosting companies and as agreed to
by Defendants in their hosting agreements, (4) publishing notice on a publicly available
Internet website and/or in newspapers in the communities where Defendants are believed to

reside.

IT IS SO ORDERED

Entered this day of June 2023.

HON. LASHANN DEARCY HALL
UNITED STATES DISTRICT COURT JUDGE
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APPENDIX A

APPENDIX A - DOMAINS

.BIKE Registry

Donuts Inc.

10500 NE 8th Street, Suite 750
Bellevue WA 98004

United States of America (the)
Email: tldtech@donuts.email

.BIKE Domains

Domain Registrant Information

server.bike Domain Name: server.bike

Registry Domain ID: 3faea5caa8cadd56b67710915e224d9a-DONUTS
Registrar WHOIS Server: whois.godaddy.com
Registrar URL: https://www.godaddy.com
Updated Date: 2022-09-07T02:55:08Z

Creation Date: 2018-09-10T08:25:57Z

Registrar Registration Expiration Date: 2023-09-10T08:25:57Z
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited
https://icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: CR339047705

Registrant Name: Registration Private
Registrant Organization: Domains By Proxy, LLC
Registrant Street: DomainsByProxy.com
Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598




Case 1:23-cv-02447-LDH-JRC Document 23-8 Filed 06/09/23 Page 2 of 47 PagelD #: 1827

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=server.bike
Registry Admin ID: CR339047707

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=server.bike
Registry Tech ID: CR339047706

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=server.bike
Name Server: NS69.DOMAINCONTROL.COM

Name Server: NS70.DOMAINCONTROL.COM

DNSSEC: unsigned

.COM Registry

VeriSign, Inc.

VeriSign Information Services, Inc.

VeriSign Global Registry Services

12061 Bluemont Way, Reston Virginia 20190

.COM Domains

Domain Registrant Information
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1683031.com

Domain Name: 1683031.com

Registry Domain ID: 2737427698 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.registrar.eu

Registrar URL: http://www.registrar.eu

Updated Date: 2022-11-09T11:13:57Z

Creation Date: 2022-11-09T10:13:47Z

Registrar Registration Expiration Date: 2023-11-09T10:13:47Z
Registrar: Hosting Concepts B.V. d/b/a Registrar.eu

Registrar IANA ID: 1647

Registrar Abuse Contact Email: abuse@registrar.eu

Registrar Abuse Contact Phone: +31.104482297

Reseller:

Domain Status: ok https://icann.org/epp#ok

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Zuid-Holland

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: https://contact-
form.registrar.eu/?domainName=1683031.com&purpose=owner
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: https://contact-
form.registrar.eu/?domainName=1683031.com&purpose=admin
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

3
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Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY
Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://contact-
form.registrar.eu/?domainName=1683031.com&purpose=tech
Name Server: nsl.site-dns.com

Name Server: ns3.site-dns.com

Name Server: ns2.site-dns.com

DNSSEC: unsigned

aerosunelectric.com Domain Name: AEROSUNELECTRIC.COM

Registry Domain ID: 2771830045_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.nicenic.net

Registrar URL: http://www.nicenic.net

Updated Date: 2023-04-18T01:11:37Z

Creation Date: 2023-04-10T13:56:07Z

Registry Expiry Date: 2024-04-10T13:56:07Z

Registrar: NICENIC INTERNATIONAL GROUP CO., LIMITED

Registrar IANA ID: 3765

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientDeleteProhibited
https://icann.org/epptclientDeleteProhibited

Domain Status: clientHold https://icann.org/epp#clientHold

Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited

Name Server: NS3.MY-NDNS.COM

Name Server: NS4.MY-NDNS.COM

DNSSEC: unsigned

devsetgroup.com Domain Name: DEVSETGROUP.COM

Registry Domain ID: 2767300047_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-04-08T15:44:46Z

Creation Date: 2023-03-23T13:11:50Z

Registrar Registration Expiration Date: 2024-03-23T13:11:50Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibite
d

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited

Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID: Not Available From Registry

4
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Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.co
m to

contact the domain contacts. Email to contact@idcprivacy.com for alternative instruc
tions.

Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to ¢
ontact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

5
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Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

eagleexpresspostalservices.com

Domain Name: EAGLEEXPRESSPOSTALSERVICES.COM

Registry Domain ID: 2769596422 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-04-07T723:35:18Z

Creation Date: 2023-03-31T22:04:06Z

Registrar Registration Expiration Date: 2024-03-31T22:04:06Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibite
d

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientHold https://icann.org/eppt#clientHold

Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.co
m to

contact the domain contacts. Email to contact@idcprivacy.com for alternative instruc
tions.

Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:
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Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to ¢
ontact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

ecmot.com

Domain Name: ecmot.com

Registry Domain ID: 2678965407_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2022-10-23T21:07:29Z

Creation Date: 2022-03-03T01:17:59Z

Registrar Registration Expiration Date: 2024-03-03T01:17:59Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibite
d

Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited

Registry Registrant ID: Not Available From Registry

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

7
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Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=ecmot.com
Registry Admin ID: Not Available From Registry
Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC
Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=ecmot.com
Registry Tech ID: Not Available From Registry
Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=ecmot.com
Name Server: NS45.DOMAINCONTROL.COM
Name Server: NS46.DOMAINCONTROL.COM
DNSSEC: unsigned

emotion-12.com Domain Name: EMOTION-12.COM

Registry Domain ID: 2725936415_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.tucows.com

Registrar URL: http://tucowsdomains.com

Updated Date: 2023-03-17T01:05:24

Creation Date: 2022-09-17T716:38:24

Registrar Registration Expiration Date: 2023-09-17T16:38:24

8
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Registrar: TUCOWS, INC.

Registrar IANA ID: 69

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibite
d

Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: REDACTED FOR PRIVACY
Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: Charlestown
Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: KN

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext:

Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext:

Registrant Email: https://tieredaccess.com/contact/f8db7c49-f8f4-404b-b9eb-
f27c2d3ce7fd

Registry Admin ID:

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext:

Admin Email: REDACTED FOR PRIVACY

Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext:

Tech Email: REDACTED FOR PRIVACY

Name Server: zara.ns.cloudflare.com

Name Server: rex.ns.cloudflare.com

9
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DNSSEC: unsigned
Registrar Abuse Contact Email: domainabuse@tucows.com
Registrar Abuse Contact Phone: +1.4165350123

eserverlink.com

Domain Name: ESERVERLINK.COM

Registry Domain ID: 2771765362_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.nicenic.net

Registrar URL: http://www.nicenic.net

Updated Date: 2023-04-11T07:36:11Z

Creation Date: 2023-04-10T01:18:04Z

Registry Expiry Date: 2024-04-10T01:18:04Z

Registrar: NICENIC INTERNATIONAL GROUP CO., LIMITED

Registrar IANA ID: 3765

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited

Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited

Name Server: CRIS.NS.CLOUDFLARE.COM

Name Server: KIM.NS.CLOUDFLARE.COM

DNSSEC: unsigned

eurodevservices.com

Domain Name: EURODEVSERVICES.COM

Registry Domain ID: 2769606316_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-04-08T15:44:267

Creation Date: 2023-04-01T00:59:517

Registrar Registration Expiration Date: 2024-04-01T00:59:517

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibite
d

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.co
m to

contact the domain contacts. Email to contact@idcprivacy.com for alternative instruc
tions.

Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

10
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Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to ¢
ontact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

expotechsupport.com

Domain Name: EXPOTECHSUPPORT.COM

Registry Domain ID: 2769445625_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-04-08T15:44:16Z

Creation Date: 2023-03-31T17:03:13Z

Registrar Registration Expiration Date: 2024-03-31T17:03:13Z
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Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibite
d

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.co
m to

contact the domain contacts. Email to contact@idcprivacy.com for alternative instruc
tions.

Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to ¢
ontact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN
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Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com
Name Server: hawk-host.mars.orderbox-dns.com
Name Server: hawk-host.mercury.orderbox-dns.com
Name Server: hawk-host.venus.orderbox-dns.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

faktlar.com

Domain name: faktlar.com

Registry Domain ID: 2771801443 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-04-10T08:57:36.00Z

Registrar Registration Expiration Date: 2024-04-10T08:57:36.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: addPeriod https://icann.org/epp#addPeriod

Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 67d38274e09a428db00626bfe534eda9.protect@withheldforprivacy
.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik
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Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 67d38274e09a428db00626bfe534eda9.protect@withheldforprivacy.co
m

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 67d38274e09a428db00626bfe534eda9.protect@withheldforprivacy.com
Name Server: nsl.hostry.com

Name Server: ns2.hostry.com

Name Server: ns3.hostry.com

Name Server: ns4.hostry.com

DNSSEC: unsigned

Fastdnslog.com

Domain Name: fastdnslog.com

Registry Domain ID: 2767513966_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namesilo.com

Registrar URL: https://www.namesilo.com/

Updated Date: 2023-04-30T07:00:00Z

Creation Date: 2023-03-24T07:00:00Z

Registrar Registration Expiration Date: 2024-03-24T07:00:00Z
Registrar: NameSilo, LLC

Registrar IANA ID: 1479

Registrar Abuse Contact Email: abuse@namesilo.com
Registrar Abuse Contact Phone: +1.4805240066

Domain Status: clientTransferProhibited https://www.icann.org/epp#clientTransferPr
ohibited

Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: PrivacyGuardian.org llc

Registrant Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Registrant City: Phoenix

Registrant State/Province: AZ

Registrant Postal Code: 85016

Registrant Country: US
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Registrant Phone: +1.3478717726

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: pw-e45a90f329¢c4b3fe9042dc0f0670485d@privacyguardian.org
Registry Admin ID:

Admin Name: Domain Administrator

Admin Organization: PrivacyGuardian.org llc

Admin Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Admin City: Phoenix

Admin State/Province: AZ

Admin Postal Code: 85016

Admin Country: US

Admin Phone: +1.3478717726

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: pw-e45a90f329c4b3fe9042dc0f0670485d@privacyguardian.org
Registry Tech ID:

Tech Name: Domain Administrator

Tech Organization: PrivacyGuardian.org llc

Tech Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Tech City: Phoenix

Tech State/Province: AZ

Tech Postal Code: 85016

Tech Country: US

Tech Phone: +1.3478717726

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: pw-e45a90f329c¢4b3fe9042dc0f0670485d @ privacyguardian.org
Name Server: nsl.dnsowl.com

Name Server: ns2.dnsowl.com

Name Server: ns3.dnsowl.com

DNSSEC: unsigned

Feyrijavac.com

Domain Name: FEYRIJAVAC.COM

Registry Domain ID: 2768563483_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.tucows.com

Registrar URL: http://tucowsdomains.com

Updated Date: 2023-03-28711:03:12

Creation Date: 2023-03-28T10:45:31

Registrar Registration Expiration Date: 2024-03-28T710:45:31
Registrar: TUCOWS, INC.

Registrar IANA ID: 69

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit

ed

Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibite

d
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Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: REDACTED FOR PRIVACY
Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: Charlestown
Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: KN

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext:

Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext:

Registrant Email: https://tieredaccess.com/contact/3404be5f-fce1-4814-a96b-
249719655820

Registry Admin ID:

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext:

Admin Email: REDACTED FOR PRIVACY

Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext:

Tech Email: REDACTED FOR PRIVACY

Name Server: 1-you.njalla.no

Name Server: 2-can.njalla.in

Name Server: 3-get.njalla.fo

DNSSEC: unsigned

Registrar Abuse Contact Email: domainabuse@tucows.com
Registrar Abuse Contact Phone: +1.4165350123

Googleupdatetask.com

Domain Name: googleupdatetask.com
Registry Domain ID: 2757701995 _DOMAIN_COM-VRSN

16




Case 1:23-cv-02447-LDH-JRC Document 23-8 Filed 06/09/23 Page 17 of 47 PagelD #: 1842

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2023-02-11T02:12:227

Creation Date: 2023-02-11T02:12:217

Registrar Registration Expiration Date: 2024-02-11T02:12:217

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibite
d

Domain Status: clientRenewProhibited https://icann.org/epptclientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=googleupdatetask.com
Registry Admin ID: Not Available From Registry

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=googleupdatetask.com
Registry Tech ID: Not Available From Registry

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC
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Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=googleupdatetask.com
Name Server: NS43.DOMAINCONTROL.COM
Name Server: NS44.DOMAINCONTROL.COM
DNSSEC: unsigned

Indevnet.com

Domain Name: INDEVNET.COM

Registry Domain ID: 2767564434 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-04-07T723:35:02Z

Creation Date: 2023-03-24T16:12:03Z

Registrar Registration Expiration Date: 2024-03-24T16:12:03Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibite
d

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.co
m to

contact the domain contacts. Email to contact@idcprivacy.com for alternative instruc
tions.

Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin
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Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to ¢
ontact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com

Registrar Abuse Contact Phone: +44 02030 26 99 87

Madupusod.com

Domain name: madupusod.com

Registry Domain ID: 2767042614 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-22T13:17:19.00Z

Registrar Registration Expiration Date: 2024-03-22T13:17:19.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
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ed

Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 7e5c6a42724e4e6d9e39ae2def8abb2b.protect@withheldforprivacy
-com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 7e5c6a42724e4e6d9e39ae2def8abb2b.protect@withheldforprivacy.co
m

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 7e5c6a42724e4e6d9e39ae2def8abb2b.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

Mcagroupinvest.com

Domain Name: mcagroupinvest.com
Registry Domain ID: 2717208760_DOMAIN_COM-VRSN
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Registrar WHOIS Server: whois.yoursrs.com

Registrar URL: http://www.realtimeregister.com

Updated Date: 2023-04-18T14:46:31Z

Creation Date: 2022-08-10T14:14:13Z

Registrar Registration Expiration Date: 2023-08-10T14:14:137
Registrar: REALTIME REGISTER B.V.

Registrar IANA ID: 839

Reseller: Hostinger, UAB

Domain Status: clientTransferProhibited http://www.icann.org/epp#clientTransferPro
hibited

Domain Status: clientHold http://www.icann.org/epptclientHold
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: REDACTED FOR PRIVACY

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Sao Paulo

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: BR

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: https://mydomainprovider.com/contact_domain/
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: https://mydomainprovider.com/contact_domain/
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY
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Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://mydomainprovider.com/contact_domain/
Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: not signed

Registrar Abuse Contact Email: abuse[at]realtimeregister.com
Registrar Abuse Contact Phone: +31.384530759

URL of the ICANN WHOIS Data Problem Reporting System:
http://wdprs.internic.net/

Reseller Abuse Contact Email: abuse@hostinger.com

Reseller Abuse Contact Phone: +370.64503378

Mssexec.com

Domain Name: mssexec.com

Registry Domain ID: 2772383344 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.registrar.eu

Registrar URL: http://www.registrar.eu

Updated Date: 2023-04-26T22:45:597

Creation Date: 2023-04-12T15:25:49Z

Registrar Registration Expiration Date: 2024-04-12T15:25:497
Registrar: Hosting Concepts B.V. d/b/a Registrar.eu

Registrar IANA ID: 1647

Registrar Abuse Contact Email: abuse@registrar.eu

Registrar Abuse Contact Phone: +31.104482297

Reseller:

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Zuid-Holland

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: https://contact-
form.registrar.eu/?domainName=mssexec.com&purpose=owner
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY
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Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY
Admin Email: https://contact-
form.registrar.eu/?domainName=mssexec.com&purpose=admin
Registry Tech ID: REDACTED FOR PRIVACY
Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY
Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://contact-
form.registrar.eu/?domainName=mssexec.com&purpose=tech
Name Server: nsl.site-dns.com

Name Server: ns3.site-dns.com

Name Server: ns2.site-dns.com

DNSSEC: unsigned

Mybootsshop.com

Domain Name: MYBOOTSSHOP.COM

Registry Domain ID: 2770027295_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.hostinger.com

Registrar URL: https://www.hostinger.com

Updated Date: 2023-04-02T20:24:08Z

Creation Date: 2023-04-02T20:24:05Z

Registrar Registration Expiration Date: 2024-04-02T720:24:05Z
Registrar: Hostinger, UAB

Registrar IANA ID: 1636

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)
Registrant Street: 10 Corporate Drive

Registrant City: Burlington

Registrant State/Province: MA

Registrant Postal Code: 01803

Registrant Country: US

Registrant Phone: +1.8022274003

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@privacyprotect.org

Registry Admin ID: Not Available From Registry
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Admin Name: Domain Admin

Admin Organization: Privacy Protect, LLC (PrivacyProtect.org)
Admin Street: 10 Corporate Drive

Admin City: Burlington

Admin State/Province: MA

Admin Postal Code: 01803

Admin Country: US

Admin Phone: +1.8022274003

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@privacyprotect.org

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: Privacy Protect, LLC (PrivacyProtect.org)
Tech Street: 10 Corporate Drive

Tech City: Burlington

Tech State/Province: MA

Tech Postal Code: 01803

Tech Country: US

Tech Phone: +1.8022274003

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@privacyprotect.org

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse@hostinger.com
Registrar Abuse Contact Phone: +37064503378

Osdevnet.com

Domain Name: OSDEVNET.COM

Registry Domain ID: 2771058993 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-04-07T723:35:59Z

Creation Date: 2023-04-06T19:56:487

Registrar Registration Expiration Date: 2024-04-06T19:56:48Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibite
d

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited

Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited
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Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.co
m to

contact the domain contacts. Email to contact@idcprivacy.com for alternative instruc
tions.

Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to ¢
ontact

the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned
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Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

Pcincret.com

Domain Name: PCINCRET.COM

Registry Domain ID: 2738401267_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.gname.com

Registrar URL: www.gname.com

Updated Date: 2023-02-22T15:43:417

Creation Date: 2022-11-14T06:46:58Z

Registrar Registration Expiration Date: 2023-11-14T06:46:58Z
Registrar: Gname.com Pte. Ltd.

Registrar IANA ID: 1923

Reseller:

Registrar Abuse Contact Email: complaint@gname.com
Registrar Abuse Contact Phone: +65.31581931

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Registry Registrant ID: Redacted for privacy

Registrant Name: Redacted for privacy

Registrant Organization: Redacted for privacy
Registrant Street: Redacted for privacy

Registrant City: Redacted for privacy

Registrant State/Province: TAIWAN

Registrant Postal Code: Redacted for privacy
Registrant Country: TW,CN

Registrant Phone: Redacted for privacy

Registrant Fax: Redacted for privacy

Registrant Email: https://rdap.gname.com/extra/contact?type=registrant&domain=P
CINCRET.COM

Admin Name: Redacted for privacy

Admin Organization: Redacted for privacy

Admin Street: Redacted for privacy

Admin City: Redacted for privacy

Admin State/Province: Redacted for privacy

Admin Postal Code: Redacted for privacy

Admin Country: Redacted for privacy

Admin Phone: Redacted for privacy

Admin Fax: Redacted for privacy

Admin Email: https://rdap.gname.com/extra/contact?type=admin&domain=PCINCRE
T.COM

Tech Name: Redacted for privacy

Tech Organization: Redacted for privacy

Tech Street: Redacted for privacy

Tech City: Redacted for privacy

Tech State/Province: Redacted for privacy

Tech Postal Code: Redacted for privacy

Tech Country: Redacted for privacy

Tech Phone: Redacted for privacy

Tech Fax: Redacted for privacy
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Tech Email: https://rdap.gname.com/extra/contact?type=technical&domain=PCINCR
ET.COM

Name Server: A.SHARE-DNS.COM

Name Server: B.SHARE-DNS.NET

DNSSEC: unsigned

Settingdata.com

Domain Name: SETTINGDATA.COM

Registry Domain ID: 2773865291_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.nicenic.net

Registrar URL: http://www.nicenic.net

Updated Date: 2023-04-18T13:17:39Z

Creation Date: 2023-04-18T06:09:16Z

Registry Expiry Date: 2024-04-18T06:09:16Z

Registrar: NICENIC INTERNATIONAL GROUP CO., LIMITED

Registrar IANA ID: 3765

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibite
d

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhib
ited

Name Server: CAMERON.NS.CLOUDFLARE.COM

Name Server: NANCY.NS.CLOUDFLARE.COM

DNSSEC: unsigned

Sslbackup.com

Domain Name: sslbackup.com
Registry Domain ID: D202304111490288-COM
Registrar WHOIS Server: whois.nicenic.net
Registrar URL: http://www.nicenic.net
Updated Date: 2023-04-10T22:39:217
Creation Date: 2023-04-10T22:39:217
Registrar Registration Expiration Date: 2024-04-10T22:38:19Z
Registrar: NICENIC INTERNATIONAL GROUP CO., LIMITED
Registrar IANA ID: 3765
Registrar Abuse Contact Email: abuse@nicenic.net
Registrar Abuse Contact Phone: +853.2354112
Reseller:
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited
Registry Registrant ID: NICE-2023
Registrant Name: DOMAIN PRIVACY
Registrant Organization: DOMAIN PRIVACY
Registrant Street: ROOM 1704, HANG LUNG CENTRE,PATERSON STREET, CAUSEWAY
BAY, HONG KONG.
Registrant City: HK
Registrant State/Province: HK
Registrant Postal Code: 100000
Registrant Country: CN
Registrant Phone: +853.2443776
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Registrant Fax: +853.2443776

Registrant Email: domain@nicenic.net
Registry Admin ID: NICE-2023

Admin Name: DOMAIN PRIVACY

Admin Organization: DOMAIN PRIVACY
Admin Street: ROOM 1704, HANG LUNG CENTRE,PATERSON STREET, CAUSEWAY BAY,
HONG KONG.

Admin City: HK

Admin State/Province: HK

Admin Postal Code: 100000

Admin Country: CN

Admin Phone: +853.2443776

Admin Fax: +853.2443776

Admin Email: domain@nicenic.net
Registry Tech ID: NICE-2023

Tech Name: DOMAIN PRIVACY

Tech Organization: DOMAIN PRIVACY

Tech Street: ROOM 1704, HANG LUNG CENTRE,PATERSON STREET, CAUSEWAY BAY,
HONG KONG.

Tech City: HK

Tech State/Province: HK

Tech Postal Code: 100000

Tech Country: CN

Tech Phone: +853.2443776

Tech Fax: +853.2443776

Tech Email: domain@nicenic.net

Name Server: CASS.NS.CLOUDFLARE.COM
Name Server: DOUG.NS.CLOUDFLARE.COM
DNSSEC: unsigned

Sveexec.com

Domain Name: sveexec.com

Registry Domain ID: 2774160782_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.registrar.eu

Registrar URL: http://www.registrar.eu

Updated Date: 2023-05-03T716:46:41Z

Creation Date: 2023-04-19T08:30:36Z

Registrar Registration Expiration Date: 2024-04-19T08:30:36Z
Registrar: Hosting Concepts B.V. d/b/a Registrar.eu

Registrar IANA ID: 1647

Registrar Abuse Contact Email: abuse@registrar.eu

Registrar Abuse Contact Phone: +31.104482297

Reseller:

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY
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Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: Zuid-Holland
Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: https://contact-
form.registrar.eu/?domainName=sveexec.com&purpose=owner
Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: https://contact-
form.registrar.eu/?domainName=sveexec.com&purpose=admin
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://contact-
form.registrar.eu/?domainName=sveexec.com&purpose=tech
Name Server: nsl.site-dns.com

Name Server: ns3.site-dns.com

Name Server: ns2.site-dns.com

DNSSEC: unsigned

Syncupserver.com Domain Name: syncupserver.com

Registry Domain ID: D202304091489837-COM
Registrar WHOIS Server: whois.nicenic.net
Registrar URL: http://www.nicenic.net
Updated Date: 2023-04-09T15:23:24Z
Creation Date: 2023-04-09T15:23:24Z
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Registrar Registration Expiration Date: 2024-04-09T15:22:227

Registrar: NICENIC INTERNATIONAL GROUP CO., LIMITED

Registrar IANA ID: 3765

Registrar Abuse Contact Email: abuse@nicenic.net

Registrar Abuse Contact Phone: +853.2354112

Reseller:

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Organization: Mihail Kolesnikov

Registrant State/Province: Moscow

Registrant Country: RU

Registrant Email: http://whois.nicenic.net/?page=whoisform

Admin Email: http://whois.nicenic.net/?page=whoisform&emailtype=admin
Tech Email: http://whois.nicenic.net/?page=whoisform&emailtype=tech
Name Server: NS3.MY-NDNS.COM

Name Server: NS4.MY-NDNS.COM

DNSSEC: unsigned

Topronet.com

Domain Name: TOPRONET.COM

Registry Domain ID: 2772345124 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.nicenic.net

Registrar URL: http://www.nicenic.net

Updated Date: 2023-04-12T709:32:26Z

Creation Date: 2023-04-12T09:22:02Z

Registry Expiry Date: 2024-04-12T09:22:02Z

Registrar: NICENIC INTERNATIONAL GROUP CO., LIMITED

Registrar IANA ID: 3765

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibite
d

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhib
ited

Name Server: CASS.NS.CLOUDFLARE.COM

Name Server: DOUG.NS.CLOUDFLARE.COM

DNSSEC: unsigned

Vsexec.com

Domain Name: vsexec.com

Registry Domain ID: 2767318041_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.registrar.eu

Registrar URL: http://www.registrar.eu

Updated Date: 2023-04-06T16:55:00Z

Creation Date: 2023-03-23T15:29:117

Registrar Registration Expiration Date: 2024-03-23T15:29:117
Registrar: Hosting Concepts B.V. d/b/a Registrar.eu
Registrar IANA ID: 1647

Registrar Abuse Contact Email: abuse@registrar.eu
Registrar Abuse Contact Phone: +31.104482297
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Reseller:

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Zuid-Holland

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: https://contact-
form.registrar.eu/?domainName=vsexec.com&purpose=owner
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: https://contact-
form.registrar.eu/?domainName=vsexec.com&purpose=admin
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://contact-
form.registrar.eu/?domainName=vsexec.com&purpose=tech
Name Server: nsl.site-dns.com

Name Server: ns3.site-dns.com
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Name Server: ns2.site-dns.com
DNSSEC: unsigned

Webtoolsmedia.com

Domain Name: webtoolsmedia.com

Registry Domain ID: 2670946936_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.fastdomain.com
Registrar URL: http://www.fastdomain.com
Updated Date: 2022-01-26T01:00:30Z

Creation Date: 2022-01-26T01:00:30Z

Registrar Registration Expiration Date:

Registrar: FastDomain Inc.

Registrar IANA ID: 1154

Reseller:

Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited
Registrant City:

Registrant State/Province:

Registrant Country:

Registrant Email:https://whois.aliyun.com/whois/whoisForm
Registry Registrant ID: Not Available From Registry
Name Server: NS1.BLUEHOST.COM

Name Server: NS2.BLUEHOST.COM

DNSSEC: unsigned

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Zecocumu.com

Domain name: zecocumu.com

Registry Domain ID: 2763244094_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-06T23:05:41.00Z

Registrar Registration Expiration Date: 2024-03-06T23:05:41.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibit
ed

Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434
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Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: e09b01133da0439¢926ddc2f7206fe47.protect@withheldforprivacy.
com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: e09b01133da0439c926ddc2f7206fe47.protect@withheldforprivacy.co
m

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: e09b01133da0439c926ddc2f7206fed7.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

.CC Registry

Registry Customer Service
VeriSign Global Registry Services
12061 Bluemont Way

Reston VA 20190
.CC Domains
Domain Registrant Information
Jsxmzb.cc Domain Name: jsxmzb.cc
Registry Domain ID: 186695146 _DOMAIN_CC-VRSN
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Registrar WHOIS Server: grs-whois.hichina.com

Registrar URL: http://wanwang.aliyun.com

Updated Date: 2023-01-08T02:46:14Z

Creation Date: 2023-01-08T02:46:13Z

Registrar Registration Expiration Date: 2024-01-08T02:46:13Z
Registrar: Alibaba Cloud Computing Ltd. d/b/a HiChina (www.net.cn)
Registrar IANA ID: 1599

Reseller:

Domain Status: clientHold https://icann.org/epp#clientHold
Domain Status: serverHold https://icann.org/epp#serverHold
Registrant City:

Registrant State/Province: jiang su

Registrant Country: CN

Registrant Email:https://whois.aliyun.com/whois/whoisForm
Registry Registrant ID: Not Available From Registry

Name Server: DNS10.HICHINA.COM

Name Server: DNS9.HICHINA.COM

DNSSEC: unsigned

Registrar Abuse Contact Email: domainabuse@service.aliyun.com
Registrar Abuse Contact Phone: +86.95187

.LIVE Regqistry

Identity Digital Inc.

10500 NE 8th Street, Ste. 750
Bellevue, WA 98004

.LIVE Domains

Domain Registrant Information

Onlinecloud.live Domain Name: onlinecloud.live

Registry Domain ID: 3aa85554b6e54cea8d983e107514d487-DONUTS

Registrar WHOIS Server: http://whois.iisp.com

Registrar URL: http://www.nicenic.net

Updated Date: 2023-03-31T01:11:21Z

Creation Date: 2023-03-23T11:26:30Z

Registry Expiry Date: 2024-03-23T11:26:30Z

Registrar: NICENIC INTERNATIONAL GROUP CO., LIMITED

Registrar IANA ID: 3765

Registrar Abuse Contact Email: nicenic@139.com

Registrar Abuse Contact Phone: +86.7563366365

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientHold https://icann.org/epp#clientHold

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Owen Linschoten

Registrant Street: REDACTED FOR PRIVACY
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Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Overijssel

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in this output
for information on how to contact the Registrant, Admin, or Tech contact of the queried domain
name.

Name Server: ns2.my-ndns.com

Name Server: nsl.my-ndns.com

DNSSEC: unsigned

.ME Reqistry
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University of Montenegro, Faculty of Electrical Engineering

DZordZa Vasingtona bb
Podgorica 81000
Montenegro

TLD Tech

Center of Information System (CIS) University of Montenegro

Cetinjski put 2
Podgorica 81000
Montenegro

.ME Domains

Domain

Registrant Information

smallbear.me

Domain Name: SMALLBEAR.ME

Registry Domain ID: D425500000002656852-AGRS
Registrar WHOIS Server: whois.rrpproxy.net
Registrar URL: http://www.key-systems.net
Updated Date: 2023-03-28T23:00:24Z

Creation Date: 2017-03-02T13:28:08Z

Registry Expiry Date: 2024-03-02T13:28:08Z
Registrar Registration Expiration Date:

Registrar: Key-Systems GmbH

Registrar IANA ID: 269

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Reseller:

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registrant Organization: c/o whoisproxy.com
Registrant State/Province: VA

Registrant Country: US

Name Server: DNS27.HICHINA.COM

Name Server: DNS28.HICHINA.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

.NAME Regqistry

VeriSign, Inc.

Verisign Worldwide Headquarters

12061 Bluemont Way
Reston, VA 20190

.NAME Domains

Domain Registrant Information
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biginstalls.name

Domain Name: BIGINSTALLS.NAME

Registry Domain ID: 187436235_DOMAIN_NAME-VRSN
Registrar WHOIS Server: whois.1api.net

Registrar URL: http://www.lapi.net

Updated Date: 2023-01-25T05:52:55Z

Creation Date: 2023-01-25T05:22:43Z

Registrar Registration Expiration Date: 2024-01-25T05:22:43Z
Registrar: 1API GmbH

Registrar IANA ID: 1387

Registrar Abuse Contact Email: abuse@1api.net
Registrar Abuse Contact Phone: +49.68949396x850
Reseller: [ISP.com, Inc. iisp.com

Domain Status: clientTransferProhibited - http://www.icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: REDACTED FOR PRIVACY
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: hgvcx

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: RO

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact via https://www.1api.net/send-message/biginstalls.name/registrant
Registry Admin ID:

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact via https://www.lapi.net/send-message/biginstalls.name/admin
Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY
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Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact via https://www.lapi.net/send-message/biginstalls.name/tech
Name Server: ns1.my-ndns.com

Name Server: ns2.my-ndns.com

DNSSEC: unsigned

.NET Registry

VeriSign, Inc.
Verisign Worldwide Headquarters
12061 Bluemont Way

Reston, VA 20190

.NET Domains
Domain Registrant Information
firewall-gateway.net Domain Name: firewall-gateway.net

Registry Domain ID: 1581852832_DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.ascio.com

Registrar URL: http://www.ascio.com

Updated Date: 2023-01-15T00:46:38Z

Creation Date: 2010-01-14T13:01:19Z

Registrar Registration Expiration Date: 2024-01-14T00:00:00Z
Registrar: Ascio Technologies, Inc

Registrar IANA ID: 106

Registrar Abuse Contact Email: abuse@ascio.com
Registrar Abuse Contact Phone: +44 (20) 81583881
Domain Status: OK https://icann.org/epp#ok

Registry Registrant ID: Not Disclosed
Registrant Name: Not Disclosed
Registrant Organization: Not Disclosed
Registrant Street: Not Disclosed
Registrant City: Not Disclosed
Registrant State/Province:

Registrant Postal Code: Not Disclosed
Registrant Country: DE

Registrant Phone: Not Disclosed
Registrant Phone Ext: Not Disclosed
Registrant Fax: Not Disclosed
Registrant Fax Ext: Not Disclosed
Registrant Email: https://whoiscontact.ascio.com?domainname=firewall-
gateway.net

Registry Admin ID: Not Disclosed
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Admin Name: Not Disclosed
Admin Organization: Not Disclosed
Admin Street: Not Disclosed
Admin City: Not Disclosed

Admin State/Province: Not Disclosed
Admin Postal Code: Not Disclosed
Admin Country: Not Disclosed
Admin Phone: Not Disclosed
Admin Phone Ext: Not Disclosed
Admin Fax: Not Disclosed

Admin Fax Ext: Not Disclosed
Admin Email: Not Disclosed

Registry Tech ID: Not Disclosed
Tech Name: Not Disclosed

Tech Organization: Not Disclosed
Tech Street: Not Disclosed

Tech City: Not Disclosed

Tech State/Province: Not Disclosed
Tech Postal Code: Not Disclosed
Tech Country: Not Disclosed
Tech Phone: Not Disclosed

Tech Phone Ext: Not Disclosed
Tech Fax: Not Disclosed

Tech Fax Ext: Not Disclosed

Tech Email: Not Disclosed

Name Server: ns2.m-online.net

Name Server: ns4.m-online.net

Name Server: dns-001.securepoint.de
Name Server: nsl.m-online.net

Name Server: ns3.m-online.net

Name Server: dyndns.securepoint.de
DNSSEC: unsigned

.ONLINE Regqgistry

Radix FZC

F/19, Business Center 1, Ras Al Khaimah FTZ, P.O Box # 16113 Ras Al Khaimah, Ras Al Khaimah 16113
United Arab Emirates

Directiplex

Next to Andheri Subway

Old Nagardas Road, Andheri (East)

Mumbai Maharashtra 400069

India

.ONLINE Domains
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Domain

Registrant Information

office360.online

Domain Name: OFFICE360.0ONLINE

Registry Domain ID: D356788392-CNIC

Registrar WHOIS Server: whois.namesilo.com

Registrar URL: https://www.namesilo.com

Updated Date: 2023-04-12T15:25:35.0Z

Creation Date: 2023-03-28T17:34:32.0Z

Registry Expiry Date: 2024-03-28T23:59:59.0Z

Registrar: NameSilo, LLC

Registrar IANA ID: 1479

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registrant Organization: PrivacyGuardian.org lic

Registrant State/Province: AZ

Registrant Country: US

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Admin Email: Please query the RDDS service of the Registrar of Record identified in this

output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified in this output
for information on how to contact the Registrant, Admin, or Tech contact of the queried domain
name.

Name Server: NS3.JINO.RU

Name Server: NS4.JINO.RU

Name Server: NS2.JINO.RU

Name Server: NS1.JINO.RU

DNSSEC: unsigned

.ORG Registry

Public Interest Registry
11911 Freedom Drive, 10th Floor, Suite 1000
Reston, VA 20190

.ORG Domains

Domain

Registrant Information

lls-rs.org

Domain Name: lls-rs.org

Registry Domain ID: ed3cddae76894dddbb0c14eeldd30a6e-LROR
Registrar WHOIS Server: https://rdapserver.net/

Registrar URL: http://www.hostinger.com

Updated Date: 2023-04-27T03:32:06Z

Creation Date: 2023-04-11T06:25:13Z

Registry Expiry Date: 2024-04-11T06:25:13Z

Registrar: Hostinger, UAB
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Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in this output
for information on how to contact the Registrant, Admin, or Tech contact of the queried domain
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name.
Name Server: nsl.verification-hold.suspended-domain.com
Name Server: ns2.verification-hold.suspended-domain.com
DNSSEC: unsigned

ruok.org

omain Name: ruok.org

Registry Domain ID: b40dca35401f4859a646409af642f80d-LROR

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 2023-01-23T11:36:53Z

Creation Date: 2006-09-20T08:56:23Z

Registry Expiry Date: 2023-09-20T08:56:23Z

Registrar: NameCheap, Inc.

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.6613102107

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Capital Region

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: IS

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY
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Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in this output
for information on how to contact the Registrant, Admin, or Tech contact of the queried domain
name.

Name Server: nsl.afraid.org

Name Server: ns2.afraid.org

Name Server: ns3.afraid.org

Name Server: ns4.afraid.org

DNSSEC: unsigned

Fancydonut.org

Domain Name: fancydonut.org

Registry Domain ID: 8961477a80a84747b7099¢d08db74f5e-LROR

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 2023-03-09T11:45:36Z

Creation Date: 2023-03-04T11:44:49Z

Registry Expiry Date: 2024-03-04T11:44:49Z

Registrar: NameCheap, Inc.

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.6613102107

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Privacy service provided by Withheld for Privacy ehf

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Capital Region

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: IS

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
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Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in this output
for information on how to contact the Registrant, Admin, or Tech contact of the queried domain
name.

Name Server: pdnsl.registrar-servers.com

Name Server: pdns2.registrar-servers.com

DNSSEC: unsigned

.SHOP Registry

GMO Registry, Inc.

Cerulean Tower

26-1 Sakuragaoka-cho
Shibuya-ku Tokyo 150-8512

Japan

Email: newgtld@gmoregistry.com

.SHOP Domains

Domain

Registrant Information

rootco.shop

Domain Name: ROOTCO.SHOP
Registry Domain ID: DO7307944-GMO
Registrar WHOIS Server: whois.registrar.eu
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Registrar URL: http://www.registrar.eu

Updated Date: 2022-12-28T06:35:57.0Z

Creation Date: 2022-10-29T04:27:29.0Z

Registry Expiry Date: 2023-10-29T23:59:59.0Z
Registrar: Registrar.eu

Registrar IANA ID: 1647

Registrar Abuse Contact Email: abuse@registrar.eu
Registrar Abuse Contact Phone: +31.104482297
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registrant State/Province: Zuid-Holland

Registrant Country: NL

Registrant Email:

Admin Email:

Tech Email:

Name Server: NS1.SITE-DNS.COM

Name Server: NS2.SITE-DNS.COM

Name Server: NS3.SITE-DNS.COM

DNSSEC: unsigned

.XYZ Registry
XYZ.COM LLC

2121 E Tropicana Ave, Suite 2
Las Vegas NV 89119

CentralNic

Saddlers House, 4th Floor

44 Gutter Lane

London EC2V 6BR
United Kingdom of Great Britain and Northern Ireland

.XYZ Domains

Domain

Registrant Information

mO0d1c21.xyz

Domain Name: MOD1C21.XYZ

Registry Domain ID: D346602252-CNIC

Registrar WHOIS Server: whois.porkbun.com

Registrar URL: http://www.porkbun.com

Updated Date: 2023-02-01 04:45:54

Created Date: 2023-02-01 04:45:53

Registrar Registration Expiration Date: 2024-02-01 23:59:59

Registrar: Porkbun LLC

Registrar IANA ID: 1861

Registrar Abuse Contact Email: abuse@porkbun.com

Registrar Abuse Contact Phone: +1.5038508351

Domain Status: serverTransferProhibited http://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited http://icann.org/epp#clientTransferProhibited
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Domain Status: clientDeleteProhibited http://icann.org/epptclientDeleteProhibited
Registry Registrant ID:

Registrant Name: Whois Privacy

Registrant Organization: Private by Design, LLC
Registrant Street: 500 Westover Dr #9816
Registrant City: Sanford

Registrant State/Province: NC

Registrant Postal Code: 27330

Registrant Country: US

Registrant Phone: +1.9712666028

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: https://porkbun.com/whois/contact/registrant/m0d1c21.xyz
Registry Admin ID:

Admin Name: Whois Privacy

Admin Organization: Private by Design, LLC
Admin Street: 500 Westover Dr #9816

Admin City: Sanford

Admin State/Province: NC

Admin Postal Code: 27330

Admin Country: US

Admin Phone: +1.9712666028

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: https://porkbun.com/whois/contact/admin/m0d1c21.xyz
Registry Tech ID:

Tech Name: Whois Privacy

Tech Organization: Private by Design, LLC

Tech Street: 500 Westover Dr #9816

Tech City: Sanford

Tech State/Province: NC

Tech Postal Code: 27330

Tech Country: US

Tech Phone: +1.9712666028

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: https://porkbun.com/whois/contact/tech/m0d1c21.xyz
Name Server: curitiba.ns.porkbun.com

Name Server: fortaleza.ns.porkbun.com

Name Server: maceio.ns.porkbun.com

Name Server: salvador.ns.porkbun.com

nktj.xyz Domain Name: NKTJ.XYZ

Registry Domain ID: D357450780-CNIC
Registrar WHOIS Server: grs-whois.hichina.com
Registrar URL:
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Updated Date: 2023-05-12712:11:20.0Z

Creation Date: 2023-03-31T15:49:00.0Z

Registry Expiry Date: 2024-03-31T723:59:59.0Z

Registrar: Alibaba Cloud Computing Ltd. d/b/a HiChina (www.net.cn)

Registrar IANA ID: 1599

Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Registrant Organization: jiang geng ze

Registrant State/Province: chong ging

Registrant Country: CN

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Admin Email: Please query the RDDS service of the Registrar of Record identified in this

output for information on how to contact the Registrant, Admin, or Tech contact of the queried
domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified in this output
for information on how to contact the Registrant, Admin, or Tech contact of the queried domain
name.

Name Server: DNS1.HICHINA.COM

Name Server: DNS2.HICHINA.COM

DNSSEC: unsigned
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