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Reconsideration b. Evidence of Registration and Use in Bad Faith. For
' the purposes of Paragraph 4(za)(iii), the following
circumstances, in particular but without limitation, if found
by the Panel to be present, shall be evidence of the
registratibn and use of a domain name in bad faith:

(i) circumstances indicating that you have
registered or you have acquired the domain
name primarily for the purpose of selling,
renting, or otherwise transferring the domain
name registration to the complainant who is
the owner of the trademark or service mark or
to a competitor of that complajnant, for
valuable consideration in excess of your
documented out-of-pocket costs directly
related to the domain name; or

(i) you have registered the domain name in
order to prevent the owner of the trademark
or service mark from reflecting the mark in a
corresponding domain name, provided that
you have engaged in a pattern of such
conduct; or '

(iif) you have registered the domain name
primarily for the purpose of disrupting the
business of a competitor; or

(iv) by using the domain name, you have
intentionally attempted to attract, for
commercial gain, Internet users to your web
site or other on-line location, by creating a
likelihood of confusion with the complainant's
mark as to the source, sponsorship, affiliation,
or endorsement of your web site or location or
of a product or service on your web site or
focation.

¢. How to Demonstrate Your Rights to and Legitimate
interests in the Domain Name in Responding to a
Complaint. When you receive a complaint, you should
refer to Paragraph 5 of the Rules of Procedure in

https:/Aww icann.org/resources/pages/policy-2012-02-25-en
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determining how your response should be prepared. Any
of the following circumstances, in particular but without
limitation, if found by the Panel to be proved based on its
evaluation of all evidence presented, shall demonstrate
your rights or legitimate interests to the domain name for
purposes of Paragraph 4(a)(ii).

(i) before any notice to you of the dispute,
your use of, or demonstrable preparations to
use, the domain name or a name
corresponding to the domain name in
connection with a bona fide offering of goods
or services; or

(i) you (as an individual, business, or other
organization) have been commonly known by
the domain name, even if you have acquired
no trademark or service mark rights; or

(iify you are making a legitimate
noncommercial or fair use of the domain
name, without intent for commercial gain to
misleadingly divert consumers or to tarnish
the trademark or service mark at issue.

d. Selection of Provider. The complainant shall select
submitting the complaint to that Provider. The selected
Provider will administer the proceeding, except in cases
of consolidation as described in Paragraph 4(f).

. Initiation of Proceeding and Process and
Appointment of Administrative Panel. The Rules of
Procedure state the process for initiating and conducting
a proceeding and for appointing the panel that will decide
the dispute (the "Administrative Panel”).

f. Consolidation. In the event of multiple disputes
between you and a complainant, either you or the
complainant may petition to consolidate the disputes
before a single Administrative Panel. This petition shall
be made to the first Administrative Panel appointed to

hitps:/Avww icann.orgiresources/pages/policy-2012-02-25-en 5/10
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hear a pending dispute between the parties. This
Administrative Panel may consolidate before it any or all
such disputes in its sole discretion, provided that the
disputes being consolidated are governed by this Policy

a. Fees. All fees charged by a Provider in connection
with any dispute before an Administrative Panel pursuant
to this Policy shall be paid by the complainant, except in
cases where you elect to expand the Administrative
Panel from one to three panelists as provided in
Paragraph 5(b)(iv) of the Rules of Procedure, in which
case all fees will be split evenly by you and the
complainant.

h. Our Involvement in Administrative Proceedings.
We do not, and will not, participate in the administration
or conduct of any proceeding before an Administrative
Panel. In addition, we will not be liable as a result of any
decisions rendered by the Administrative Panel.

i. Remedies. The remedies available to a complainant
pursuant to any proceeding before an Administrative
Panel shall be limited 1o requiring the cancellation of your
domain hame or the transfer of your domain name
registration to the complainant.

j. Notification and Publication. The Provider shall notify
us of any decision made by an Administrative Panel with
respect to a domain name you have registered with us.
All decisions under this Policy will be published in full
over the Internet, except when an Administrative Panel
determines in an exceptional case {o redact portions of
its decision.

k. Availability of Court Proceedings. The mandatory
administrative proceeding requirements set forth in
Paragraph 4 shall not prevent either you or the
complainant from submitting the dispute to a court of
competent jurisdiction for independent resolution before
such mandatory administrative proceeding is
commenced or after such proceeding is concluded. If an

hitps:/Avww icann.orgiresources/pages/policy-2012-02-25-en 610
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Administrative Panel decides that your domain name
registration should be canceled or transferred, we will
wait ten (10} business days (as observed in the location
of our principal office) after we are informed by the '
applicable Provider of the Administrative Panel's decision
before implementing that decision. We will then
implement the decision unless we have received from
you during that ten (10) business day period official
documentation (such as a copy of a complaint, file-
stamped by the clerk of the court) that you have
commenced a lawsuit against the complainant in a
jurisdiction to which the complainant has submitted under
Paragraph 3(b){xiii} of the Rules of Procedure. (In
general, that jurisdiction is either the location of our
principal office or of your address as shown in our Whois
database. See Paragraphs 1 and 3(b){(xiii) of the Rules of
Procedure for details.) If we receive such documentation
within the ten (10) business day period, we will not

- implement the Administrative Panel's decision, and we

~ will take no further action, until we receive (i) evidence
satisfactory to us of a resolution between the parties; (ii)
evidence satisfactory to us that your lawsuit has been
dismissed or withdrawn; or (iii) a copy of an order from
such court dismissing your lawsuit or ordering that you
do not have the right to continue to use your domain
name.

5. All Other Disputes and Litigation. All other disputes between
you and any party other than us regarding your domain name
registration that are not brought pursuant to the mandatory
administrative proceeding provisions of Paragraph 4 shall be
resolved between you and such other party through any court,
arbitration or other proceeding that may be available.

6. Qur Involvement in Disputes. We will not participate in any way
in any dispute between you and any party other than us regarding
the registration and use of your domain name. You shall not name
us as a party or otherwise include us in any such proceeding. In the
event that we are named as a party in any such proceeding, we
reserve the right to raise any and all defenses deemed appropriate,
and to fake any other action necessary to defend ourselves,

hitps:/Avww.icann.orglresources/pages/policy-2012-02-26-en 710
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7. Maintaining the Status Quo. We will not cancel, transfer,

activate, deactivate, or otherwise change the status of any domain
- name registration under this Policy except as provided in Paragraph
3 above.

8. Transfers During a Dispute.

a. Transfers of a Domain Name to a New Holder. You
may not transfer your domain name registration to
another holder (i) during a pending administrative
proceeding brought pursuant to Paragraph 4 or for a
period of fifteen (15) business days (as observed in the
location of our principal place of business) after such
proceeding is concluded; or (i) during a pending court
proceeding or arbitration commenced regarding your
domain name unless the party to whom the domain
name registration is being transferred agrees, in writing,
to be bound by the decision of the court or arbitrator. We
reserve the right to cancel any transfer of a domain name
registration to another holder that is made in violation of
this subparagraph. '

b. Changing Registrars. You may not transfer your
domain name registration to another registrar during a
pending administrative proceeding brought pursuant to
Paragraph 4 or for a period of fifteen (15) business days
(as observed in the location of our principal place of
business) after such proceeding is concluded. You may
transfer administration of your domain name registration
to another registrar during a pending court action or
arbitration, provided that the domain name you have
registered with us shall continue to be subject to the
proceedings commenced against you in accordance with
the terms of this Policy. In the event that you transfer a
domain name registration to us during the pendency of a
court action or arbitration, such dispute shall remain
subject to the domain name dispute policy of the registrar
from which the domain name registration was
transferred.

9. Policy Modifications. We reserve the right to modify this Policy
at any time with the permission of JCANN. We will post our revised
hitps://Awww icann.org/resources/pages/policy-2012-02-25-en 810
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effective. Unless this Policy has already been invoked by the
submission of a complaint to a Provider, in which event the version
of the Policy in effect at the time it was invoked will apply to you until
the dispute is over, all such changes will be binding upon you with
respect to any domain name registration dispute, whether the
dispute arose before, on or after the effective date of our change. In
the event that you object to a change in this Policy, your sole
remedy is to cancel your domain name registration with us, provided
that you will not be entitled to a refund of any fees you paid to us.
The revised Policy will apply to you until you cancel your domain
name registration
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As approved by the ICANN (Internet Corporation for Assigned Names
and Numbers) Board of Directors on 28 September 2013 (/resources
[board-material/resolutions-2013-09-28-en#1.c).

These Rules are in effect for all UDRP (Uniform Domain-Name
Dispute Resolution Policy} proceedings in which a complaint is
submitted to a provider on or after 31 July 2015. The prior version
of the Rules, applicable to all proceedings in which a complaint
was submitted to a Provider on or before 30 July 2015, is at
hitps://www.icann.orglresources/pagesfrules-be-2012:02-25-en
{ ages/rules-be-2012-02-25-en). UDRP (Uniform
Domain-Naime Dispute Resolution Policy) Providers may elect to
adopt the notice procedures set forth in these Rules prior to 31
July 2015.

Administrative proceedings for the resolution of disputes under the
Uniform Dispute Resolution Policy adopted by ICANN (internet
Corporation for Assigned Names and Numbers) shall be governed by
these Rules and also the Supplemental Rules of the Provider
administering the proceedings, as posted on its web site. To the extent
that the Supplemental Rules of any Provider conflict with these Rules,
these Rules supersede.

1. Definitions

11/13/2015 11:03 AM
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In these Rules:

Complainant means the party initiating & complaint
concerning a domain-name regisfration.

ICANN (Internet Corporation for Assigned Names and
Numbers) refers to the Internet Corporation for Assigned
Names and Numbers.

Lock means a set of measures that a registrar applies to
a domain name, which prevents at a minimum any
modification to the registrant and registrar information by
the Respondent, but does not affect the resolution of the
domain name or the renewal of the domain name.

Mutual Jurisdiction means a court jurisdiction at the
focation of either (a) the principal office of the Registrar
(provided the domain-name holder has submitted in its
Registration Agreement {o that jurisdiction for court
adjudication of disputes concerning or arising from the
use of the domain name) or (b) the domain-name holder's
address as shiown for the registration of the domain name
in Registrar's Whois database at the time the complaint is
submitted to the Provider.

Panel means an administrative panel appointed by a
Provider to decide:a complaint concerning a
domain-name registration.

Panelist means an individual appointed by a Provider to
be a member of a Panel.

Party means a Complainant or a Respondent.

Pendency means the time period from the moment a
UDRP (Uniform Domain-Name Dispute Resolution Policy)
complaint has been submitted by the Complainant to the
UDRP (Uniform Domain-Name Dispute Resolution Policy)
Provider to the time the UDRP (Uniform Domain-Name
Dispute Resolution Policy) decision has been '
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implemented or the UDRP (Uniform Domain-Name
Dispute. Resolution Policy) complaint has been
terminated.

Policy means the Uniform Domain Name (Domain Name})
Dispute Resolution Policy (/fen/dndr/udrp/policy.him) that
is incorporated by reference and made a part of the
Registration Agreement.

Provider means a dispute-resolution service provider
approved by ICANN (Internet Corporation for Assigned
Names and Numbers). A list of such Providers appears at
http://www.icann.org/en/dndr/udrp/appraved-
providers.htm {fen/dndr/udrp/approved-providers.htm).

Registrar means the entity with which the Respondent
has registered a domain name that is the subject of a
complaint.

Registration Agreement means the agreement between
a Registrar and a domain-name holder.

Respondent means the holder of a domain-name
registration against which a complaint is initiated.

Reverse Domain Name (Domain Name) Hijacking
means using the Policy in bad faith to attempt to deprive.
a registered domain-name holder of a domain name.

Supplemental Rules means the rules adopted by the
Provider administering a proceeding to supplement these
Rules, Supplemental Rules shall not be inconsistent with
the Policy or these Rules and shall cover such topics as
fees, word and page limits and guidelines, file size and
format modalities, the means for communicating with the
Provider and the Panel, and the form of cover sheets:

Written Notice means hardcopy notification by the

Provider to the Respondent of the commencement of an
administrative proceeding under the Policy which shall

1171372015 11:03 AM
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inform the respondent that a complaint has been filed
against it, and which shall state that the Provider has
electronically transmitted the complaint including any
annexes to the Respondent by the means specified
herein. Written notice does not include a hardcopy of the
complaint itself or of any annexes.

2. Communications

(a) When forwarding a complaint, including any annexes,
electronically to the Respondent, it shall be the Provider's
responsibility to employ reasonably available means
calculated to achieve actual notice to Respondent.

Achieving actual notice, or employing the following

measures to do so, shall discharge this responsibility:

(i) sending Written Notice of the complaint fo all
postal-mail and facsimile addresses (A) shown in
the domain name's registration data in Registrar's
Whois database for the registered domain-name
holder, the technical contact, and the administrative
contact and (B) supplied by Registrar to the
Provider for the registration’s billing contact; and

(i) sending the complaint, including any annexes,
in electronic form by e-mail to:

{(A) the e-mail addresses for those technical,
administrative, and billing contacts;

(B) postmaster@<the contested domain
name>; and

(C) if the dormain name {or "www." followed
by the domain name) resolves.to an active
web page (other than a géneric page the.
Provider concludes is maintained by a
registrar or ISP (Internet Service Provider) for
parking domain-names registered by multiple-
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domain-name holders), any e- mall address
shown or e-mail links on that web page; and

(iii) sending the complaint, including any annexes,
to any e-mail address the Respondent has notified
the Provider it prefers and, to the extent
practicable, to all other e-mail addresses provided
to the Provider by Complainant under Paragraph
3(b)v) (fen/help/dndr/udrp/rules#3by).

(b) Except as provided in Paragraph 2(a) (fen/help
[dndr/udrp/rules#2a), any written: communication to
Complainant or Respondent provided for under these
Rules shall be made electronically via the Internet (a
record of its trarismissich being available), or by any
reasonably requested preferred means stated by the
Complainant or Respondent, respectively (see
Paragraphs 3(b)(iii) (/en/help/dndriudrp/rules#3biii) and
5(b)(iil} (/fen/help/dndr/udrp/rules#5biil)).

(c) Any communication to the Provider or the Panel shall
be made by the means and in the manner (including,
where applicable, the number of copies) stated in the
Provider's Supplemental Rules.

(d) Communications shall be made in the language

prescribed in Paragraph 11 (/fen/help/dndr/udrp/rules#11).

(e) Either Party may update its contact details by notifying

the Provider and the Registrar.

(f) Except as otherwise provided in these Rules, or
decided by a Panel, all communications provided for
under these Rules shall be deemed to have been made:

(i) if via the Internet, on the date that the
communication was transmitted, provided that the
date of transmission is verifiable; or, where
applicable

11/13/2015 11:03 AM
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(i) if delivered by telecopy or facsimile
transmission, on the date shown on the
confirmation of transmission; or:

(i) if by postal or courier service, an the date
marked on the receipt.

(g) Except as otherwise provided in these Rules, all time
periods calculated under these Rules to begin‘when a
communication is made shall begin to run-on the:earliest
date that the communication is deemed to have been
made in d@ccordance with Paragraph 2(f) (/fen/help
[dndrludrp/rules#2f).

(h) Any communication by

(i) a Panel to any Party shall bé copied to the
Provider and to the other Party:

(iiy the Provider to any Party shall be copied to the
other Party; and

(iiiy a Party shall be copied to the cther Party, the
Panel and the Provider, as the case may be.

(i) It shall be the responsibility of the sender to retain
records of the fact and circumstances of sending, which
shall be availablé for inspection by affected parties and
for reporting purposes. This includes the Provider in
sending Written Notice tothe Respondent by post and/or
facsimile under Paragraph 2(a)(i).

(i) In the event a Party sending a communication receives
natification of non-delivery of the communication, the
Party shall promptly notify the Panel (or, if no Pansl is yet
appointed, the Provider) of the circumstances of the
notification. Further proceedings conceérning the.
communication and any response shall be as directed by
the Panel (or the Provider).

11/13/2015 11:03 AM
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3, The Complaint

(a) Any person or entity may initiate an administrative
proceeding by submitting a complaint in accordance with
the Policy and these Rules to any Provider approved by
ICANN (Intemet Corporation for Assigned Names and
Numbers). (Due to capacity constraints or for other
reasons, a Provider's ability to accept complaints may be
suspended at times. In that event, the Provider shall
refuse the submission. The person of entity may submit
the complaint to another Provider.)

(b) The complaint including any annexes shall be
submitted in electronic form and shall:

(i) Request that the complaint be subrmitted for
decision in accordance with the Policy and these.
Rules;

(i) Provide the name, postal and e-mail addresses,
and the telephone and telefax numbers of the
Complainant and of any representative authorized
to act for the Complainant in the administrative
proceeding;

(iii) 8pecify a preferred method for communications.
directed to the Complainant in the administrative
proceeding {including person to be contacted,
medium, and address:information) for each of (A)
slectronic-only material and (B) material including
hard copy (whefe applicable);

(iv) Designate whether Complainant elects to have
the dispute decided by a single-member or a thres-
member Panel and, in the event Complainant

and contact details of three candidates to serve as
one of the Panelists (these candidates may be
drawn from any ICANN (Internet Corporation for

gof25 11/13/2015 11:03 AM
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Assigned Names and Numbers)-approved
Provider's list of panelists);

(v) Provide the name of the Respondent
(damain-name holder) and all information
(including any postal and e-mail addresses and
telephone and telefax numbers) known to
Complainant regarding how to contact Respondent
or any representative of Respondent, including
contact information based on pre-complaint
dealings, in sufficient detail to allow the Provider to
send the complaint as described in Paragraph 2(a)
(fen/help/dndr/udro/rules#2a);

(vi) Specify the domain name(s) that is/are the
subject of the complaint;

(vii) Identify the Registrar(s) with whom the domain
name(s) is/are registered at the time the.complaint
is filed;

(vii) Specify the trademark(s) or service mark(s) on
which the complaint is based and, for each mark,
describe the goods or services, if any, with which
the mark is used (Complainant may also separately
describe other goods and services with which it
intends, at the time the complaint is. submitted, to
use the mark in the future.};

(ix) Describe, in accordance with the Policy, the
grounds.on which the complaint is made including,
in particular,

(1) the manner in which the domain name(s)
is/are identical or confusingly similarto a
trademark or service mark in which the
Complainant has rights; and

(2) why the Respondent (domain-name
holder) should be considered as having no

11/13/2015.11:03 AM
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rights or legitimate interests in respect of the
domain name(s) that is/are the subject of the
complaint; and

(3) why the domain name(s) should be
considered as having been registered and
being used in bad faith

(The description should, for-elements (2) and (3),
discuss any aspects of Paragraphs 4(b) (fen/dndr
[udrp/policy.htm#4b) and 4(c) (fen/dndr
{udrp/policy.htm#4c) of the Palicy that are
applicable. The description shall comply with any
word or page limit set forth in the Provider's
Supplemental Rules.);

(x) Specify, in accordance with the Policy, the
remedies sought;.

{xi) Identify any other legal proceedings that have
been commenced or terminated in connection with
or relating to any of the. domain name(s) that are
the subject of the complaint;

(xii) State that Complainant will submit, with respect
to any challenges to a decision in the administrative
proceeding canceling or transferring the domain
name, to the jurigdiction of the courts in.at least
one specified Mutual Jurisdiction;

(xiii) Conclude with the follawing staternent followed
by the signature (in any electronic format) of the
Complainant or its authorized representative:

"Complainant agrees that its claims and
remedies concerning the registration of the
domain name, the dispute, or the dispute’s
resolution shall be solely against the
domain-name holder and waives all such
claims and remedies against (a) the dispute-
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resolution provider and panelists, except in
the case of deliberate wrongdoing, (b) the
registrar, (c) the registry administrator, and
(d) the Internet Corporation for Assigned
Names and Numbers, as well as their
directors, officers, employees, and agents.”

"Complainant certifies that the information
contained in this Complaint is to the best of
Complainant's knowledge complete and
accurate, that this Complaint is not being
presented for any improper purpose, such as
to harass, and that the assertions in this
Complaint are warranted under these Rules
and under applicable law, as it now exists or
as it may be extended by a good-faith and
reasonable argument.”; and

(xiv). Annex any documentary or other evidence,
including a copy of the: Policy applicable to the
domain name(s) in dispute and any trademark or
service mark registration upon which the complaint
reltes, together with a schedule indexing such
evidence..

(c) The complaint may relate to more than one domain
fiame, provided that the domain names are registered by
the samie domain-name holder.

4. Notification of Complaint

{a) The Provider shall submit a verification request to the
Registrar. The verification request will include a request to
Lock the domain name.

(b) Within two (2) business days of receiving the
Provider's verification request, the Registrar shall provide
the information requested in the verification request and
confirm that a Lock of the domain name has been

1} of 25 11/137/2015.11:03 AM
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applied. The Registrar shall not notify the Respondent of
the proceeding until the Lock status has been applied.
The Lock shall remain in place through the remaining
Pendency of the UDRP (Uniform Domain-Name Dispute
Resolution Policy) proceeding. Any updates to the
Respondent's data, such as through the result of a
request by a privacy or proxy provider {o reveal the
underlying customer data, must be made before the two
(2) business day period concludes or before the Registrar
verifies the information fequested and confirms the Lock
to the UDRP (Uniform Domain-Nathe Dispute Resalution
Policy) Provider, whichever occurs first. Any
modification(s) of the Responident's data following the two
(2) business day period may be addressed by the Panel
in its decision.

(c) The Provider shall review the complaint for
administrative compliance with the Policy and these Rules
including any annexes, electronically to the Respondent
and Registrar and shall send Written Notice of the
complaint (together with the explanatory cover sheet

prescribed by the Provider's Suppiemental Rules) to the

Respondent, in the manner prescribed by Paragraph 2(a)
(len/help/dndr/udrp/rules#2a), within three (3) calendar
days following receipt of the fees to be paid by the

‘Complainant in accordance with Paragraph 19 (/fen/help

/dndr/udrp/rules#19).

(d) If the Provider finds the complaint to be
administratively deficient, it shall promptly notify the
Complainant and the Respondent of the nature of the
deficiencies identified. The Complainant shall have five
(5) calendar days within which to correct any such
deficiencies, after which the administrative proceeding will
be deemed withdrawn without prejudice to submission of
a different complaint by Complainant.

(e) If the Provider dismisses the complaint due to an
administrative deficiency, or the Complainant voluntarily
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withdraws its complaint, the Provider shall inform the
Registrar that the proceedings have been withdrawn, and
the Registrar shall release the Lock within one (1)
business day of receiving the dismissal or withdrawal
notice from the Provider.

(f) The date of commencement of the administrative
proceeding shall be the date on which the Provider
completes its responsibilities under Paragraph 2(a)
fen/help/dndr/udrp/rulestiZa) in connection with sending
the complaint to the Respondent,

(9) The Provider shall immediately notify the
Complainant, the Respondent, the concerned
Registrar(s), and ICANN (Internet Corporation for
Assigned Names and Numbers) of the date of
commencement of the administrative proceeding. The
Provider shall inform the Respondent that any corrections
to the Respondent's contact information during the
remaining Pendency of the UDRP (Uniform
Domain-Name Dispute Resolution Policy) praceedings
shall be communicated to the Provider further to Rule
5(c)(ii) and 5(e)(iii).

5. The Response

130f25

(a) Within twenty (20) days of the date of commencement

of the administrative proceeding the Respondent shall

submit a response {o the Provider.

(b) The Respondent may expressly request an additional
four {4) calendar days in which to respond to the
complaint, and the Provider shall automatically grant the
extenision and notify the Parties thereof. This extension
does not preclude any additional extensions that may be
given further to 5(d) of the Rules,

(c) The response, including any annexes, shall be
submitted in electronic form and shall:

11/13/2015 11:03 AM
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(i) Respond specifically to the statements and
allegations contained in the complaint and include
any and all bases for the Respondent
(domain-name holder) to retain registration and use
of the disputed domain name (This portion of the
response shall comply with: any word or page limit
set forth in the Provider's Supplemental Rules.);

(il) Provide the name; postal and-e-mail addresses,
and the telephone and telefax numbers of the
Respondent (domain-name holder) and of any
representative authorized to act for the Respondent
in the administrative proceeding;

(iit) Specify a preferred method for communications
directed to the Respondent in the administrative
proceeding (including person to be contacted,
medium, and address iiformation) for each of (A)
electronic-only material and (B) material including
hard copy (where applicable);

(iv) If Complainant has elected a single-member
panel in the complaint (see Paragraph 3(b)(iv)
([en‘lheip/dndr/udrp/rulés#Sbiv)),».state whether
Réspohdent elects instead to have the dispute
decided by a three-member panel;

(v) If either Complainant or Respondent elects a
three-member Panel, provide the names and
contact details of three candidates to serve as one
of the Panelists (these candidates may be drawn
from any ICANN (Internet ¢
Names anid Numbers)-appr
panelists);

ed Provider's list of

(vi) Idenitify any other legal proceediigs that have
been commenced or terminated in-connection with
or relating to any of the dorain name(s) that are
the subject of the complaint;
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(vii) State that a copy of the response including any
annexes has been sent or transmitted to the
Complainant, in accordance with Paragraph 2(b}
({fen/help/dndriudrp/rules#2b); and

(vii) Conclude with the following statement followed
by the signature (in any electronic format) of the
Respondent or its authorized representative:

*Respondent certifies that the information
contained in this Response is to the best of
Respondent's knowledge complete and
accurate, that this Responsé is not being
presented for any improper purpose, such as
to harass, and that the assertions in this
Response are warranted under these Rules
and under applicable law, as it now exists or
as it may be extended by a good-faith and
reasonable argument.”; and

(ixy Annex any documentary or other evidence upon
which the Respondent relies; together with a
schedule indexing such documents.

(d) If Complainant has elected to have the dispute
decided by a single-member Panel and Respondent
elects a three-member Panel, Respondent shall be
required to pay one-half of the applicable fee for a three-
member Panel as set forth in the Provider's Supplemental
Rules. This payment shall be made together with the
submission of the response to the Provider. In the event
that the required payment is not made, the dispute shall
be decided by a single-member Panel.

(e) At the request of the Respondent, the Provider may, in
exceptional cases, extend the period of time for the filing
of the response. The period may alse be extended by
written stipulation betweén the Parties, provided the
stipulation is approved by the Provider.
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(f) If a Respondent does not submit a response, in the
absence of exceptional circumstances, the Panel shall
decide the dispute based upon the complaint.

6. Appointment of the Panel and Timing of Decision

(a) Each Provider shall maintain and publish a publicly
available list of panelists and their qualifications.

(b) If neither the Complainant northe Respondent has
elected a three-member Panel (Paragraphs 3(b)(iv)
(len/help/dndr/udrp/rules#3biv) and 5(b)(iv) (fen/help
/dndriudrp/rules#5biv)), the Provider shall appoint, within
five (5) calendar days following receipt of the response by
the Provider, or the [apse of the time period for the
submission thereof, a single Panelist from its list of
panelists. The fees for a single-member Panel shall be
paid entirely by the Complainant,

(o} If either the. Complainant or the Respondent elects to
have the dispute decided by a thrée-member Panel, the
Provider shall appoint three Panelists in accordance with
the procedures identified in Paragraph 6(e) (fen/help
[dndr/udrp/rules#Be). The fees for a three-member Panel
shall be paid in their entirety by the Gomplainant, except
where the election for a three-member Panel was made
by the Respondent, in which case the applicable fees
shall be shared equally between the Parties.

(d) Unless it has already elected a three-member Panel,
the Complainant shall submit to the Provider, within five
(5) calendar days of communication of @ response in
which the Respondent elects a three*membér Panel, the
names and contact details of three candidates to serve as
one of the Panelists. These candidates may be drawn
from any ICANN (Internet Corporation for Assigned
Names and Numbers)-approved Provider's list of
panelists,
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(e) In the event that either the Complainant or the
Resporident elects a three-member Panel, the Provider
shall endeavor to appoint one Panelist from the list of
candidates provided by each of the Complainant and the
Respondent. In the event the Provider is unable within
five (5) calendar days to secure the appointment of a
Panelist on its customary terms from either Party's list of
candidates, the Provider shall make that appointment
from its list of panelists. The third Panelist shall be
appointed by the Provider from a list of five candidates
submitted by the Provider to the Parties, the Provider's
selection from among the five being made in a manner
that reasonably balances the preferences of both Parties,
as they may specify to the Provider within five (5)
calendar days of the Provider's submission of the
five-candidate list to the Parties.

(f) Once the entire Panel is appointed, the Provider shall
notify the Parties of the Panelists appointed and the date
by which, absent exceptional circumstances, the Panel
shall forward its decision on the complaint to the Provider.

7. Impartiality and Independence

A Panelist shall be impartial and independent and shall have,
before accepting appointment, disclosed to the Provider any.
circumstances giving rise ta justifiable doubt as to the Panelist's
impartiality or independence. If, at-any stage during the
administrative proceeding, new circumstances arise that could
give rise to justifiable doubt as to the impartiality or
independence of the Panelist, that Panelist shall promptly
disclose stich eircumstances to the Provider. In such event, the
Provider shall have the discretion to appoint a substitute
Panelist.

8. Communication Between Parties and the Panel
Na Party or anyone acting on its behalf may have any unilateral
comrmunication with the Panel. All communications between a
Party and the Panel or the Provider shall be made to a case
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administrator appointed by the Provider in the manner
prescribed in the Provider's Supplemental Rules.

9. Transmission of the File to the Panel

The Provider shall forward the filg to the Panel as soon as the
Panelist is appointed in the case of a Panel consisting of a
single member, or as soon as the last Panelist is appointed in
the case of a three-member Panel.

10. General Powers of the Panel

(a) The Panel shall conduct the administrative proceeding
in such manner as it considers appropriate in accordance
with the Policy and these Rules.

(b) In all cases, the Panel shall ensure that the Parties
are treated with equality and that each Party is given a
fair opportunity to present its case.

(c) The Panel shall ensure that the administrative
proceeding takes place with due expedition. it may, at the.
request of a Party or on its own motion, extend, in
exceptianal cases, a period of time fixed by these Rules
or by the Panel.

(d) The Panel shall determine the admissibility, relevance,
materiality and weight of the evidence.

(e) A Panel shall decide a request by a Party to
consolidate multiple domain name disputes in
accordance with the Policy and these Rules.

11. Language of Proceedings

(a) Unless otherwise agreed by the Parties, or specified
otherwise in the Registration Agreement, the language of
the administrative proceeding shall be the language of
the Registtation Agreement, subject to the authority of the
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Panel to determine otherwise, having regard to the
circumstances of the administrative proceeding.

(b) The Panel may order that any documents submitted in
languages other than the language of the administrative
praceeding be accompanied by a translation in whole or
in part into the language of the administrative proceeding.

12. Further Statements

In addition to the complaint and the response, the Panel may
request, in its sole discretion, further statements or documents
from either of the Parties.

13. In-Person Hearings
There shall be no in-person hearings (including hearings by
teleconferencs, videoconference, and web conference), unless
the Panel determines, in its sole discretion and as an
exceptional matter, that such a hearing is necessary for
deciding the complaint.

14, Default

(a) In the event that a Party, in the absence of exceptional

eircumstances; does not comply with any of the time
periods established by these Rules or the Panel, the

Panel shall proceed to a decision on the complaint.

(b) I a Party, in the absence of exceptional
clrcumstances, does not comply with any provision of, or
requirement under, these Rules or any request from the
Panel, the Panel shall draw such inferences therefrom as
it-considers appropriate,

15, Panel Decisions

19 of25

(a) A Panel shall decide a complaint on the basis of the
statements and documents submitted and in accordance
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with the Policy, these Rules and any rules and principles
of law that it deems applicable.

(b) In the absence of exceptional circumstances, the
Panel shall forward its decision on the complaint to the
Provider within fourteen (14) days of its appointment
pursuant to Paragraph 6 (/fen/help/dndr/udrp/rules#6).

(c) In the case of a three-member Panel, the Panel's
decision shall be made by a majority.

(d) The Panel's decision shall be in writing, provide the
reasons on which it is based, indicate the date on which it
was rendered and identify the name(s) of the Panelist(s).

(e) Panel decisions and dissenting opinions shall
normally comply with the guidelines as-to length set forth
in the Provider's Supplemental Rules. Any dissenting
opinion shall accompany the majority decision. If the
Panel concludes that the dispute is not within the scope
of Paragraph 4(a) {(/en/dndr/udrp/policy.htm#4a) of the
Policy, it shall so state, If after considering the
submissions the Panel finds that the complaint was
brought in bad faith, for example in an attempt at Reverse
Domain Name (Domain Name) Hijacking or was brought
primarily to harass the domain-name holder, the Panel
shall declare in its decision that the complaint was
brought in bad faith and constitutes an abuse of the
administrative proceeding.

16. Communication of Decision to Parties

(a) Within three (3) business days after receiving the
decision fram the Panel, the Provider shall communicate
the full text of the decision to each Party, the concerned
Registrar(s), and ICANN (Internet Corporation for
Assigned Names and Numbers). The concemed
Registrar(s) shall within three (3) business days of
receiving the decision from the Provider communicate to

11/13/2015 11:03 AM




Resources - [CANN

21 0f25

https://www.icann.org/resources/pages/udrp-rules-2015-03-11-en

each Party, the Provider, and ICANN (Internet Corporation
for Assigned Names and Numbers) the date for the
implementation of the decision in accordance with the
Policy.

(b) Except if the Panel determines otherwase {see

Policy), the Provider shall publlsh the full decision and
the date of its implementation on a publicly accessible
web site. In any event, the portion of any decision
determining a complaint to have been brought in bad

faith (see Paragraph 15(e) (fen/help/dndr/udrp/rules#5e)
of these Rules) shall be published.

17. Settlement or Qther Grounds for Termination

(a) If; before the Panel's decision, the Parties-agree on a
settlement, the Panel shall terminate the administrative
proceeding. A settlement shall follow steps 17(a)(i) -
17(a)vii):

(i} The Parties provide written notice of & request to
suspend the proceedings because the parties are
discussing settlement to the Provider.

(ii) The Provider-acknowledges receipt of the
request for suspension and informs the Registrar of
the suspension request and the expected duration
of the suspension.

(iii) The Parties reach a settlement and provide a
standard settlement form to the Provider further to
the Provider's supplemental rules and settlement
form. The standard settlement form is not intended
to be ah agreement itself, but only to summarize
the essential terms of the Parties' separate
settlement agreement. The Provider shall not
disclose the completed standard settlement form to
any third party.
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(iv) The Provider shall canfirm to the Registrar,
copying the Parties, the outcome of the settlement
as it relates to actions that need to be taken by the
Registrar.

{v) Upon receiving notice from the Provider further
to 17(a)(iv}, the Registrar shall remove the Loek
within two (2) business days.

(vi) The Complainant shall ¢onfirm to the Provider
that the settlement as it relates to the domain
name(s) has been implemented further to the
Provider's supplemental rules.

(vii) The Provider will dismiss the proceedings
without prejudice unless otherwise stipulated in the
settlement.

(b) If, before the Panel's decision is made, it becomes
unnecessary or impossible fo continue the administrative
proceeding for any reason, the Panel shall terminate the
admiiristrative proceeding, unless a Party raises justifiable
grounds for objection within a period of-time to be
determined by the Panel.

18. Effect of Court Proceedings

22 of 25

(a) In the event of any legal proceedings initiated prior to
or during an administrative proceeding in respect of a
domain-name dispute that is the subject of the complaint,
the Panel shall have the discretion to decide whether to
suspend or terminate the administrative proceeding, or to
proceed to a decision.

(b) In the event that a Party initiates any legal
proceeding in respect of a domain-name dispute.“tﬁét‘ is
the subject of the complaint, it shall promptly notify the

Panel and the Provider. See Paragraph 8 (fen/help
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Terms and Conditions

This Registration Agreement ("Agreement") sets forth the terms and conditions of your use
of domain name registration and related services ("Services"). In this Agreement "you" and
"your" refer to you and the registrant associated with the WHOIS contact information for the

won

domain name. "We", "us" and "our" refers to NameSilo, LLC.

1. YOUR AGREEMENT: By using the Services, you agree to all terms and conditions of this
Agreement, the UDRP (defined below) and any rules, policies, or agreements published in
association with specific Services and/or which may be adopted or enforced by the Internet
Corporation for Assigned Names and Numbers ("ICANN"), any registry, or governments.

2. CHANGES TO THIS AGREEMENT: This Agreement may change over time, either through
amendments by us, changes to ICANN policy or applicable law which may or may not be
reflected in the text of this Agreement, or otherwise. Before any material changes to this
Agreement become binding on you (other than changes resulting from a change in ICANN
policy or applicable law), we will notify you of such changes by, for example, sending email to
you at your email address of record, or by posting the changes on our web site. If, as a result
of such a change, you no longer agree with the terms of this Agreement, your exclusive
remedies are (a) to transfer your domain name registration services to another registrar, or (b)
to cancel your domain name registration services with us. Your continued use of the Services
following notification of a change in this Agreement indicates your consent to the changes.
Unless otherwise specified by us, any such change binds you: (1) 30 days after we notify you
of the change, or (2) immediately if such change is a result of a new or amended ICANN
policy or applicable law.

w

. YOUR ACCOUNT: You must create an account to use the Services ("Account"). You are solely
responsible for maintaining, securing, updating, and keeping strictly confidential all login IDs
and passwords, and for all access to and use of your Account by you or any third party.

a. ACCOUNT CONTACT INFORMATION AND DOMAIN NAME WHOIS INFORMATION:

i. You must provide certain current, complete and accurate information about you with
respect to your Account information and with respect to the WHOIS information for your
domain name(s). You must maintain and update this information as needed to keep it
current, complete and accurate. You must submit the following with respect to you, the
administrative, technical, and billing contacts for your domain name registration(s) and
other Services: the full name, postal address, e-mail address, voice telephone number,
and fax number if available of the Registered Name Holder; name of authorized person
for contact purposes in the case of an Registered Name Holder that is an organization,
association, or corporation; and the data elements listed in Subsections 3.3.1.2, 3.3.1.7
and 3.3.1.8 of the 2013 ICANN RAA. The type of information you are required to provide
may change and you must provide such information and keep your Account information
current. Not providing requested information may prevent you from obtaining all
Services and you must update any such information within seven (7) days of change.

i. You may provide information regarding the name-servers assigned to your domain
name(s). If you do not provide complete name-server information, we reserve the right
to supply this information (and point your domain name to a website of our choosing)
until such time as you elect to supply the name-server information. Any newly
registered domain names will default to using our name-servers which will load our
default parking page, however, you have the ability to provide new name-server
information by logging into your account.

b. OBLIGATIONS RELATING TO THE ACCOUNT AND WHOIS CONTACT INFORMATION:

i. If, in obtaining Services, you provide information about or on behalf of a third party, you
represent and warrant that you have (a) provided notice to that third party of the
disclosure and use of that party's information as set forth in this Agreement, and (b)
obtained the third party's express written or verbal consent to the disclosure and use of
that party's information as set forth in this Agreement.

i. You represent and warrant that the statements in your application are true and that no
Services are being procured for any unlawful purpose, including but not limited to the
infringement of any intellectual property right, the unauthorized transfer to yourself or
any other party of any domain name or Services, or the violation of any laws, rules, or
regulations (the"lllegal Uses"). Providing inaccurate information and willful failure to
update information within seven (7) days of any change, or failure to respond for over
fifteen (15) days to inquiries concerning the accuracy of contact details associated with
your registration, failing to immediately update information or engaging in any Illegal
Uses will constitute an incurable material breach of this Agreement. Your failure to
respond for over three (3) calendar days to inquiries by us concerning the accuracy of
Account and WHOIS contact information shall constitute an incurable material breach of
this Agreement.

iii. You are responsible for regularly monitoring email sent to the email address in your
Account. You may lose your rights to the domain name(s) or your right to receive the

This site uses cookies to provide you with a better user experience. For more information, refer to our Privacy
onfirm
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MAR 15 2019

Clerk, U.S. District & Bankruptcy
Courts for the District of Columbiz

)
MICR_OSOFT CORPORATION, a )
Washington corporation, ) Case: 1:19-cv-00716 (JURY-DEMAND)
Plaintiff, ) Assigned To : Amy B. Jackson
) Assign. Date : 3/14/2019
v, ; Description: TRO/PI
JOHN DOES 1-2 CONTROLLING A )
COMPUTER NETWORK AND THEREBY )  FILED UNDER SEAL PURSUANT TO
INJURING PLAINTIFF AND ITS ) LOCAL RULE 5.1
CUSTOMERS )
)
Defendants. ) F I L E D
)
)
)
)

EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corp. (“Microsoft”) has filed a complaint for injunctive and other
relief pursuant to: (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the Electronic
Communications Privacy Act (18 U.S.C. § 2701); (3) the Lanham Act (15 U.S.C. §§ 1114(a)(1),
1125(a), (¢)); (4) the Anticybersquatting Consumer Protection Act (15 U.S.C. § 1125(d)); and (5)
the common law of trespass to chattels, unjust enrichment, conversion, intentional interference
with contractual relationships, and unfair competition. Microsoft has moved ex parte for an
emergency temporary restraining order and an order to show cause why a preliminary injunction
should not be granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure, 15 U.S.C.
§ 1116(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of

Microsoft’s Application for an Emergency Temporary Restraining Order, the Court hereby
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makes the following findings of fact and conclusions of law:

1. This Court has jurisdiction over the subject matter of this case, and there is good
cause to believe that it will have jurisdiction over all parties hereto; the Complaint states a claim
upon which relief may be granted against Defendants John Doe 1 and 2 (“Defendants”) under
the Computer Fraud and Abuse Act (18 U.S.C. § 1030), Electronic Communications Privacy
Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 1114, 1125), the Anticybersquatting
Consumer Protection Act (15 U.S.C. § 1125(d)), and common law of trespass to chattels, unjust
enrichment, conversion, intentional interference with contractual relationships, and unfair
competition.

2. There is good cause to believe that Defendants have engaged in and are likely to
engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U.S.C. § 1030),
Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§
1114, 1125), Anticybersquatting Consumer Protection Act (15 U.S.C. § 1125(d)) and constitute
common law of trespass to chattels, unjust enrichment, conversion, and tortious interference
with prospective and actual business relations, and that Microsoft is, therefore, likely to prevail
on the merits of this action;

3. Microsoft owns the registered trademarks “Microsoft,” “Windows Live,” “Office
365,” “Outlook,” “Hotmail” and “OneDrive” used in connection with its services, software and
products.

4. There is good cause to believe that, unless Defendants are restrained and enjoined
by Order of this Court, immediate and irreparable harm will result from the Defendants’
ongoing violations. The evidence set forth in Microsoft’s Brief in Support of Application for a

Temporary Restraining Order and Order to Show Cause Re Preliminary Injunction (“TRO
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Application™), and the accompanying declarations and exhibits, demonstrates that Microsoft is
likely to prevail on its claim that Defendants have engaged in violations of the foregoing law by:

a. intentionally accessing and sending malicious software, code, and instructions
to the protected computers, operating systems, and computer networks of
Microsoft and the customers of Microsoft, without authorization or exceeding
authorization, in order to

i. infect those computers and computer networks with malicious code and
thereby gain control over those computers and computer networks;

ii. attack and compromise the security of those computers and computer
networks by conducting remote reconnaissance, stealing authentication
credentials, monitoring the activities of users, and using other
instrumentalities of theft;

iii. steal and exfiltrate information from those computers and computer
networks;

b. deploying computers and Internet domains to establish a command and
control infrastructure by which means Defendants conduct illegal activities,

including attacks on computers and networks, monitoring activities of users,
and theft of information;

¢. corrupting Microsoft’s operating system and applications on victims’
computers and networks, thereby using them to monitor the activities of users
and steal information from them;

5. There is good cause to believe that if such conduct continues, irreparable harm
will occur to Microsoft, Microsoft’s customers, and the public. There is good cause to believe
that the Defendants will continue to engage in such unlawful actions if not immediately
restrained from doing so by Order of this Court;

6. There is good cause to believe that immediate and irreparable damage to this
Court’s ability to grant effective final relief will result from the sale, transfer, or other
disposition or concealment by Defendants of command and control software that is hosted at
and otherwise operates through the Internet domains listed in Appendix A to the Complaint and

from the destruction or concealment of other discoverable evidence of Defendants’ misconduct
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available via those domains, including on user computers infected by Defendants, if Defendants
receive advance notice of this action. Based on the evidence cited in Microsoft’s TRO
Application and accompanying declarations and exhibits, Microsoft is likely to be able to prove
that:

a. Defendants are engaged in activities that directly violate United States law
and harm Microsoft and the public, including Microsoft’s customers;

b. Defendants have continued their unlawful conduct despite the clear injury to
the foregoing interests;

c. Defendants are likely to delete or to relocate the command and control
software at issue in Microsoft’s TRO Application and the harmful and
malicious software disseminated through the Internet domains listed in
Appendix A, thereby permitting them to continue their illegal acts; and

7. Microsoft’s request for this emergency ex parte relief is not the result of any lack
of diligence on Microsoft’s part, but instead based upon the nature of Defendants’ unlawful
conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b), 15 U.S.C. § 1116(a) and 28
U.S.C. § 1651(a), good cause and the interest of justice require that this Order be Granted
without prior notice to Defendants, and accordingly, Microsoft is relieved of the duty to provide
Defendants with prior notice of Microsoft’s motion.

8. There is good cause to believe that Defendants have specifically directed their
activities to computers of Microsoft’s customers located in the District of Columbia, have
engaged in illegal activity using the Internet domains identified in Appendix A to the
Complaint by directing malicious code and content to said computers of Microsoft’s customers
to further perpetrate their illegal conduct victimizing Microsoft’s customers. There is good
cause to believe that Defendants have directed said malicious code and content through certain

instrumentalities — specifically the domains and the domain registration facilities of the domain

registries identified in Appendix A.
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9. There is good cause to believe that Defendants have engaged in illegal activity by
using the domain registration facilities of the domain registries identified in Appendix A to
register the Internet domains identified in Appendix A, so as to deliver from those domains the
malicious code, content, and commands that Defendants use to access Microsoft’s services
without authorization and to infect and compromise the computers of Microsoft’s customers,
and to receive the information stolen from those computers.

10.  There is good cause to believe that Defendants have engaged in illegal activity by
using deceptive and fake methods to steal computer users’ login and/or account credentials and
to use such credentials for illegal purposes.

11.  There is good cause to believe that to immediately halt the injury caused by
Defendants, Defendants must be prohibited from accessing Microsoft’s services without
authorization and prohibited from sending malicious code, content and commands from the
Internet domains identified in Appendix A to the computers of Microsoft’s customers.

12.  There is good cause to believe that Defendants have engaged in illegal activity
using the Internet domains identified in Appendix A to host the command and control software
and content used to infect and compromise the computers and networks of Microsoft’s
customers and to steal information from them. There is good cause to believe that to
immediately halt the injury caused by Defendants, each of Defendants’ current and prospective
domains set forth in Appendix A must be immediately redirected to the Microsoft-secured
name-servers named NS149.microsoftinternetsafety.net and NS150.microsoftinternetsafety.net,
thus making them inaccessible to Defendants for command and control purposes.

13.  There is good cause to believe that to immediately halt the injury, the execution of

this Order should be carried out in a coordinated manner by Microsoft and by the domain
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registries identified in Appendix A on such date and time within ten days of this Order as may
be reasonably requested by Microsoft.

14.  There is good cause to believe that Defendants may change the Internet domains
that they use to conduct illegal activities, and that Microsoft may identify and update the
domains listed in Appendix A as may be reasonably necessary to account for additional Internet
domains associated with Defendants just prior to the execution of this Order and within a
reasonable time thereafter should Defendants attempt to evade and defy this Order.

15.  There is good cause to permit notice of the instant Order, notice of the
Preliminary Injunction hearing and service of the Complaint by formal and alternative means,
given the exigency of the circumstances and the need for prompt relief. The following means of
service are authorized by law, satisfy Due Process, and satisfy Fed. R. Civ. P. 4(f)(3) and are
reasonably calculated to notify Defendants of the instant order, the Preliminary Injunction
hearing and of this action: (1) transmission by email, facsimile, mail and/or personal delivery to
the contact information provided by Defendants to Defendants’ domain registrars and hosting
companies and as agreed to by Defendants in Defendants’ domain registration and/or hosting
agreements, (2) publishing notice on a publicly available Internet website, (3) by personal
delivery upon Defendants, to the extent Defendants provided accurate contact information in the
U.S.; and (4) personal delivery through the Hague Convention on Service Abroad or similar
treaties upon Defendants, to the extent Defendants provided accurate contact information in
foreign countries that are signatories to such treaties.

TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

IT IS THEREFORE ORDERED that, Defendants, Defendants’ representatives, and

persons who are in active concert or participation with Defendants, are temporarily restrained
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and enjoined from: (1) intentionally accessing and sending malicious software or code to
Microsoft and the protected computers and operating systems of Microsoft and Microsoft’s
customers, without authorization, in order to infect those computers; (2) intentionally attacking
and compromising computers or computer networks of Microsoft or Microsoft’s customers, to
monitor the activities of the owners or users of those computers or computer networks, and to
steal information from those computers or networks; (3) configuring, deploying, operating, or
otherwise participating in or facilitating a command and control infrastructure described in the
TRO Application, including but not limited to the command and control software hosted at and
operating through the Internet domains set forth in Appendix A and through any other
component or element of the command and control infrastructure at any location; (4) stealing
information from Microsoft’s customers; (5) misappropriating that which rightfully belongs to
Microsoft, its customers, or in which Microsoft or its customers have a proprietary interest; (6)
downloading or offering to download additional malicious software onto the computers of
Microsoft’s customers; or (7) undertaking any similar activity that inflicts harm on Microsoft,
Microsoft’s customers, or the public.

IT IS FURTHER ORDERED that, Defendants, Defendants’ representatives, and
persons who are in active concert or participation with Defendants are temporarily restrained and
enjoined from (1) using and infringing Microsoft’s trademarks, including specifically
Microsoft’s registered trademark “Microsoft,” bearing registration number 5449084, “Hotmail,”
bearing registration number 2165601, “Outlook,” bearing registration number 4255129,
“Windows Live,” bearing registration number 3765517, “OneDrive,” bearing registration
number 4941897, “OneDrive,” bearing registration number 4661770, “OneDrive,” bearing

registration number 4827884, “Office 365,” bearing registration number 4380754, and/or other
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trademarks, trade names, service marks, or Internet Domain addresses or names; (2) using in
connection with Defendants’ activities, products, or services any false or deceptive designation,
representation or description of Defendants or of their activities, whether by symbols, words,
designs or statements, which would damage or injure Microsoft or give Defendants an unfair
competitive advantage or result in deception of consumers; or (3) acting in any other manner
which suggests in any way that Defendants’ activities, products or services come from or are
somehow sponsored by or affiliated with Microsoft, or passing off Defendants’ activities,
products or services as Microsoft’s.

IT IS FURTHER ORDERED that, with respect to any currently registered Internet
domains set forth in Appendix A, the domain registries shall take the following actions:

A. Within five (5) business days of receipt of this Order, shall unlock and
change the registrar of record for the domain to MarkMonitor or such other registrar specified by
Microsoft. To the extent the registrar of record does not assist in changing the registrar of record
for the domain under its control, the domain registry for the domain, or its administrators,
including backend registry operators or administrators, within five (5) business days of receipt of
this Order, shall change, or assist in changing, the registrar of record for the domain to
MarkMonitor or such other registrar specified by Microsoft. The purpose of this paragraph is to
ensure that Microsoft has control over the hosting and administration of the domain in its
registrar account at MarkMonitor or such other registrar specified by Microsoft. Microsoft shall
provide to the domain registry or registrar of record any requested registrar information or
account details necessary to effectuate the foregoing.

B. The domain shall be made active and shall resolve in the manner set forth

in this order, or as otherwise specified by Microsoft, upon taking control of the domain;
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C. The domain shall be redirected to secure servers by changing the
authoritative name servers to NS151.microsoftinternetsafety.net and
NS152.microsoftinternetsafety.net and, as may be necessary, the [P addresses associated with
name servers or taking other reasonable steps to work with Microsoft to ensure the redirection of
the domain and to ensure that Defendants cannot use it to make unauthorized access to
computers, infect computers, compromise computers and computer networks, monitor the
owners and users of computers and computer networks, steal information from them or engage in
any other activities prohibited by the Injunction;

D. The WHOIS registrant, administrative, billing and technical contact and
identifying information should be the following, or other information as may be specified by
Microsofft:

Domain Administrator

Microsoft Corporation

One Microsoft Way

Redmond, WA 98052

United States

Phone: +1.4258828080

Facsimile: +1.4259367329

domains@microsoft.com

E. Prevent transfer, modification or deletion of the domain by Defendants
and prevent transfer or control of the domain to the account of any party other than Microsoft;

F. Take all steps required to propagate to the foregoing changes through the
Domain Name System (“DNS”), including domain registrars.

IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary
Injunction hearing and service of the Complaint may be served by any means authorized by law,

including (1) transmission by email, facsimile, mail and/or personal delivery to the contact

information provided by Defendants to Defendants’ domain registrars and/or hosting companies
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and as agreed to by Defendants in the domain registration and/or hosting agreements, (2)
publishing notice on a publicly available Internet website, (3) by personal delivery upon
Defendants, to the extent Defendants provided accurate contact information in the U.S.; and (4)
personal delivery through the Hague Convention on Service Abroad or similar treaties upon
Defendants, to the extent Defendants provided accurate contact information in foreign countries
that are signatories to such treaties.

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Proced'ure 65(b)
that the Defendants shall appear before this Court on ﬁpﬂ ‘ ,3 ’ wlgt\ _[0_900 shfvﬁv/}
cause, if there is any, why this Court should not enter a Preliminary Injunction, pending final
ruling on the Complaint against Defendants, enjoining Defendants from the conduct
temporarily restrained by the preceding provisions of this Order.

IT IS FURTHER ORDERED that Microsoft shall post bond in the amount of
$50,000 to be paid into the Court registry.

IT IS FURTHER ORDERED that Microsoft may identify and update the domains
in Appendix A to the Complaint as may be reasonably necessary to account for additional
Internet domains associated with Defendants’ illegal conduct just prior to or within a
reasonable time after the execution of this Order.

IT IS FURTHER ORDERED that Defendants shall file with the Court and serve on
Microsoft’s counsel any answering affidavits, pleadings, motions, expért reports or
declarations and/or legal memoranda no later than one (1) day prior to the hearing on

Microsoft’s request for a preliminary injunction.

IT IS SO ORDERED
-V\ -
Entered this l S day of March, 2019

, UNITED STATES DISTRICT JUDGE
T a.m.
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

MICROSOFT CORPORATION, a
Washington corporation,

Plaintiff,
aint Civil Action No:

V.

JOHN DOES 1-2 CONTROLLING A
COMPUTER NETWORK
THEREBY INJURING PLAINTIFF
AND ITS CUSTOMERS,

FILED UNDER SEAL PURSUANT
TO LOCAL CIVIL RULE 5

Defendants.

Nt Nt st st st it it st it it “wut it st “wmtt

EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corporation (“Microsoft”) has filed a complaint for injunctive and
other relief pursuant to: (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the
Electronic Communications Privacy Act (18 U.S.C. § 2701); (3) the Lanham Act (15 U.S.C. §§
1114(a)(1), 1125(a), (c)); (4) the Anticybersquatting Consumer Protection Act (15 U.S.C. §
1125(d)); and (5) the common law of trespass to chattels, unjust enrichment, conversion and
intentional interference with contractual relationships. Microsoft has moved ex parte for an
emergency temporary restraining order and an order to show cause why a preliminary injunction
should not be granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure, 15 U.S.C.
§ 1116(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of

Microsoft’s Ex Parte Application for an Emergency Temporary Restraining Order and Order to



Case 1:19-cv-01582-LO-JFA Document 19 Filed 12/18/19 Page 2 of 48 PagelD# 1182

Show Cause re Preliminary Injunction, the Court hereby makes the following findings of fact
and conclusions of law:

1. This Court has jurisdiction over the subject matter of this case, and there is good
cause to believe that it will have jurisdiction over all parties hereto; the Complaint states a claim
upon which relief may be granted against Defendants John Doe 1 and 2 (“Defendants”) under
the Computer Fraud and Abuse Act (18 U.S.C. § 1030), the Electronic Communications Privacy
Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 1114, 1125), the Anticybersquatting
Consumer Protection Act (15 U.S.C. § 1125(d)), and common law of trespass to chattels, unjust
enrichment, conversion, and intentional interference with contractual relationships.

2. There is good cause to believe that Defendants have engaged in and are likely to
engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U.S.C. § 1030),
the Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§
1114, 1125), the Anticybersquatting Consumer Protection Act (15 U.S.C. § 1125(d)) and
constitute common law of trespass to chattels, unjust enrichment, conversion, and intentional
interference with contractual relationships, and that Microsoft is, therefore, likely to prevail on
the merits of this action;

3. Microsoft owns the registered trademarks Microsoft, Windows, Hotmail, Outlook,
and Office 365 and numerous other trademarks used in connection with its services, software
and products. There is good cause to believe that, unless Defendants are restrained and enjoined
by Order of this Court, immediate and irreparable harm will result from the Defendants’
ongoing violations. The evidence set forth in Microsoft’s Brief in Support of Ex Parte
Application for a Temporary Restraining Order and Order to Show Cause Re Preliminary

Injunction (“TRO Application™), and the accompanying declarations and exhibits, demonstrates
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that Microsoft is likely to prevail on its claim that Defendants have engaged in violations of the
foregoing law by:

a. intentionally accessing and sending malicious software, code, and instructions
to the protected computers, operating systems, and computer networks of
Microsoft and the customers of Microsoft, without authorization or exceeding
authorization, in order to

i. steal and exfiltrate information from those computers and computer
networks;

ii. infect those computers and computer networks with malicious code and
thereby gain control over those computers and computer networks;

iii. attack and compromise the security of those computers and computer
networks by conducting remote reconnaissance, stealing authentication
credentials, monitoring the activities of users, and using other
instrumentalities of theft;

b. deploying computers and Internet domains to establish a command and
control infrastructure by which means Defendants conduct illegal activities,
including attacks on computers and networks, monitoring activities of users,
and theft of information;

c. corrupting Microsoft’s operating system and applications on victims’

computers and networks, thereby using them to monitor the activities of users
and steal information from them;

4, There is good cause to believe that if such conduct continues, irreparable harm
will occur to Microsoft, Microsoft’s customers, and the public. There is good cause to believe
that the Defendants will continue to engage in such unlawful actions if not immediately
restrained from doing so by Order of this Court.

5. There is good cause to believe that immediate and irreparable damage to this
Court’s ability to grant effective final relief will result from the sale, transfer, or other
disposition or concealment by Defendants of command and control software that is hosted at
and otherwise operates through the Internet domains listed in Appendix A to the Complaint and

from the destruction or concealment of other discoverable evidence of Defendants’ misconduct
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available via those domains, including on user computers infected by Defendants, if Defendants
receive advance notice of this action. Based on the evidence cited in Microsoft’s TRO
Application and accompanying declarations and exhibits, Microsoft is likely to be able to prove
that:

a. Defendants are engaged in activities that directly violate United States law
and harm Microsoft and the public, including Microsoft’s customers;

b. Defendants have continued their unlawful conduct despite the clear injury to
the foregoing interests;

¢. Defendants are likely to delete or to relocate the command and control
software at issue in Microsoft’s TRO Application and the harmful and
malicious software disseminated through the Internet domains listed in
Appendix A to the Complaint, thereby permitting them to continue their
illegal acts; and

d. Defendants are likely to warn their associates engaged in such activities if
informed of Microsoft’s action.

6. Microsoft’s request for this emergency ex parte relief is not the result of any lack
of diligence on Microsoft’s part, but instead based upon the nature of Defendants’ unlawful
conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b), 15 U.S.C. § 1116(a) and 28
U.S.C. § 1651(a), good cause and the interest of justice require that this Order be Granted
without prior notice to Defendants, and accordingly, Microsoft is relieved of the duty to provide
Defendants with prior notice of Microsoft’s motion.

7. There is good cause to believe that Defendants have specifically directed their
activities to computers of Microsoft’s customers located in Virginia and the Eastern District of
Virginia, have engaged in illegal activity using the Internet domains identified in Appendix A
to the Complaint by using those domains to deceive users of Microsoft’s products and services
and by directing malicious code and content to said computers of Microsoft’s customers to

further perpetrate their illegal conduct victimizing Microsoft’s customers. There is good cause
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to believe that Defendants have directed said malicious code and content through certain
instrumentalities — specifically the domains and the domain registration facilities of the domain
registries identified in Appendix A to the Complaint.

8. There is good cause to believe that Defendants have engaged in illegal activity by
using the domain registration facilities of the domain registries identified in Appendix A to the
Complaint to register the Internet domains identified in Appendix A, so as to deceive
Microsoft’s customers to steal credentials for their Microsoft accounts, and to deliver from those
domains the malicious code, content, and commands that Defendants use to access Microsoft’s
services without authorization and to infect and compromise the computers of Microsoft’s
customers, and to receive the information stolen from those accounts and computers.

9. There is good cause to believe that Defendants have engaged in illegal activity by
using deceptive and fraudulent methods to steal computer users’ account credentials and to use
such credentials for illegal purposes.

10.  There is good cause to believe that to immediately halt the injury caused by
Defendants, Defendants must be prohibited from accessing Microsoft’s services without
authorization and prohibited from sending malicious code, content and commands from the
Internet domains identified in Appendix A to the Complaint to the computers of Microsoft’s
customers.

11.  There is good cause to believe that Defendants have engaged in illegal activity
using the Internet domains identified in Appendix A to the Complaint to host the command and
control software and content used to infect and compromise the computers and networks of
Microsoft’s customers and to steal information from them. There is good cause to believe that

to immediately halt the injury caused by Defendants, each of Defendants’ current and
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prospective domains set forth in Appendix A to the Complaint must be immediately redirected
to the Microsoft-secured name-servers named NS151.microsoftinternetsafety.net and
NS152.microsoftinternetsafety.net, thus making them inaccessible to Defendants for command
and control purposes.

12.  There is good cause to believe that to immediately halt the injury, the execution of
this Order should be carried out in a coordinated manner by Microsoft and by the domain
registries identified in Appendix A to the Complaint on such date and time within five (5) days
of this Order as may be reasonably requested by Microsoft.

13.  There is good cause to believe that Defendants may change the Internet domains
that they use to conduct illegal activities, and that Microsoft may identify and update the
domains listed in Appendix A to the Complaint as may be reasonably necessary to account for
additional Internet domains associated with Defendants just prior to the execution of this Order
and within a reasonable time thereafter should Defendants attempt to evade and defy this Order.

14.  There is good cause to permit notice of the instant Order, notice of the
Preliminary Injunction hearing and service of the Complaint by formal and alternative means,
given the exigency of the circumstances and the need for prompt relief. The following means of
service are authorized by law, satisfy Due Process, and satisfy Fed. R. Civ. P. 4(f)(3) and are
reasonably calculated to notify Defendants of the instant order, the Preliminary Injunction
hearing and of this action: (1) transmission by email, facsimile, mail and/or personal delivery to
the contact information provided by Defendants to Defendants’ domain registrars and hosting
companies and as agreed to by Defendants in Defendants® domain registration and/or hosting
agreements, (2) publishing notice on a publicly available Internet website, (3) by personal

delivery upon Defendants, to the extent Defendants provided accurate contact information in the
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U.S.; and (4) personal delivery through the Hague Convention on Service Abroad or similar
treaties upon Defendants, to the extent Defendants provided accurate contact information in
foreign countries that are signatories to such treaties.
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE
IT IS THEREFORE ORDERED that, Defendants, Defendants’ representatives, and
persons who are in active concert or participation with Defendants, are temporarily restrained
and enjoined from: (1) intentionally accessing and sending malicious software or code to
Microsoft and the protected computers and operating systems of Microsoft and Microsoft’s
customers, without authorization, in order to infect those computers; (2) intentionally attacking
and compromising computers or computer networks of Microsoft or Microsoft’s customers, to
monitor the activities of the owners or users of those computers or computer networks, and to
steal information from those computers or networks; (3) configuring, deploying, operating, or
otherwise participating in or facilitating a command and control infrastructure described in the
TRO Application, including but not limited to the command and control software hosted at and
operating through the Internet domains set forth in Appendix A to the Complaint and through
any other component or element of the command and control infrastructure at any location; (4)
stealing information from Microsoft’s customers; (5) misappropriating that which rightfully
belongs to Microsoft, its customers, or in which Microsoft or its customers have a proprietary
interest; (6) downloading or offering to download additional malicious software onto the
computers of Microsoft’s customers; or (7) undertaking any similar activity that inflicts harm on
Microsoft, Microsoft’s customers, or the public.
IT IS FURTHER ORDERED that, Defendants, Defendants’ representatives, and

persons who are in active concert or participation with Defendants are temporarily restrained and
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enjoined from (1) using and infringing Microsoft’s trademarks, including specifically
Microsoft’s registered trademarks Microsoft, Windows, Hotmail, OQutlook, and Office 365 and/or
other trademarks, trade names, service marks, or Internet Domain addresses or names containing
or infringing such trademarks, trade names or service marks; (2) using in connection with
Defendants’ activities, products, or services any false or deceptive designation, representation or
description of Defendants or of their activities, whether by symbols, words, designs or
statements, which would damage or injure Microsoft or give Defendants an unfair competitive
advantage or result in deception of consumers; or (3) acting in any other manner which suggests
in any way that Defendants’ activities, products or services come from or are somehow
sponsored by or affiliated with Microsoft, or passing off Defendants’ activities, products or
services as Microsoft’s.

IT IS FURTHER ORDERED that, with respect to any currently registered Internet
domains set forth in Appendix A to this Order and the Complaint, the domain registries shall
take the following actions:

A. Within five (5) business days of receipt of this Order, shall unlock and
change the registrar of record for the domain to MarkMonitor or such other registrar specified by
Microsoft. To the extent the registrar of record does not assist in changing the registrar of record
for the domain under its control, the domain registry for the domain, or its administrators,
including backend registry operators or administrators, within five (5) business days of receipt of
this Order, shall change, or assist in changing, the registrar of record for the domain to
MarkMonitor or such other registrar specified by Microsoft. The purpose of this paragraph is to
ensure that Microsoft has control over the hosting and administration of the domain in its

registrar account at MarkMonitor or such other registrar specified by Microsoft. Microsoft shall
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provide to the domain registry or registrar of record any requested registrar information or
account details necessary to effectuate the foregoing.

B. The domain shall be made active and shall resolve in the manner set forth
in this order, or as otherwise specified by Microsoft, upon taking control of the domain;

C. The domain shall be redirected to secure servers by changing the
authoritative name servers to NS096A .microsoftinternetsafety.net and
NS096B.microsoftinternetsafety.net and, as may be necessary, the IP addresses associated with
name servers or taking other reasonable steps to work with Microsoft to ensure the redirection of
the domain and to ensure that Defendants cannot use it to make unauthorized access to
computers, infect computers, compromise computers and computer networks, monitor the
owners and users of computers and computer networks, steal information from them or engage in
any other activities prohibited by the Injunction;

D. The WHOIS registrant, administrative, billing and technical contact and
identifying information should be the following, or other information as may be specified by
Microsoft:

Domain Administrator

Microsoft Corporation

One Microsoft Way

Redmond, WA 98052

United States

Phone: +1.4258828080

Facsimile: +1.4259367329

domains@microsoft.com

E. Prevent transfer, modification or deletion of the domain by Defendants
and prevent transfer or control of the domain to the account of any party other than Microsoft;

F. Take all steps required to propagate to the foregoing changes through the

Domain Name System (“DNS”), including domain registrars.
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IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary
Injunction hearing and service of the Complaint may be served by any means authorized by law,
including (1) transmission by email, facsimile, mail and/or personal delivery to the contact
information provided by Defendants to Defendants’ domain registrars and/or hosting companies
and as agreed to by Defendants in the domain registration and/or hosting agreements, (2)
publishing notice on a publicly available Internet website, (3) by personal delivery upon
Defendants, to the extent Defendants provided accurate contact information in the U.S.; and (4)
personal delivery through the Hague Convention on Service Abroad or similar treaties upon
Defendants, to the extent Defendants provided accurate contact information in foreign countries
that are signatories to such treaties.

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(b)

that the Defendants shall appear before this Court or:j Cnm 3 F AC)DDat K\’%E’o show
cause, if there is any, why this Court should not enter a Preliminary Injunction, pending final
ruling on the Complaint against Defendants, enjoining Defendants from the conduct
temporarily restrained by the preceding provisions of this Order.

IT IS FURTHER ORDERED that Microsoft shall post bond in the amount of
$50,000 to be paid into the Court registry.

IT IS FURTHER ORDERED that Microsoft may identify and update the domains
in Appendix A to this Order and the Complaint as may be reasonably necessary to account
for additional Internet domains associated with Defendants’ illegal conduct just prior to or
within a reasonable time after the execution of this Order.

IT IS FURTHER ORDERED that Defendants shall file with the Court and serve on

Microsoft’s counsel any answering affidavits, pleadings, motions, expert reports or

10
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declarations and/or legal memoranda no later than one (1) day prior to the hearing on

Microsoft’s request for a preliminary injunction.

IT IS SO ORDERED

-
Entered this J 7 day of December, 2019 = - \-Q)g(
UNITED STATES Dlﬁ" T.I JUDGE
D'clow Uuited alaies Listriet logp
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

LOCAL RULE 5

)
SOPHOS LIMITED, a United Kingdom )
limited company, and SOPHOS INC., a )
Massachusetts corporation, )
)
Plaintiffs, )
)
L ) Civil ActionNo: | ' 2.0 ev S0 X
JOHN DOES 1-2, ;
Deferdants. ; FILED UNDER SEAL PURSUANT TO
)
)
)

EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiffs Sophos Limited and Sophos Inc. (collectively, “Sophos™) have filed a
complaint for injunctive and other relief pursuant to: (1) the Computer Fraud and Abuse Act, 18
U.S.C. § 1030; (2) Trademark Infringement under the Lanham Act, 15 U.S.C. § 1114 er seq.; (3)
False Designation of Origin under the Lanham Act, 15 U.S.C. § 1125(a); (4) Trademark Dilution
under the Lanham Act, 15 U.S.C. § 1125(c); and (5) Unjust Enrichment. Sophos has moved ex
parte for an emergency temporary restraining order and an order to show cause why a
preliminary injunction should not be granted pursuant to Rule 65(b) of the Federal Rules of Civil
Procedure, 15 U.S.C. § 1116(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the All Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of
Sophos’s Ex Parte Application for an Emergency Temporary Restraining Order and Order to

Show Cause re Preliminary Injunction, the Court hereby makes the following findings of fact
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