










“Star Blizzard then uses the stolen credentials to log in to a target’s email account, where they are known to access and steal

emails and attachments from the victim’s inbox. They have also set up mail-forwarding rules, giving them ongoing visibility of

victim correspondence.”

Furthermore, the actor has used their access to a victim email account to access mailing-list data and a victim’s contacts list,

which they then use for follow-on targeting. They have also used compromised email accounts for further phishing activity.

A number of mitigations will be useful in defending against the activity, the advisory stated. These include:

Using multi-factor authentication (MFA) to reduce the impact of password compromises.

Protecting devices and networks by keeping them up to date.

Enabling email providers’ automated email scanning features.

Disabling mail-forwarding.
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The revelations detailing alleged Russian state-sponsored attempts to influence democratic processes should come as no

surprise, commented Chris Morgan, senior cyber threat intelligence analyst at cyber security firm ReliaQuest. “For several years,

multiple Western countries have accused Russia of attempting to conduct espionage against its adversaries, sowing

disinformation and otherwise seeking to undermine democratic processes. Such covert activities also allow Russia to extract

sensitive information, maintain persistence within systems of organizations of strategic interest and obtain intelligence to guide

Russian foreign policy.”

The attribution to StarBlizzard is also not unexpected, Morgan said. “The group has previously used domain impersonation to

facilitate theft of credentials, while regularly rotating their infrastructure to avoid detection. Despite being agile and sophisticated,

such APT groups continue to use rudimentary techniques – largely because they work.”
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Upcoming Events

Anti-Financial Crime Exchange Europe 2024

September 19-20

Frankfurt, Germany
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OT Cybersecurity Summit

October 28 - 29, 2024

Norris Conference Center, Houston CityCentre, TX
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Automotive Cyber Security Europe 2024 | Automotive IQ

11 - 14 November 2024

The Westin Grand Frankfurt, Germany
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Digital Identity Week

09 - 10 September, 2025

Sydney, Australia
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Subscribe to our Free Newsletter

Insights from the world’s foremost thought leaders delivered to your inbox.

SUBSCRIBE

Latest Webinars

Preventing financial and reputational risk with process intelligence

 2024-05-23

 11:00 AM - 12:00 PM EDT

Learn how to manage risk stemming from poorly controlled processes in a collaborative way

Building high-performing development teams: Harnessing tools, processes & AI

 2024-05-02

 11:00 AM - 12:00 PM EDT

Discover how to enhance your development team’s efficiency through advanced tools, Agile methodologi...

Building cyber resilience

 2024-04-24

 11:30 AM - 12:30 PM SGT

Why it’s essential that technology seamlessly connects IT, security, risk and the business

MORE WEBINARS

IOTW: Victoria Court

recordings exposed in

suspected ransomware

attack

 2024-01-05

By Michael Hill

IOTW: Russia-linked

cyber attack targets

Ukraine’s biggest phone

operator

 2023-12-15

By Michael Hill

BEC attacks on law firms

spike as cyber criminals

bypass MFA

 2023-12-07

By Michael Hill

IOTW: Data breach

exposes sensitive

information of Canadian

Government employees

 2023-11-24

By Michael Hill

https://www.processexcellencenetwork.com/process-excellence/webinars/process-intelligence-preventing-financial-and-reputational-risk
https://www.processexcellencenetwork.com/process-excellence/webinars/process-intelligence-preventing-financial-and-reputational-risk
https://www.processexcellencenetwork.com/process-excellence/webinars/process-intelligence-preventing-financial-and-reputational-risk
https://www.processexcellencenetwork.com/process-excellence/webinars/process-intelligence-preventing-financial-and-reputational-risk
https://www.processexcellencenetwork.com/business-agility/webinars/dev-teams-tools-processes-ai
https://www.processexcellencenetwork.com/business-agility/webinars/dev-teams-tools-processes-ai
https://www.processexcellencenetwork.com/business-agility/webinars/dev-teams-tools-processes-ai
https://www.processexcellencenetwork.com/business-agility/webinars/dev-teams-tools-processes-ai
https://www.cshub.com/security-strategy/webinars/building-cyber-resilience
https://www.cshub.com/security-strategy/webinars/building-cyber-resilience
https://www.cshub.com/security-strategy/webinars/building-cyber-resilience
https://www.cshub.com/security-strategy/webinars/building-cyber-resilience
https://www.cshub.com/events?filter_format=WEB
https://www.cshub.com/attacks/news/iotw-victoria-court-recordings-exposed-in-suspected-ransomware-attack
https://www.cshub.com/attacks/news/iotw-victoria-court-recordings-exposed-in-suspected-ransomware-attack
https://www.cshub.com/attacks/news/iotw-victoria-court-recordings-exposed-in-suspected-ransomware-attack
https://www.cshub.com/attacks/news/iotw-victoria-court-recordings-exposed-in-suspected-ransomware-attack
https://www.cshub.com/attacks/news/iotw-victoria-court-recordings-exposed-in-suspected-ransomware-attack
https://www.cshub.com/attacks/news/iotw-victoria-court-recordings-exposed-in-suspected-ransomware-attack
https://www.cshub.com/contributor/michael-hill
https://www.cshub.com/attacks/news/iotw-russia-linked-cyber-attack-targets-ukraines-biggest-phone-operator
https://www.cshub.com/attacks/news/iotw-russia-linked-cyber-attack-targets-ukraines-biggest-phone-operator
https://www.cshub.com/attacks/news/iotw-russia-linked-cyber-attack-targets-ukraines-biggest-phone-operator
https://www.cshub.com/attacks/news/iotw-russia-linked-cyber-attack-targets-ukraines-biggest-phone-operator
https://www.cshub.com/attacks/news/iotw-russia-linked-cyber-attack-targets-ukraines-biggest-phone-operator
https://www.cshub.com/attacks/news/iotw-russia-linked-cyber-attack-targets-ukraines-biggest-phone-operator
https://www.cshub.com/contributor/michael-hill
https://www.cshub.com/attacks/news/bec-attacks-on-law-firms-spike-as-cyber-criminals-bypass-mfa
https://www.cshub.com/attacks/news/bec-attacks-on-law-firms-spike-as-cyber-criminals-bypass-mfa
https://www.cshub.com/attacks/news/bec-attacks-on-law-firms-spike-as-cyber-criminals-bypass-mfa
https://www.cshub.com/attacks/news/bec-attacks-on-law-firms-spike-as-cyber-criminals-bypass-mfa
https://www.cshub.com/attacks/news/bec-attacks-on-law-firms-spike-as-cyber-criminals-bypass-mfa
https://www.cshub.com/contributor/michael-hill
https://www.cshub.com/attacks/news/iotw-data-breach-exposes-sensitive-information-of-canadian-government-employees
https://www.cshub.com/attacks/news/iotw-data-breach-exposes-sensitive-information-of-canadian-government-employees
https://www.cshub.com/attacks/news/iotw-data-breach-exposes-sensitive-information-of-canadian-government-employees
https://www.cshub.com/attacks/news/iotw-data-breach-exposes-sensitive-information-of-canadian-government-employees
https://www.cshub.com/attacks/news/iotw-data-breach-exposes-sensitive-information-of-canadian-government-employees
https://www.cshub.com/attacks/news/iotw-data-breach-exposes-sensitive-information-of-canadian-government-employees
https://www.cshub.com/contributor/michael-hill


FIND CONTENT BY TYPE

News Case Studies

Interviews White Papers

Videos

CYBER SECURITY HUB COMMUNITY

About Us Power10

Contact Us Advertise with us

Cookie Policy User Agreement

Become a Contributor All Access from CS Hub

Become a Member Today Media Partners

ADVERTISE WITH US

Reach Cyber Security professionals through cost-effective marketing opportunities to deliver your message, position yourself as a thought

leader, and introduce new products, techniques and strategies to the market.

Advertise Now

JOIN THE CYBER SECURITY HUB COMMUNITY

Join CSHUB today and interact with a vibrant network of professionals, keeping up to date with the industry by accessing our wealth of

articles, videos, live conferences and more.

Learn more

Cyber Security Hub, a division of IQPC

© 2024 All rights reserved. Use of this site constitutes acceptance of our User Agreement, Privacy Policy and Cookies Settings.

Careers With IQPC| Contact Us | About Us | Cookie Policy

     

https://www.cshub.com/become-a-member-today

