














“Star Blizzard then uses the stolen credentials to log in to a target's email account, where they are known to access and steal
emails and attachments from the victim's inbox. They have also set up mail-forwarding rules, giving them ongoing visibility of
victim correspondence!”

Furthermore, the actor has used their access to a victim email account to access mailing-Llist data and a victim's contacts list,
which they then use for follow-on targeting. They have also used compromised email accounts for further phishing activity.

A number of mitigations will be useful in defending against the activity, the advisory stated. These include:

¢ Using multi-factor authentication (MFA) to reduce the impact of password compromises.
e Protecting devices and networks by keeping them up to date.

¢ Enabling email providers automated email scanning features.

¢ Disabling mail-forwarding.

The revelations detailing alleged Russian state-sponsored attempts to influence democratic processes should come as no
surprise, commented Chris Morgan, senior cyber threat intelligence analyst at cyber security firm ReliaQuest. “For several years,
multiple Western countries have accused Russia of attempting to conduct espionage against its adversaries, sowing
disinformation and otherwise seeking to undermine democratic processes. Such covert activities also allow Russia to extract
sensitive information, maintain persistence within systems of organizations of strategic interest and obtain intelligence to guide
Russian foreign policy:"

The attribution to StarBlizzard is also not unexpected, Morgan said. “The group has previously used domain impersonation to
facilitate theft of credentials, while regularly rotating their infrastructure to avoid detection. Despite being agile and sophisticated,
such APT groups continue to use rudimentary techniques - largely because they work!”
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