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IN THE UNITED STATES DISTRICT COURT ~rork .S, District & Bankruptcy
FOR THE DISTRICT OF COLUMBIA ;ﬂl?‘% tor the District of Columbia

Microsoft Corporation, a Washington State
Corporation, NGO-ISAC, a New York State
Non-Profit Organization, Case: 1:24-cv- :
Assigned To : Unassigned
Assign. Date : 9/24/2024

Plaintifs, Description: TRO/PI (D-DECK)
V.
John Does 1-2, Controlling A Computer FILED UNDER SEAL PURSUANT TO
Network and Thereby Injuring Plaintiff and Its LOCAL RULE 5.1
Customers,
Defendants.

APPLICATION OF MICROSOFT AND NGO-ISAC FOR AN EMERGENCY EX PARTE
TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE RE
PRELIMINARY INJUNCTION

Plaintiff Microsoft Corporation (“Microsoft”) and NGO Information Sharing and Analysis
Center (“NGO-ISAC”) (collectively “Plaintiffs”) by their attorneys, pursuant to Federal Rule of
Civil Procedure 65(b) and (c), the Computer Fraud and Abuse Act (18 U.S.C. § 1030), the
Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 1114,
1116, 1125), District of Columbia common law, and the All Writs Act (28 U.S.C. § 1651)
respectfully move the Court for an emergency ex parte temporary restraining order and order to
show cause why a preliminary injunction should not issue.

As discussed in Plaintiffs’ Memorandum in Support of this Application, Plaintiffs request
an order transferring ownership of domains through which John Does 1-2 (“Defendants™)
perpetuate an unlawful spear-phishing operation, known as “Star Blizzard™. The Star Blizzard

Defendants are Russia-based cybercriminals, who attempt to acquire sensitive information or

access computers by sending a fake email message that appears to be legitimate, with the goal of
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having the victim interact further with the email (referred to as the “lure”), including, for example,
clicking on links in the perceived legitimate email or providing login credentials. The Star Blizzard
Defendants steal confidential and personal information that they leverage to commit further
cybercrimes consistent with pro-Russian interests
The requested ex parte relief is necessary because if Star Blizzard Defendants are given
advance notice, they will act to significantly impede, if not entirely preclude, Plaintiffs’
ability to obtain effective relief against the Star Blizzard operation. John Does 1-2 are part
of a highly technical and sophisticated cyber-criminal organization and are capable of
quickly adapting the command-and-control infrastructure to avoid enforcement of the order
and detection if they are given advance notice of the takedown relief sought by Plaintiffs.
Plaintiffs’ Application is based on this Application, Plaintiffs’ Memorandum in Support of
TRO Application, the declarations of Sean Ensz (Microsoft), [an Gottesman (NGO-ISAC), Natalia
Krapiva (Access Now), Yotaro Sherman (Carnegie Corporation of New York), and Jeffrey L.
Poston in support of Plaintiffs’ Application and the exhibits attached thereto, the pleadings on file
in this action, and on such arguments and evidence may be presented at the hearing on this
Application.
Plaintiffs respectfully request oral argument on this Application be set for September 24,

2024 or as soon thereafter as the Court deems possible.
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

Microsoft Corporation, a Washington State
Corporation, NGO-ISAC, a New York State
Non-Profit Organization,

Civil Action No.
Plaintiff,

V.

John Does 1-2, Controlling A Computer FILED UNDER SEAL PURSUANT TO
Network and Thereby Injuring Plaintiff and Its LOCAL RULE 5.1
Customers,

Defendants.

MEMORANDUM IN SUPPORT OF APPLICATION OF MICROSOFT AND NGO-ISAC
FOR AN EMERGENCY EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Pursuant to Rule 65 of the Federal Rules of Civil Procedure, Plaintiffs Microsoft
Corporation (“Microsoft”) and NGO Information Sharing and Analysis Center (“NGO-ISAC”)
(collectively “Plaintiffs) seek an emergency ex parte temporary restraining order (“TRO”) and a
preliminary injunction against John Does 1-2, who operate a sophisticated Russia-based,
cybercriminal operation known as “Star Blizzard.” The Star Blizzard Defendants have targeted
and continue to target Microsoft’s customers, including NGO-ISAC and its member organizations,
and the general public, that work to oppose the Russian government and are adverse to Russia’s

interests or global and domestic policy (such as its invasion of Ukraine).

I INTRODUCTION



Star Blizzard is a Russian-based organization that engages in spear phishing' through the
misuse of Microsoft’s trademarks and good will to access illegally the systems and data of
Microsoft’s customers, including NGO-ISAC. The Star Blizzard Defendants leverage this illegal
access to impersonate individuals and organizations online, infiltrate email accounts, and
exfiltrate-or steal- sensitive and confidential information from online accounts.

To carry out their spear phishing operation, the Star Blizzard Defendants establish and
operate a network of websites, domains, and computers on the Internet, which they use to
compromise the security of their victims, and steal their sensitive information. These domains
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comprise the Star Blizzard Defendants’ “command and control infrastructure” (also referred to as
a “C2 infrastructure”) and are identified in Appendix A to Plaintiffs’ concurrently filed Complaint;
and also attached as Exhibit 1 to the Declaration of Jeffrey L. Poston in Support of Plaintiffs’ TRO
Application (“Poston Decl.”) § 6.

The unlawful acts of the Star Blizzard Defendants cause great damage to Microsoft by
exploiting Microsoft’s famous and highly-regarded trademarks, products, and services to infiltrate
email accounts. The Star Blizzard Defendants also cause immense damage to NGO-ISAC and its
member organizations by impersonating the member organizations, infiltrating their email
systems, and exfiltrating sensitive data related to the organizations’ objectives and policy goals.
These unlawful acts cause Microsoft and NGO-ISAC irreparable harm for which no monetary

recourse is available or sufficient. Accordingly, Plaintiffs seek ex parte injunctive relief to transfer

ownership of the domains that form this command and control infrastructure in order to cripple

! Spear phishing, as used by Plaintiffs Microsoft and NGO-ISAC in this action, is a type of
personalized attack in which the threat actor or cybercriminal attempts to acquire sensitive
information or access a computer by sending a fake email message that appears to be legitimate,
with the goal of having the victim interact further with the email (referred to as the “lure”). See
Declaration of Sean Ensz in Support of Plaintiffs’ TRO Application (“Ensz Decl.”) § 5.



the Star Blizzard Defendants’ ability to carry out future spear phishing attacks. Disabling these
domains will cause the command and control infrastructure to be disbanded and disable the Star
Blizzard Defendants’ ability to carry out further attacks against Microsoft, its customers, NGO-
ISAC, its member organizations, and the public.

Ex parte relief is essential. Notice to the Star Blizzard Defendants would provide them
with an opportunity to destroy, move, conceal, or otherwise make inaccessible the instrumentalities
they use to direct the Star Blizzard operation and the evidence of their unlawful activity. As
described in Section IV.D, infra, Courts in numerous cases involving Microsoft have granted this
form of relief to disable a cyber criminal’s operation to prevent further illegal cybercrime schemes.
The Court should grant the same here.

II. STATEMENT OF FACTS

A. Microsoft’s Services and Reputation

Microsoft is one of the world’s leading technology companies, providing complete, open,
and integrated computer software programs and hardware systems. Ensz Decl. §47. Microsoft®
is a provider of the Windows® operating system, and a variety of other software and services
including Outlook®, OneDrive®, and Office365®. Id. Due to the high quality and effectiveness
of Microsoft’s products and services and the expenditure of significant resources by Microsoft to
market those products and services, Microsoft has generated substantial goodwill with its
customers, establishing a strong brand and developing the Microsoft name and the names of its
products and services into strong and famous world-wide symbols that are well-recognized within
its channels of trade. Id. Microsoft has registered trademarks representing the quality of its
products and services and its brand, including Microsoft®, Windows®, Outlook®, OneDrive®,
and Office365®. Copies of the trademark registrations for these trademarks are attached as

Appendix B to this Complaint. Microsoft’s Digital Crimes Unit (“DCU”) is the Microsoft division



responsible for protecting Microsoft and its customers against cybercrime threats. DCU is an
international team of technical, legal and business experts that has been fighting cybercrime,
protecting individuals and organizations, and safeguarding the integrity of Microsoft services since
2008.2 One of DCU’s responsibilities is to investigate cybersecurity threats and identify and
attribute attacks, like it has done here with the Star Blizzard operation and Defendants. Ensz Decl.
99 2-5.

B. NGO-ISAC’s Services and Reputation

NGO-ISAC is a 501(c)(3) nonprofit corporation comprised of representatives from non-
governmental organizations (“NGO”) that collaborate to improve the security of US-based
organizations. Declaration of Ian Gottesman in Support of Plaintiffs’ TRO Application
(“Gottesman Decl.”) 9 4. NGO-ISAC is focused on the cybersecurity posture of US-based
nonprofits and NGOs through information sharing, training and education programs, and
specialized cybersecurity consulting services, all tailored to empower and protect nonprofits. /d.
NGO-ISAC has worked with over 200 NGOs in the United States to improve their cybersecurity.
These member organizations work in important areas such as human rights, peace and
disarmament, and scientific research on diseases. Id. § 5. Each of NGO-ISAC’s member
organizations have cultivated reputations in their areas of practices and face cybersecurity threats
such as Star Blizzard that threaten to undermine the organizations’ efficacy and reputation. /d. 9
9, 13, 15. To serve NGO-ISAC’s organizational objectives and to protect the cybersecurity of its
member organizations, NGO-ISAC partner with many private sector partners, including with

Microsoft. Id. 9 10.

2 Digital Crimes Unit: Leading the fight against Cybercime, Microsoft, available at
https://news.microsoft.com/on-the-issues/2022/05/03/how-microsofts-digital-crimes-unit-fights-
cybercrime/ (May 3, 2022).




C. The John Doe Defendants Operate Star Blizzard

1. What is Star Blizzard?

The Star Blizzard Defendants are hostile, Russia-based cybercriminals that launch
cyberattacks against American companies, non-profits, think tanks, information security
companies, the intelligence community and individuals who are involved in foreign policy,
promote anti-Russia interests, or are in positions of diplomatic significance, including former and
current U.S. ambassadors and other high-ranking diplomats. Declaration of Natalia Krapiva in
Support of Plaintiffs’ Ex Parte Application for Temporary Restraining Order (“Krapiva Decl.”) §
14; Ensz Decl. §10. Star Blizzard’s malicious and criminal activities are carried out by John Does
1-2. Ensz Decl. q 10.

The Star Blizzard Defendants’ campaigns in recent years have targeted over 30
organizations, in addition to personal accounts of individuals. The Star Blizzard Defendants
primarily targets organizations and individuals in NATO countries, particularly the US and the
UK, with occasional targeting of entities in other countries in the Baltics, the Nordics, and Eastern
Europe. Id. For instances, the Star Blizzard Defendants targeted the government sector of Ukraine
in the months leading up to the invasion by Russia, and Western governments and NGOs opposed
to Russia’s invasion. /d.

2. The Star Blizzard Defendants’ Modus Operandi

Star Blizzard employs spear phishing to perpetrate their attacks. Ensz Decl. § 5. Spear
phishing is a type of personalized attack in which the cybercriminal attempts to acquire sensitive
information or access a computer by sending a fake email message that appears to be legitimate,
with the goal of having the victim interact further with the email (referred to as the “lure”). Id. 99
5-6. The Star Blizzard Defendants engineer these emails to deceive their victims into thinking that

they are responding to a legitimate email and to trick them into opening a malicious link or



attachment or providing sensitive information, including credentials or confidential information.
Id. 4 15. In doing so, the Star Blizzard Defendants aim to gain unfettered access and control of the
victim’s inbox, so that it can commit further cybercrimes largely against organizations that work
to oppose the Russian government and are adverse to Russia’s interests or global and domestic
policy (such as its invasion of Ukraine). Id. This includes the Star Blizzard Defendants targeting
former U.S. Ambassador to Ukraine, Steven Pifer. Krapiva Decl. 9] 14.

The Star Blizzard Defendants have built a command and control infrastructure involving a
network of website domains. Ensz Decl. § 54. A website domain is also known as a web address
and is used to identify a website and allow users on the internet to access the website. These
website domains are identified in Appendix A to the Complaint. /d.; Poston Decl. § 6, Ex. 1.

The Star Blizzard Defendants use these domains to carry out these attacks by (1)
impersonating known contacts’ email accounts, (2) creating fake social media profiles, (3) using
email address from providers such as Outlook (to increase the appearance of “legitimacy” and to
purposefully mislead the victim into thinking that an email from Microsoft account is benign and
legitimate), and (4) creating malicious domains that resemble legitimate organizations (such as
Microsoft, NGO-ISAC, or the NGO-ISAC member organizations). Ensz Decl. q 15-20;
Gottesman Decl. 49 14-17. Plaintiffs bring this action to take down this technical infrastructure
and render the Star Blizzard Defendants incapable of continuing their attacks. Ensz Decl. 49 54-
62; Gottesman Decl.qq 18-19.

The Star Blizzard Defendants leverage Microsoft systems and programs, such as Outlook,
Office365, or OneDrive to further increase the perceived legitimacy of the attack. In doing so, the
Star Blizzard Defendants capitalize and misuse the brand recognition that Microsoft has cultivated

and the trust Microsoft has built with its customers. Ensz Decl. q 47.



3. The Star Blizzard Defendants’ Attack Chain

A Star Blizzard attack begins with online reconnaissance efforts of publicly available
information to identify targets, which includes scouring social medial platforms, networking
platforms, organization contact lists, and other public facing sources of intelligence. Ensz Decl. 9
15-18. The purpose of these reconnaissance efforts is to capture information that the Star Blizzard
Defendants can use to craft a personalized spear phishing email. Id. The social engineering
involved exploits the target’s human psychology, rather than technological vulnerabilities.
Gottesman Decl. 4 14. By way of explanation, if the Star Blizzard Defendants are trying to attack
an NGO-ISAC member organization, they will have more success if the target believes they are
emailing with an industry colleague. Id. So, reconnaissance in this circumstance would identify
industry events and then send an email to the target pretending to have attended that industry
event—(i.e., an outreach email based on reconnaissance efforts that demonstrate that the target
spoke at a panel: “Thank you for speaking at the panel, I would like to talk more about your
presentation”) are more likely to engender a response compared to a generic phishing email that is
not personalized. Id.

Another example of a reconnaissance effort is identifying individuals in a target’s network.
This would allow the Star Blizzard Defendants to send an introduction email such as “I received
your name from [contact in target’s network], and they recommended I reach out because you are
the subject matter expert in a field I am also interested in.” Ensz Decl. 99 15, 21. Because this
reconnaissance is the prerequisite for sending a targeting and personalized spear phishing email—
rather than some generic attempt—these efforts are necessary to effectively carry out a successful
spear phish, otherwise the spear phishing email may go ignored. Gottesman Decl. § 14.

Once the operation identifies a target, the Star Blizzard Defendants then begin the next



phase of their attack: using various consumer email provider (such as Microsoft-owned Outlook)
to sign up or open a new email account to act as the sender of the spear phishing email to the target.
Ensz Decl. 9 19-21. To do this, the Star Blizzard Defendants will register new email accounts at
various consumer email providers, such as Microsoft-owned Outlook. /d. 4 19. Star Blizzard
intentionally designs these registered email addresses to match or look similar to legitimate email
addresses and account names. Id. An example of this would be misspelling a name by one letter
so that the target does not catch the difference: using “5” instead of “s” or “nn” instead of “m.”
Because the fake email addresses often go undetected, the Star Blizzard Defendants are able to
reuse these accounts. /d. 4 20. If detected, the Star Blizzard Defendants simply create new email
accounts that appear to look legitimate. /d.

The next step is the actual delivery of the spear phishing email. Ensz Decl. 9 19-28. The
Star Blizzard Defendants use these impersonated accounts to establish contact with the target. /d.
9 21. The communication appears legitimate, and the Star Blizzard Defendants develop rapport
with the victim, who is then more likely to further the interaction. /d. If the target responds, the

rapport building then escalates to the sending of a fictitious attachment. /d. FIGURE 1, below,

depicts an actual example of a Star Blizzard-initiated spear phishing email. Ensz Decl. q 21.

| shared the paper. Did you get it?

Cheers,

From:
Sent:
To: @0
Subject: Re: Wondering wh

| know you have your hands full at the moment, but nevertheless thought this would interest you (attached)

FIGURE 1



In this example, the correspondence begins with the sender sharing an article of interest and
acknowledging that the recipient is busy. Because the victim does not suspect that this email is a
lure, they respond and further engage in the conversation, asking the sender to share the
attachment. The Star Blizzard Defendants (the purported sender) then send a follow up confirming
that they shared the requested paper. It is at this point that Defendants attach a file or includes a
link to a file share platform like OneDrive. Ensz Decl. 4 24-28. The secondary email (containing
the file or the link) is the weaponized email, which is the email that is integral to the spear phishing
effort. /d. The goal of the Star Blizzard Defendants are for the target to open the document or click
on the link. /d.

Sometimes, as in the example above, the sender will be someone external to the target’s
organization; in other instances, the Star Blizzard Defendants will impersonate a manager of a
particular organization and will use the “sender’s” authority to lure the recipient into opening a
link. Ensz Decl. 9 12-22. These spear phishing emails would be addressed to the sender’s
“colleagues,” would reference internal practices, that leads the recipient to believe that the lure is
a legitimate email coming from a manager. /d.

The Star Blizzard Defendants use different methods to deliver a document that encourages
the recipient to interact with the document and/or the link contained within: (1) including a link to
the document in the body of an email, (2) attaching a PDF file that contains a link, or (3) sending
OneDrive link to a PDF file. Ensz Decl. 99 24-28. Each of these methods encourage the same end
result: the victim clicks on the link, which redirects them to a domain controlled by the Star
Blizzard Defendants, and then unsuspectingly enters login credentials to its Microsoft account. /d.
In each instance the Star Blizzard Defendants use tactics such as impersonating and imitating a

OneDrive file or other file sharing platform, request the victim to open the document by click



multiple buttons (each of which can redirect the victim to a Star Blizzard-controlled domain), or
claiming that there is an “error” with preview so that the victim must actually open the document
to see the attachment. /d. If the recipient is expecting an email with an attachment (this is why
the “benign” rapport building at the outset regarding shared interests is critical), they will not be
suspicious of a link or an attachment (the way a recipient may be suspicious if they receive the
attachment out of the blue). /d. Regardless of the method of delivery of the file, when the target
clicks the link, the link redirects them to a Star Blizzard-controlled domain, which means that the
Star Blizzard Defendants have access to whatever information a victim enters onto that
website. Ensz Decl. q 28.

After clicking on the redirect link, the Star Blizzard Defendants present the victim with a
webpage that appears to be a Microsoft login page (for example, an Outlook or Office365 login
page), but in reality, it is a spoofed page that the Star Blizzard Defendants control. /d. 99 29-33,
40. The recipient of the spear phishing email, thinking that the login page is a legitimate Microsoft
login page to access their account, will enter their login credentials. /d. Once redirected to the
login page, the framework prompts the target for authentication, mirroring the sign-in page for a
legitimate provider, allowing the Star Blizzard Defendants to intercept any credentials. /d. Once
a victim inputs their login credentials, the Star Blizzard Defendants are able to capture the
credential (as well as any two-factor authentication that the account may have implemented, e.g.,
login credentials as well as a one-time code sent to an email address connected with that username
and password). Ensz Decl. 99 31-33. To avoid detection, the Star Blizzard Defendants further
redirect the victim to a website or document (e.g., the “document” that was the lure for the attack)
so that the target remains unaware that they have been compromised. /d. 9 33.

Once the victim enters the credentials, the next step is data exfiltration. /d. 9 34-35. In
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some cases, the Start Blizzard Defendants can take advantage rules (such as a forwarding rule) that
would automatically forward an email received by the victim to another email address (in this case,
a Star Blizzard-owned email address). /d. 9 34. By setting up automatic forwarding rules, the Star
Blizzard Defendants ensure that they have long-term access to the exfiltrated data. Id. In other
cases, the Star Blizzard Defendants have been able to use its persistent access to the inbox, to
exfiltrate mailing lists and other contact information to continue the scheme. /d. The Star Blizzard
Defendants are able to later use the credentials to access the victims’ email account, and leverage
that access and the data stolen from those accounts to launch additional cybercrimes. Ensz Decl.
94 34-35; Gottesman Decl. 4 12-13, 15-17.

D. Harm to Microsoft and NGO-ISAC

The Star Blizzard Defendants have affirmatively targeted Microsoft customers in the
United States, specifically the Washington, D.C. area. Ensz Decl. 49 44-45. To carry out their
criminal operation, the Star Blizzard Defendants use Microsoft based software and services. I1d.
29 (Star Blizzard spear phishing email may include a link to a OneDrive file, which is fabricated
to appear legitimate, enticing the target to click on the link, which appears as a Microsoft login
page). If the victim uses OneDrive regularly, they will be unsuspecting that a link to a purported
OneDrive document is malicious or compromised; indeed, the victim may believe that the link has
been “vetted” by Microsoft’s cybersecurity software. Id.. The Star Blizzard Defendants’ use of
Microsoft brands and trademarks is meant to confuse Microsoft’s customers into clicking on
malicious links that they believe are associated with and owned by Microsoft. Ensz Decl. 9 47.
When the victim realizes that they have been attacked, they hold Microsoft responsible for or
complicit in the attack and customers may incorrectly attribute these problems to Microsoft’s

products and services, thereby diluting and tarnishing the value of these trademarks and brands.
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1d. 99 49, 51.

Likewise, the Star Blizzard Defendants damage NGO-ISAC and its member organizations
through impersonation campaigns. Ensz Decl. § 52; Gottesman Decl. 49 15-17. The Star Blizzard
Defendants’ impersonation, credential theft, and exfiltration of sensitive data are particularly
damaging, as it can impact the targeted victim’s career and reputation, as well as the reputation of
the NGO the victim is associated with and the overall efficacy of the NGO’s policy work objective.
Ensz Decl. 49 52-53. For example, Carnegie Corporation of New York is an NGO-ISAC member
organization®, that has been targeted by the Star Blizzard Defendants. Gottesman Decl. 9 15;
Declaration of Yotaro Sherman in Support of Plaintiffs’ TRO Application (“Sherman Decl.”) 9
7-14. The Star Blizzard Defendants impersonated Carnegie Corporation of New York’s grant
program and through the impersonation efforts sent additional spear phishing emails to grantees.
Gottesman Decl. 9 15; Sherman Decl. 49 9-11. In these emails, “Carnegie Corporation of New
York” informed the target that reporting related to their grant was overdue* and they would need
to login in to complete the reporting. Sherman Decl. § 10. The email also included a link to the
“login” page that masked itself as a legitimate login page for Carnegie Corporation’s grant portal,
and referenced “Carnegie Fluxx,” which is the name of the portal used by Carnegie Corporation.
Id. 4 9. In addition to causing confusion amongst the spear phishing targets, as many believed the

impersonation emails to be legitimate, the Star Blizzard Defendants were able to capture login

3 Carnegie Corporation issues grants as part of its program on International Peace and Security,
including for research and analysis of Russia foreign and domestic policy. As part of Carnegie
Corporations’s focus on Russia-related issues, Carnegie Corporation has authored a report
analyzing how Russia’s invasion of Ukraine has adversely affected US-based Russian Studies
efforts. Sherman Decl. q 1, n. 1; Wilfred Chan, How Russian Studies Is Grappling with the War
in Ukraine, Carnegie Corporation of New York, available at https://www.carnegie.org/our-
work/article/how-russian-studies-is-grappling-with-the-war-in-ukraine/ (May 3, 2024).

“ If a grantee has an overdue report related to one grant, they will not be able to obtain grant
money funds related to a different.
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credential that would give Defendants access to sensitive information concerning project-specific
grants. Id. 9 10, 13-14. The Star Blizzard Defendants attacks have required NGO-ISAC’s
member organizations to commit resources to their data and network security. Gottesman Decl. q
16. NGO-ISAC has also focused resources on victims of Star Blizzard attacks who are both
impersonated as part of these campaigns and targeted by these impersonations as part of spear
phishing campaigns. Id. 4 17. Many of these victims are former US Government officials who
now work at NGOs on issues that are adverse to Russia’s global and domestic policy objectives.
Id. 'When successful, these spear phishing threats can lead to time consuming and costly
remediation efforts. For example, victims are forced to change bank accounts that were tied to
compromised emails, struggle to get personal information removed from the internet, must work
with their network of peers to alert others to the issue, and create new email accounts. /d. As a
result of the spear phishing and impersonation campaign of the Carnegie Fluxx grant portal by the
Star Blizzard Defendants, Carnegie Corporation had to expend resources to notify 2,600 grantee
contacts of the attack and warn them that the emails they received were not legitimate. Sherman
Decl. 9 15. Even when these campaigns do not successfully breach accounts, they slow down
victims’ ability to work, eroding trust within the attacked communities, making their work harder
and less effective. Gottesman Decl. 9 17.
III. LEGAL STANDARD

Federal Rule of Civil Procedure 65 authorizes the court to grant a temporary restraining
order and preliminary injunction when the moving party demonstrates that absent such relief it
will endure immediate and irreparable injury. Fed. R. Civ. P. 65(b). The purpose of a preliminary
injunction is to protect the status quo and to prevent irreparable harm during the pendency of a

lawsuit and to preserve the court’s ability to render a meaningful judgment on the merits. Gold v.
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State Plaza, Inc., 435 F. Supp. 2d 110, 119 (D.D.C. 2006) (finding an order maintaining the status
quo “is appropriate when a serious legal question is presented, the public interest is served, denial
of the requested relief would inflict irreparable injury on the movant and when little if any injury
would befall the respondent”). A plaintiff must show: (1) that it “is likely to succeed on the merits;”
(2) that it “is likely to suffer irreparable harm in the absence of preliminary relief;” (3) “that the
balance of equities tips in [its] favor;” and (4) “that an injunction is in the public interest.” Robert
Half Int’l Inc. v Billingham, 315 F. Supp. 3d 419, 426 (D.D.C. 2018) (quoting Winter v. Nat. Res.
Def. Council, Inc., 555 U.S. 7 (2008)). “[1]t is generally recognized that ‘trademark infringement
by its very nature causes irreparable injury.” Breaking the Chain Found., Inc. v. Capitol Educ.
Support, Inc., 589 F. Supp. 2d 25, 30 (D.D.C. 2008) (granting permanent injunction and noting
“Defendant’s continuing disregard for Plaintiffs rights” and “public interest favors protecting
against further violation of federal trademark laws”).

IV.  PLAINTIFFS’ REQUESTED RELIEF IS WARRANTED.

As described herein, there is a very high likelihood that Plaintiffs will succeed on the
merits. Plaintiffs, their customers, member organizations, and the public will continue to be
irreparably harmed if the Star Blizzard Defendants are able to continue their cybercriminal
operation. Every day that passes gives the Star Blizzard operation further opportunity to carry out
additional spear phishing attacks, steal email credentials, and invade the privacy of the victims’
email inboxes. Unless enjoined, the Star Blizzard Defendants will continue to irreparably harm
Plaintiffs. Plaintiffs’ requested relief is warranted because the effect on third parties (such as
domain registries) will be negligible and temporary. Comparatively, if a TRO and preliminary
injunction are issued, no legitimate interest of Star Blizzard Defendants will be harmed—indeed,

they do not have any legitimate interest that would allow them to continue committing cybercrime.
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Finally, the public interest also weighs heavily in favor of relief because the same injury inflicted
on Plaintiffs and their customers by the Star Blizzard Defendants affect the public, because they
too are victims of the Star Blizzard Defendants’ criminal activity. Accordingly, this matter
presents a quintessential case for injunctive relief.

A. Plaintiffs Are Likely to Succeed on the Merits.

Plaintiffs are likely to succeed on the merits of their claims and as such, their request for a
TRO and a preliminary injunction should be granted. Plaintiffs’ Complaint sets forth the following
statutory and common law claims: violations of the Computer Fraud and Abuse Act (18 U.S.C. §
1030); violations of the Electronic Communications Privacy Act (18 U.S.C. § 2701); Trademark
Infringement, False Designation of Origin, and Trademark Dilution under the Lanham Act (15
U.S.C. §§ 1114 et seq.); and the common law claims of trespass, conversion, and unjust
enrichment. Even at this early stage in the proceedings, the record demonstrates that Plaintiffs will
be able to establish the elements of each of their claims. The evidence in support of Plaintiffs’
TRO application is based on the diligent work of experienced investigators and is supported by
substantial empirical evidence and forensic documentation. In short, there is no legitimate dispute
about what the Star Blizzard Defendants do and the damage they cause. Given the strength of
Plaintiffs’ evidence, the likelihood of success on the merits weighs heavily in favor of granting
injunctive relief.

1. The Star Blizzard Defendants Violate the Computer Fraud and Abuse
Act

Congress enacted the Computer Fraud and Abuse Act (the “CFAA”) specifically to deter
hacking and to address computer crime. See, e.g., Lewis-Burke Assocs., LLC v. Widder, 725 F.
Supp. 2d 187, 194 (D.D.C. 2010); Hedgeye RiskMgmt., LLC v. Heldman, 271 F. Supp. 3d 181,

195 (D.D.C. 2017) (discussing criminal aspects of CFAA which is designed to target “hackers”).
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Inter alia, the CFAA penalizes a party that intentionally accesses a protected computer without
authorization or exceeds authorized access, and thereby obtains information from any protected
computer. 18 U.S.C. § 1030(a)(2)(C).

A “protected computer” is a computer “used in interstate or foreign commerce or
communication. Human Touch DC, Inc. v. Merriweather,2015 WL 12564166, at *4 (D.D.C. May
26, 2015) (finding “computers connected to the internet are part ‘of a system that is inexorably
intertwined with interstate commerce’”).

The phrase “exceeds authorized access” means “to access a computer with authorization
and to use such access to obtain or alter information in the computer that the accessor is not entitled
to obtain or alter.” 18 U.S.C. § 1030(e)(6). This includes password or credential theft in order to
access an account that the defendants would otherwise not have authorization to access. Psychas
v. Dist. Dep't of Transportation, 2019 WL 4644503, at *5 (D.D.C. Sept. 24, 2019).

Although a criminal statute, the CFAA also provides a private cause of action for any
person “suffer[ing] damage or loss” from a violation of the act, if the plaintiff demonstrates loss
or damage in excess of $5,000. 18 U.S.C. § 1030(g). The CFAA defines loss as “any reasonable
cost to any victim, including the cost of responding to an offense, conducting a damage assessment,
and restoring the data, program. system, or information to its condition prior to the offense, and
any revenue lost, cost incurred, or other consequential damages incurred because of interruption
of service.” 18 U.S.C. § 1030(e)(11); Human Touch, 2015 WL 12564166, at *4 (plaintiff met
$5,000 requirement where plaintiff spent “more than $5,000 in resources and personnel hours,
including hiring legal counsel, to remedy Defendant's unauthorized access and taking.”). “The
CFAA . . .permit[s] plaintiffs to aggregate multiple intrusions or violations for the purposes of

meeting the $5,000 statutory threshold.” See Sprint Nextel Corp. v. Simple Cell, Inc., 2013 WL
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3776933, at *7 (D. Md. July 17, 2013) (citations omitted).

In sum, to prevail on their CFAA claim, Plaintiffs must establish that the Star Blizzard
Defendants accessed a protected computer, without authorization, for the purpose of obtaining
information or defrauding others, which resulted in loss or damage in excess of $5,000. The Star
Blizzard Defendants use spear phishing and credential theft to gain access to the victims’
computers and networks without permission—indeed, the Star Blizzard Defendants spear phishing
attacks frick victims into sharing login credentials. See Ensz Decl. 9 15-33. Once the Star
Blizzard Defendants have obtained credentials through ill-gotten means, they exfiltrate sensitive
data from victims. Id. 9 34. In other instances, the Star Blizzard Defendants impersonates a
trusted NGO-ISAC member organization in order access the victims’ computers without
authorization. Gottesman Decl. 9 15-16; see also Krapiva Decl. 9 10, 18, 20, 30. The Star
Blizzard Defendants’ conduct is precisely the type of activity that the CFAA is designed to prevent.
Human Touch,2015 WL 12564166, at *4, *6 (granting preliminary injunction under CFAA based
on allegations of defendant’s “unauthorized removal of [plaintiffs] patients’ confidential health
information”). As a result of the Star Blizzard Defendants’ unlawful actions, Plaintiffs have
incurred more than $5,000 in damages. Ensz Decl. §47; Gottesman Decl. § 16. To date, Microsoft
has incurred approximately $1,000,000, which represents personnel costs involved in investigative
and remediation efforts. Ensz Decl. § 47. Since 2023, Carnegie Corporation as just one NGO-
ISAC member organization, had to expend approximately $200,000 to investigate and remediate
harm caused by the Star Blizzard Defendants. Yotaro Decl. § XX. Other NGO-ISAC member
organizations have also incurred similar damage. Gottesman Decl. q 16.

2. The Star Blizzard Defendants Violate the Electronic Communication
Privacy Act

The Electronic Communications Privacy Act (“ECPA”) prohibits “intentionally
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access[ing] without authorization a facility through which electronic communications are
provided” or doing so in excess of authorization, and, in so doing, obtaining, altering, or preventing
authorized access to an electronic communication while it is in electronic storage. 18 U.S.C. §
2701(a). ECPA is violated when defendant logs into plaintiff’s account without permission
(including with stolen credentials) and intentionally accesses the contents of an inbox. McPherson
v. Harker, 2021 WL 1820290, at *11 (D.D.C. May 6, 2021) (husband violated ECPA “when he
‘intentionally access[ed]’ Facebook's servers, by logging into his wife's account without her
permission, in order to ‘obtain[ ] ... a[n] electronic communication,” namely the Facebook
messages between Mrs. Thomas and plaintiff, in ‘electronic storage’ on those servers) (alteration
in original).

The Star Blizzard Defendants’ conduct in carrying out their criminal objectives violates
the ECPA because they break into computer networks through the use of ill-obtained passwords
with the direct intention of acquiring the contents of the victims’ email inbox and exfiltrating
sensitive business or personal information. See Ensz Decl. 9] 34-35 (the Star Blizzard Defendants
routinely use stolen credential to sign into victim accounts to engage in data exfiltration—
including, both the access and viewing of emails, attachments to those emails, and contact lists—
which is a key objective of the Star Blizzard operation). Id.; Gottesman Decl. 9 6, 11. Through
this unauthorized access, the Star Blizzard Defendants intercepted, had access to, obtained and
altered, and/or prevented legitimate, authorized access to, wire and electronic communications
transmitted through the computers and infrastructure of NGO-ISAC member organizations and its
users. Gottesman Decl. § 15. For example, upon a successful spear phish, the Star Blizzard
Defendants were able to obtain unique grant numbers associated with a member organization’s

grant issuing process to appear as though Defendants’ subsequent spear phishing emails were
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authentic and sent by Carnegie Corporation of New York, an NGO-ISAC member organization.
Id.; Sherman Decl. § 17.

Obtaining stored electronic information in this way, without authorization, is a per se
violation of ECPA. See Council on Am.-Islamic Relations v. Gaubatz, 667 F. Supp. 2d 67, 71-73
(D.D.C. 2009) (granting preliminary injunction in case where plaintiff brought ECPA claims after
defendant removed 12,000 internal, sensitive documents including emails and other documents
and made video and audio recordings of private meetings and published this information); Human
Touch, 2015 WL 12564162, at *2 (plaintiff likely to succeed on merits for purpose of TRO where
defendant accessed Capitol View’s email system without authorization for purpose of accessing
sensitive communications and patient information). Thus, Plaintiffs are likely to succeed on the
merits of their ECPA claims.

3. The Star Blizzard Defendants Violate the Lanham Act

Section 1114 of the Lanham Act prohibits use of a reproduction, counterfeit, copy or
“colorable imitation” of a registered mark in connection with the distribution of goods and services
where such use is likely to cause confusion or mistake or to deceive. Am. Ass 'n for Advancement
of Sci. v. Hearst Corp., 498 F. Supp. 244, 259-61 (D.D.C. 1980).

The Star Blizzard Defendants misuse Plaintiffs’ registered, famous. and distinctive
trademarks in a number of fraudulent ways. They reproduce Microsoft trademarks such as
“Microsoft,” “Windows,” Outlook,” and “OneDrive” and reproduce trademarks of NGO-ISAC

member organizations, such as “Carnegie Corporation of New York>” in phishing e-mails in a

> NGO-ISAC has associational standing as representative of its members because (1) multiple
NGO-ISAC members would otherwise have standing to sue in their own right, (2) the interests of
NGO-ISAC as an association seeks to protect in this action are germane to the organization’s
purpose and (3) as NGO-ISAC seeks only equitable relief, neither the claim asserted nor the
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manner that is intended to induce the recipient of the phishing e-mail into trusting the legitimacy
of the email. Ensz Decl. 429, 47; Gottesman Decl. 9 15; Sherman Decl. 49 12, 16. For example,
FIGURE 2 is a screenshot from a Star Blizzard spear phishing email where Defendants use the

“OneDrive” and “Microsoft” logos to manufacture legitimacy.

Here's the cocument that

This link only works for the direct reapeents of this message.

m : docx

Last modfied May 30, 2021, 3:41 prr

6 OneDrive Privagy Statement,
Microso OrporItIo ¢ M iRy

FIGURE 2
Similarly, FIGURE 3 is a screenshot of a Star Blizzard spear phishing email where the
Star Blizzard Defendants were impersonating Carnegie Corporation of New York, an NGO-ISAC
member organization. Sherman Decl. § 12, Exhibit 2. The name “Carnegie Corporation of New
York” has been trademarked (see Complaint, Appendix C), and an email impersonating Carnegie
Corporation caused confusion, as recipients believed the email to actually be from Carnegie
Corporation and related to “Carnegie Fluxx,” which is Carnegie Corporation’s grant management

system. Id.

relief requested requires participation of individual members in this action. Hunt v. Washington
State Apple Advert. Comm’n, 432 U.S. 333, 343 (1977). Accordingly, NGO-ISAC has standing
to assert claims for violation of the Lanham Act on behalf of Carnegie Corporation of New York,
one if its member organization.
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From: Carnegie Ci ion <grants06-us-east-1fluxxio@ 1.me>
Sent: Wednesday, June 14, 2023 6:07 AM

To:|

Subject: Report Overdue - Carnegie Corporation of New York

G-F-20

I iversity

This email is a reminder that a report is overdue. The report was due on June 1, 2023. To access reporting instructions please log into our online portal (Carnegie Fluxx) with the
username and password you have received. If you have forgotten your password, please go to Carnegie Fluxx and click "reset or create password."

FIGURE 3
Likewise, when a victim redirected to the final page, the target is prompted to enter their

credentials, by proxying the connect to the sign-in page for a legitimate provider and intercepting
any credentials and authentication tokens. FIGURE 4 depicts an example of a cloned phishing
portal used by the Star Blizzard Defendants to directly impersonate a victim organization. Ensz

Decl. 99 32-33.

B h osomtoys.com/comm Y

Outlook

=’ Microsoft

Enter password

Terms of use  Privacy & cookies s+

FIGURE 4
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The Star Blizzard Defendants’ creation and use of counterfeit trademarks in connection
with such fraud is likely to cause confusion and mistake, and likely deceive consumers.

This is a clear violation of the Lanham Act. Indeed, “[a]n alternative, although
unnecessary, means of showing likelihood of confusion is by the presumption that proof of
wrongful intent on the part of the defendant raises.” Hearst Corp., 498 F. Supp. at 260; Marquis
Who’s Who, Inc. v. N. Am. Advert. Assocs., Inc., 426 F. Supp. 139, 142 (D.D.C. 1976) (focusing
on intent and noting “[d]efendants were aware of Plaintiff’s mark when their title was chosen and
their intent in choosing that title appears to have been to trade upon Plaintiffs established reputation
and goodwill”).

The Star Blizzard Defendants’ conduct also constitutes false designation of origin under
section 1125(a), which prohibits use of a registered mark that “is likely to . . . deceive as to the
affiliation, connection, or association of such person . . . or as to the origin, sponsorship, or
approval of his or her goods, services, or commercial activities.” 15 U.S.C. § 1125(a)(1)(A). The
Star Blizzard Defendants’ misleading use of Plaintiffs’ marks causes confusion and mistake as to
Plaintiffs’ affiliation with the Star Blizzard Defendants’ malicious conduct. For example, when a
target is directed to a “Microsoft login screen,” the target believes it is actually entering its
Microsoft credentials. Ensz Decl. 99 32-33. Similarly, when a target receives a spear phishing
email from an email address impersonating an NGO-ISAC member organization email address,
the target believes it is actually receiving an email from the member organization, and not a
cybercriminal. When the Star Blizzard Defendants impersonated Carnegie Corporation’s grant
system, recipients of the email were led to believe this was legitimate communication regarding a
grant they had applied for and were unsuspecting that the Star Blizzard Defendants were actually

unlawfully leveraging the trademarks and branding of NGO-ISAC member organizations.
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Gottesman Decl. 4 15; Sherman Decl. § 13. This activity is a clear violation of Lanham Act under
§ 1125(a), and Plaintiffs are likely to succeed on the merits. See Hearst Corp., 498 F. Supp. at 261
(granting injunctive relief after finding [w]ithout doubt [defendant’s] new version of Science
Digest is likely to be confused with, and therefore infringes, AAAS’s valid trademark “Science”
and noting “[i]t is ‘stretching credulity beyond its breaking point’ to suppose that a defendant
would not have familiarized himself with the brands and names under which his competitor does
business™). Indeed, the Star Blizzard Defendants have every motivation to copy Plaintiffs’ marks
as much as possible in order to carry out a more effective spear phish. Sears, Roebuck & Co. v.
Sears Fin. Network, 576 F. Supp. 857, 864 (D.D.C. 1983) (granting preliminary injunction on
trademark infringement claims involving ’SEARS” name and inferring intent to trade off the well-
known “SEARS” name); N. Am. Advert. Assocs., Inc., 426 F. Supp. at 142-43 (granting permanent
injunction after finding for plaintiff on trademark infringement claim).

These are clear violations of the Lanham Act, and Plaintiffs are likely to succeed on the
merits.

4. The Star Blizzard Defendants’ Conduct is Tortious

The Star Blizzard Defendants’ conduct is tortious under the common law doctrines of
conversion, trespass to chattels, and unjust enrichment.

Conversion

Conversion, under District of Columbia law, is “any unlawful exercise of ownership.
dominion or control over the personal property of another in denial or repudiation of his rights
thereto.” Yung v. Institutional Trading Co., 693 F. Supp. 2d 70, 80 (D.D.C. 2010); Yah Kai World
Wide Enters., Inc. v. Mapper, 195 F. Supp. 3d 287, 325 (D.D.C. 2016) (defendants liable for

converting intangible property rights of plaintiff in the form of computer records). Here, the Star
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Blizzard Defendants stole email account credentials and then used the credentials to access email
accounts and steal sensitive data contained within the victims’ inboxes. Additionally, the Star
Blizzard Defendants exercised dominion and authority over the infiltrated inboxes, including
impersonating the victims to spear phish the victims’ contacts and having the ability to set up email
inbox rules (for example, setting up a forwarding rule such that any time the victim receives an
email it is automatically forwarded to a Star Blizzard-controlled email address to maintain long-
lasting access). Ensz Decl. 4 34. This is quintessential conversion. Ground Zero Museum
Workshop v. Wilson, 813 F. Supp. 2d 678, 697 (D. Md. 2011); Kremen v. Cohen, 337 F.3d 1024,
I 034 (9th Cir. 2003) (hacking into computer system and injuring data supports a conversion
claim).

Trespass to Chattels

Courts have found trespass to chattels where a party intentionally uses or interferes with
personal property in rightful possession of another without authorization. Physicians Interactive
v. Lathian Sys., Inc., 2003 WL 23018270, at *9 (E.D. Va. Dec. 5, 2003) (E.D. Va. 2003) (TRO
and preliminary injunction where defendant hacked computers and obtained proprietary
information). The Star Blizzard Defendants’ actions in operating the command and control
infrastructure constitute trespass to chattels by using Microsoft services to carry out their illegal
spear phishing. Additionally, their conduct results in the unauthorized access to the network
infrastructure of NGO-ISAC’s member institutions, and result in unauthorized intrusion into those
computers and theft of information and account credentials. For example, the Star Blizzard
Defendants’ tortious misuse proprietary Microsoft services and software to carry out the attacks
constitutes trespass to chattel because Microsoft is deprived of the ability to control how its

software and services are used. Ensz Decl. § 44. Likewise, the Star Blizzard Defendants are liable
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for the tort of trespass to chattels when they hack and exfiltrate data related to grant numbers from
Carnegie Corporation to further carry out attacks. Courts in this circuit have expressly found that
computer hacking constitutes trespass to chattel. Jones v. United States, 168 A.3d 703, 717 (D.C.
2017); Matter of Search of Info. Associated with [Redacted] @mac.com that is Stored at Premises
Controlled by Apple, Inc., 13 F. Supp. 3d 145, 151 (D.D.C.), vacated on other grounds by Matter
of Search of Info. Associated with [redacted] @mac.com that is Stored at Premises Controlled by
Apple, Inc., 13 F. Supp. 3d 157 (D.D.C. 2014) (trespass to chattels when data is copied without
authorization). Additionally, this conduct has been found to be a trespass to chattels in other cases
involving similar cyberattacks against Microsoft and its customers. E.g., Microsoft Corp. v. Does
1-18,2014 WL 1338677, at *9-10 (E.D. Va. Apr. 2, 2014) (finding plaintiff alleged sufficient facts
on conversion and trespass to chattel claims to where defendant accessed computers and servers
associated with Microsoft’s Internet Explorer, Bing, and Bing Ads without authorization and
engaged in click-fraud by directing web browser sessions and search engine results to websites of
defendant’s choice).

The elements of an unjust enrichment claim are “(1) the plaintiff conferred a benefit on the
defendant; (2) the defendant retains the benefit; and (3) under the circumstances, the defendant’s
retention of the benefit is unjust.” Falconi-Sachs v. LPF Senate Square, LLC, 142 A.3d 550, 556
(D.C. 2016). The Star Blizzard Defendants, who are cybercriminals, have been unjustly enriched
through their unlawful use of Plaintiffs’ trademarks, brand names, goodwill, goods, and services
to carry out spear phishing cyber-attacks. Plaintiffs’ have spent considerable resources to develop
their brands, such that their customers and the public trust their branding and reputation. Ensz
Decl. 99 47-49. In order to ensure greater efficacy of the Star Blizzard Defendants’ spear phishing

activities, the Star Blizzard Defendants usurp this good will and reputation so that the spear phish
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victim is more likely to interact with the lure. Id. 49 21-22. Moreover, once the Star Blizzard
Defendants infiltrate the victims’ inbox, the theft of sensitive information further unjustly enriches
the Star Blizzard Defendants and it is inequitable for Defendants to retain these benefits.

Accordingly, Plaintiffs will succeed on each of their tort claims.

B. The Star Blizzard Defendants Cause Irreparable Harm.

The Star Blizzard criminal operation causes harm that is unlikely to ever be compensated—
even after final judgment—because the Star Blizzard Defendants are elusive cybercriminals
whom Plaintiffs are unlikely to be able to enforce judgments against. This District recognizes “that
insolvency to pay a damage award may constitute irreparable harm even though economic harm is
generally not considered to qualify.” Friendship Edison Pub. Charter Sch. Collegiate Campus v.
Nesbitt, 704 F. Supp. 2d 50, 52 (D.D.C. 2010); Foltz v. U.S. News and World Kept., Inc., 613 F.
Supp. 634, 643 (D.D.C. 1985) (concluding that the unavailability of assets to pay a damage award
would irreparably injure plaintiffs).

Additionally, it is well-settled that consumer confusion and injury to business goodwill
constitute irreparable harm. Robert Half Int’l Inc. v. Billingham, 315 F. Supp. 3d 419, 433 (D.D.C.
2018). “[I]t is generally recognized that ‘[tJrademark infringement by its very nature causes
irreparable injury.”” Capitol Educ. Support, 589 F. Supp. 2d at 30; see also Hanley-Wood LLC v.
Hanley Wood LLC, 783 F. Supp. 2d 147, 151 (D.D.C. 2011) (granting preliminary injunction after
noting “[g]enerally, trademark infringement, by its very nature, carries a presumption of harm™);
AARP v. Sycle, 991 F. Supp. 2d 224, 230 (D.D.C. 2013) (granting permanent injunction based on
the presumption of harm in trademark infringement cases); Delta Sigma Theta Sorority, Inc. v.
Allen Prof’l Graphics Grp., LLC, 212 F. Supp. 3d 116, 120 (D.D.C. 2014) (granting preliminary

injunction and noting District of Columbia courts have repeatedly recognized that trademark
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infringement by its very nature, causes irreparable injury”); Malarkey-Taylor Assocs., Inc. v.
Cellular Telecomms. Indus. Ass’n, 929 F. Supp. 473, 478 (D.D.C. 1996) (finding “irreparable
injury to the goodwill and reputation associated with [] trademark™ that “could lead to dilution of
the distinctiveness of the WirelessNOW trademark and loss of control over its reputation” which
cannot be compensated in monetary damages).

Here, the Star Blizzard Defendants tarnish Plaintiffs’ valuable trademarks, branding,
reputation, and goodwill, injuring Plaintiffs’ reputation and customer goodwill, creating confusion
as to the source of the Star Blizzard Defendants’ spear phishing and cybercrimes, and damaging
the reputation of and confidence in Plaintiffs’ services. These injuries are sufficient in and of
themselves to constitute irreparable

1. Irreparable Harm to Microsoft

To carry out its criminal operation, the Star Blizzard Defendants use Microsoft based
software and services. Ensz Decl. 44 29-32. This is done intentionally to improperly leverage
Microsoft’s brandings, trademarks, and reputation and to deceive victims into believing that the
Star Blizzard malicious attacks are associated or endorsed by Microsoft. Id. § 47. If a customer
mistakenly believes that Microsoft endorses the cybercriminal behavior of the Star Blizzard
Defendants, Microsoft’s reputation and goodwill is harmed beyond repair—indeed, in such
circumstances the customer may be lost forever. Id. Y 47-51.

2. Irreparable Harm to NGO-ISAC and Member Organization

NGO-ISAC and its member organizations are irreparably harmed when the Star Blizzard
Defendants impersonate the NGO-ISAC member organization. Ensz Decl. § 52; Gottesman Decl.
94/ 15-16. When the Star Blizzard Defendants impersonate NGO-ISAC member organizations this

harms the targeted victim’s career and reputation, as well as the reputation of the NGO the victim

27-



is associated with and the overall efficacy of the NGO’s policy work objective. Ensz Decl. 99 49-
50. Carnegie Corporation’s reputation was harmed when its trusted and well-known grant program
was impersonated by the Star Blizzard Defendants to trick potential grantees into believing that
the spear phishing emails were actually coming from Carnegie Corporation. Sherman Decl. 9 9-
11. The harm caused by the Star Blizzard Defendants are irreparable because its impersonation
and spear phishing campaign has eroded trust within the community. Gottesman Decl. 4 17.

C. The Balance of Equities Strongly Favor Injunctive Relief.

This Court has recognized that “[t]he balance of harms cannot favor a defendant whose
injury results from the knowing infringement on the plaintiff’s trademark.” Allen Prof’l, 212 F.
Supp. 3d at 120 (finding defendants will not suffer substantial harm from preliminary injunction
where injunction would only prevent defendants from using plaintiff’s marks, which defendants
are not authorized to do). On one side of the scales of equity rests the harm to Plaintiffs, their
customers and member organizations, and the public caused by the Star Blizzard Defendants, while
on the other side the Star Blizzard Defendants can claim no legally cognizable harm because an
injunction would only require them to cease illegal activities. Youngstown Sheet & Tube Co. v.
Sawyer, 103 F. Supp. 569, 576, 62 Ohio Law Abs. 405 (D.D.C 1952) (balance of equities favored
plaintiff where defendants were engaged in illegal acts).

D. The Public Interest Favors Injunctive Relief.

It is clear that an injunction would serve the public interest here. With every day that
passes, the Star Blizzard Defendants engage in more spear phishing, have infiltrated more
computer networks, and have stolen more sensitive information from their innocent victims.
Moreover, the public interest is clearly served by enforcing statutes designed to protect the public,

such as the Lanham Act, CFAA, and ECPA. McVeigh v. Cohen, 983 F. Supp. 215, 221 (D.D.C.
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1998) (granting preliminary injunction in case involving ECPA and noting “[wl]ith literally the
entire world on the worldwide web, enforcement of the ECPA is of great concern to those who
bare the most personal information about their lives in private accounts through the Internet’);
Estate of Coll-Monge v. Inner Peace Movement, 524 F.3d 1341, 1350 (D.C. Cir. 2008) (finding
public interest was served by TRO to prevent people from being deceived by defendant
impersonating plaintiff); Crime Control, Inc. v. Crime Control, Inc., 624 F. Supp. 579, 582 (D.D.C.
1984) (granting preliminary injunction because “the public has a right not to be deceived or
confused”); Hanley-Wood, 783 F. Supp. 2d at 151 (granting permanent injunction because “the
public interest favors protecting against further violation of federal copyright and trademark
laws”).

Numerous courts that have addressed requests for injunctive relief targeted at disabling
malicious command and control infrastructures have granted such relief. Microsoft Corp. v. John
Does 1-2, Case No. 1:19-cv-00716 (2019 D.D.C) (Jackson, J.) (ex parte TRO and preliminary
injunction to dismantle Phosphorus cybercriminal operation); Microsoft Corp. v. Peng Yong et al.,
Case No. 1:12-cv-1004-GBL (E.D. Va. 2012) (Lee, J.) (Ex Parte TRO to dismantle botnet
command and control servers); Microsoft Corp. v. Piatti, et al., Case No. 1:11-cv-1017 (E.D. Va.
2011) (Cacheris, J.) (Ex Parte TRO and preliminary injunction to dismantle botnet command and
control servers); Microsoft Corp. v. John Does 1-27, Case No. 1:10-cv-156 (E.D. Va. 2010)
(Brinkema, J.) (same); Microsoft Corp. v. John Does 1-11, Case No. 2:11-cv-00222 (W.D. Wash.
2011) (Robart, J.) (same); Microsoft Corp. et al. v. John Does 1-39 et al., Case No. 12-cv-1335
(E.D.N.Y. 2012) (Johnson, J.) (same); FTC v. Pricewert LLC et al., Case No. 09-2407 (N.D. Cal.
2009) (Whyte, J.) (Ex Parte TRO and preliminary injunction disconnecting service to botnet

hosting company). The same result is warranted here.
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In each of the foregoing cases, asserting the same claims as this case, the courts granted as
a remedy the transfer of malicious domains to Microsoft’s control, and away from the control of
the Star Blizzard Defendants. Such relief is not prohibited by any statute or rule of law, is
appropriate and necessary, and within the Court’s broad equitable authority to craft remedies to
prevent irreparable harm. The federal courts have very broad, inherent equitable authority to craft
injunctions for any civil violation of law — including violations of CFAA, ECPA or any other civil
cause of action. See e.g., Weinberger v. Romero-Barcelo, 456 U.S. 305, 313 (1982) (“Unless a
statute in so many words, or by a necessary and inescapable inference, restricts the court’s
jurisdiction in equity, the full scope of that jurisdiction is to be recognized and applied.”); Federal
Marine Terminals, Inc. v. Burnside Shipping Co., 394 U.S. 404, 412 (1969) (“the legislative grant
of a new right does not ordinarily cut off or preclude other nonstatutory rights in the absence of
clear language to that effect”).

There is nothing within the CFAA, ECPA or the Lanham Act, that limits the federal court’s
equitable authority for violation of CFAA. For example, the CFAA, at 18 U.S.C. 1030(g),
contemplates broadly that “[a]ny person who suffers damage or loss by reason of a violation of
this section may maintain a civil action against the violator to obtain compensatory damages and
injunctive relief or other equitable relief.” This evinces a Congressional intent to afford broad
remedies and, clearly, the federal courts have taken that view in prior cybercrime matters brought
by Microsoft. Disablement of the Star Blizzard Defendants’ malicious command and control
infrastructure is well within the Court’s broad equitable authority to craft such remedies.

V. THE ALL WRITS ACT AUTHORIZES THE COURT TO DIRECT THIRD

PARTIES TO PERFORM THE NECESSARY ACTS TO AVOID FRUSTRATION

OF THE REQUESTED RELIEF.

Plaintiffs’ Proposed Order directs that the third-party domain registrars and registries
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whose infrastructure the Star Blizzard Defendants rely on to operate Star Blizzard’s command and
control infrastructure reasonably cooperate to effectuate the order. Critically, these third parties
are the primary entities within the United States that can effectively disable command and control
Infrastructure, and thus their cooperation is necessary.

Plaintiffs request this relief under the All Writs Act. The All Writes Act provides that a
court may issue all writs necessary or appropriate for the administration of justice. 28 U.S.C. §
1651(a). The Supreme Court has recognized that the All Writs Act can extend to third-parties
necessary to effect the implementation of a court order. United States v. New York Tel. Co., 434
U.S. 159, 174 (1977) (All Writs Act extends to third parties who “are in a position to frustrate the
implementation of a court order or the proper administration of justice” and holding that order
applied to third-party telephone company to assist in implementation of a pen register warrant was
authorized under the All Writs Act); Sarnecka-Crouch v. Billington, 2012 WL 3060165, at *2
(D.D.C. July 26, 2012) (ordering Commissioner of the Social Security Administration to provide
the Library of Congress with all documents pertaining to plaintiffs Social Security benefits account
for the period 2005-2009); Evans v. Williams, 1999 WL 1212884, at *3 (D.D.C. Aug. 20, 1999)
(finding no other effective means exists to address specifically the continuing unwillingness of the
Superior Court to provide access to the information required by District of Columbia Court other
than using power under the All Writs Act).

Requiring these third parties to reasonably assist in the execution of this order will not
offend Due Process as the Proposed Order (1) requires only minimal assistance from the third
parties in executing the order (transferring domain ownership, which is an act that registrars and
registries take in the ordinary course of their operations), (2) requires that it be implemented with

the least degree of interference with the normal operation of third parties, (3) does not deprive the
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third parties of any tangible or significant property interests and (4) requires Plaintiffs to
compensate the third parties for the assistance rendered. If, in the implementation of the Proposed
Order, any third party wishes to bring an issue to the attention of the Court, Plaintiffs will bring it
immediately. The third parties will have an opportunity to be heard at the preliminary injunction
hearing, which must occur shortly after the execution of the Proposed Order. Fed. R. Civ. P.
65(b)(2). The directions to third parties in the Proposed Order are thus narrow, satisfy Due Process,
and are necessary to effectuate the requested relief to ensure that the relief is not rendered fruitless.

VI. AN EX PARTE TRO IS THE ONLY EFFECTIVE MEANS OF RELIEF, AND
ALTERNATIVE SERVICE IS WARRANTED UNDER THE CIRCUMSTANCES.

The TRO that Plaintiffs request must issue ex parte for the relief to be effective at all
because of the extraordinary factual circumstances here—namely, the Star Blizzard Defendants’
technical sophistication and ability to move their malicious infrastructure if given advance notice
of Plaintiffs’ request for injunctive relief. Rule 65 of the Federal Rules of Civil Procedure permits
an ex parte TRO where the moving party sets forth facts that show an immediate and irreparable
injury and why notice should not be required. Fed. R. Civ. P. 65(b)(1); see Granny Goose Foods,
Inc. V. Brotherhood of Teamsters & Auto Truck Drivers, Local No. 70, 415 U.S. 423, 439 (1974)
(“Ex parte temporary restraining orders are no doubt necessary in certain circumstances....”).

If notice is given prior to issuance of a TRO, it is likely that the Star Blizzard Defendants
will be able to quickly mount an alternate command and control structure and direct the vast
majority of the infiltrated computers to begin to communicate through that alternate structure
before the TRO can have any remedial effects. Ensz Decl. 9 57-59. Thus, providing notice of
the requested TRO will undoubtedly facilitate efforts by the cybercriminals to continue to operate
Star Blizzard. Id. It is well established that ex parte relief is appropriate under circumstances such

as the instant case, where notice would render the requested relief ineffective. See, e.g.,
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AllscriptsMisys, LLC v. Am. Dig. Networks, LLC, 2010 U.S. Dist. LEXIS 4450, at *2 (D. Md. Jan.
20, 2010) (granting an ex parte TRO where “Defendant may dissipate the funds and/or take action
to render it difficult to recover funds”); AT&T Broadband v. Tech Commc 'ns, Inc., 381 F.3d 1309,
1319-1320 (11th Cir. 2004) (affirming ex parte search and seizure order to seize contraband
technical equipment, given evidence that in the past defendants and persons similarly situated had
secreted evidence once notice given); Little Tor Auto Ctr. v. Exxon Co., U.S.A., 822 F. Supp. 141,
143 (S.D.N.Y. 1993) (ex parte TRO appropriate where contraband “may be destroyed as soon as
notice is given”); Crosby v. Petromed, Inc., 2009 WL 2432322, at *2 (E.D. Wash. Aug. 6, 2009)
(granting ex parte TRO as “notice to Defendants of this TRO request could result in further injury
or damage to Plaintiffs....”). Similarly, in F7TC v. Pricewert LLC, the district court issued an ex
parte TRO suspending Internet connectivity of a company enabling botnet activity and other illegal
computer-related conduct on the basis that “Defendant is likely to relocate the harmful and
malicious code it hosts and/or warn its criminal clientele of this action if informed of the
[plaintiff’s] action.” See FTC v. Pricewert LLC et al., Case No. 09-2407 (N.D. Cal.) (Whyte, J.) at
3.

Here, there is specific evidence that the Star Blizzard Defendants will attempt to move the
infrastructure if given notice, as the Star Blizzard Defendants have persistently changed
infrastructure once it becomes known to the security community, in order to stay ahead of
cybersecurity counter-measures. Ensz Decl. Y 60-61. Accordingly, granting ex parte relief
without first providing notice is appropriate. Indeed, district courts have previously granted similar
relief in cases brought by Microsoft to halt similarly situated cybercriminal operations.

To ensure due process, immediately upon entry of the requested ex parte TRO, Plaintifts

will undertake extraordinary efforts to effect formal and informal notice of the preliminary

-33-



injunction hearing to the Star Blizzard Defendants and to serve the complaint.

Plaintiffs Will Provide Notice to the Star Blizzard Defendants by Personal Delivery:
Plaintiffs have identified domains from which the Star Blizzard Defendants’ command and control
operates, and, pursuant to the TRO, will obtain from the domain registrars/registries any and all
physical addresses of the Star Blizzard Defendants, to the extent those are available or not
fictitious. Pursuant to Rules 4(e)(2)(A) and 4(f)(3), Plaintiffs plan to effect formal notice of the
preliminary injunction hearing and service of the complaint by personal delivery of the summons,
Plaintiffs’ Complaint, the instant motion and supporting documents, and any Order issued by this
Court to such addresses in the United States. Poston Decl. q 13.

Plaintiffs Will Provide Notice to the Star Blizzard Defendants by Email, Facsimile,
and Mail: Plaintiffs have identified email addresses, mailing addresses and/or facsimile numbers
provided by the Star Blizzard Defendants, and will further identify such contact information
pursuant to the terms of the requested TRO. Poston Decl. 4 10. Plaintiffs will provide notice of
the preliminary injunction hearing and will effectuate service of the Complaint by immediately
sending the same pleadings described above to the email addresses, facsimile numbers and mailing
addresses that the Star Blizzard Defendants provided to the registrars and registries. Id.. When
the Star Blizzard Defendants registered for domain names, they agreed not to engage in abuse such
as that at issue in this case and agreed that notice of disputes regarding hosting could be provided
to them by sending complaints to the email, facsimile and mail addresses provide by them. Poston
Decl. 9 15-28.

Plaintiffs Will Provide Notice to the Star Blizzard Defendants by Publication:
Plaintiffs will notify the Star Blizzard Defendants of the preliminary injunction hearing and the

Complaint against their misconduct by publishing the materials on a centrally located, publicly
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accessible source on the Internet. Poston Decl.  11.

Plaintiffs Will Provide Notice to the Star Blizzard Defendants by Personal Delivery
and Treaty if Possible: If valid physical addresses of the Star Blizzard John Doe Defendants can
be identified, Plaintiffs will notify the Star Blizzard Defendants and serve process upon them by
personal delivery or through the Hague Convention on service of process or similar treaty-based
means. Poston Decl. q 14.

Notice and service by the foregoing means satisfy due process; are appropriate, sufficient,
and reasonable to apprise the Star Blizzard Defendants of this action; and are necessary under the
circumstances. Plaintiffs hereby formally request that the Court approve and order the alternative
means of service discussed above. First, legal notice and service by email, facsimile, mail, and
publication satisfies due process as these means are reasonably calculated, in light of the
circumstances, to apprise the interested parties of the TRO, the preliminary injunction hearing, and
the lawsuit. See Mullane v. Cent. Hanover Bank & Tr. Co., 339 U.S. 306, 314 (1950). Such
methods are also authorized under Federal Rule of Civil Procedure 4(f)(3), which allows a party
to serve defendants by means not prohibited by international agreement. The methods of notice
and service proposed by Plaintiffs have been approved in other cases involving international
defendants attempting to evade authorities. Rio Properties, Inc. v. Rio Int’l. Interlink, 284 F.3d
1007, 1014- 15 (9th Cir. 2002) (authorizing service by email upon an international defendant);
AllscriptsMisys, 2010 U.S. Dist. LEXIS 4450, at *3 (granting ex parte TRO and order prompting
“notice of this Order and Temporary Restraining Order as can be effected by telephone, electronic
means, mail or delivery services.”); Bazarian Int'l Fin. Assocs., L.L.C. v. Desarrollos Aerohotelco,
C.A., 168 F. Supp. 3d 1, 13-16 (D.D.C. 2016) (noting Rule 4(f) is “concerned with providing a

method of service that is reasonably calculated to ‘notif[y] a defendant of the commencement of
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an action against him” and upholding service through U.S. counsel). Such service is particularly
warranted in cases such as this involving Internet-based misconduct, carried out by international
defendants, causing immediate, irreparable harm. Rio Properties, 284 F.3d at 1018. Notably, Rio
Properties , a Ninth Circuit case, has been followed by District of Columbia courts. See Juniper
Networks, Inc. v. Bahattab, 2008 WL 250584, at *2 (D.D.C. Jan. 30, 2008) (finding “service of
process via electronic mail and facsimile is appropriate and may be authorized by the Court under
Rule 4(f)(3) of the Federal Rules of Civil Procedure™).

In this case, the e-mail addresses provided by the Star Blizzard Defendants to the domain
registrars, in the course of obtaining services that support the Star Blizzard operation are likely to
be the most accurate and viable contact information and means of notice and service. Ensz Decl.
9 36, 39, 41. Moreover, the Star Blizzard Defendants will expect notice regarding their use of
the domain registrars’ services to operate Star Blizzard by those means, as the Star Blizzard
Defendants agreed to such in their agreements. See Nat’l Equip. Rental, Ltd. v. Szukhent, 375 U.S.
311,315-16 (1964) (“And it is settled ... that parties to a contract may agree in advance to submit
to the jurisdiction of a given court, to permit notice to be served by the opposing party, or even to
waive notice altogether.”). For these reasons, notice and service by e-mail and publication are
warranted and necessary here.®

Thus, Plaintiffs request that the Court order that the means of notice of the preliminary

injunction hearing and service of the complaint set forth herein meet Fed. R. Civ. Pro. 4(f)(3)

6 Additionally, if the physical addressees provided by the Star Blizzard Defendants to domain
registrars turn out to be false and their whereabouts are unknown, the Hague Convention will not
apply in any event and alternative means ofservice, such as email and publication, would be
appropriate for that reason as well. BP Prod. N. Am., Inc. v. Dagra, 236 F.R.D. 270, 271 (E.D.
Va. 2006) (“The Hague Convention does not apply in cases where the address of the foreign
party to be served is unknown.”).
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satisfy due process and are reasonably calculated to notify the Star Blizzard Defendants of this

action.

VII. CONCLUSION

For the reasons set forth herein, Plaintiffs respectfully request that this Court grant the

instant motion for a TRO and issue an order to show cause regarding a preliminary injunction.

Dated: September 24, 2024
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IT IS FURTHER ORDERED that Microsoft shall post bond in the amount of
$15,000 to be paid into the Court registry.

IT IS FURTHER ORDERED that Defendants shall file with the Court and
serve on Microsoft's counsel any answering affidavits, pleadings, motions, expert
reports or declarations and/or legal memoranda no later than one (1) day prior to the

hearing on Microsoft’s request for a preliminary injunction.

IT IS SO ORDERED

Entered this 27th day of May, 2022
at 11:30 a.m. Anthony J. Trerga
UNFTED B PRY RICT JUDGE
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORPORATION, a Washington
Corporation, FORTRA, LLC, a Minnesota Corporation, _ 3 _
and HEALTH-ISAC, INC., a Florida Corporation, Case No. 23-cv-2447-LDH-JRC

Plaintiff,
v. FILED UNDER SEAL

JOHN DOES 1-2, JOHN DOES 3-4 (AKA CONTI
RANSOMWARE GROUP), JOHN DOES 5-6 (AKA
LOCKBIT RANSOMWARE GROUP), JOHN DOES 7-
8 (AKA DEV-0193), JOHN DOES 9-10 (AKA DEV-
0206), JOHN DOES 11-12 (AKA DEV-0237), JOHN
DOES 13-14 (AKA DEV-0243), JOHN DOES 15-16
(AKA DEV-0504), Controlling Computer Networks and
Thereby Injuring Plaintiffs and Their Customers,

Defendants.

EX PARTE TEMPORARY RESTRAINING ORDER, SEIZURE ORDER AND ORDER TO
SHOW CAUSE RE PRELIMINARY INJUNCTION



Plaintiffs Microsoft Corp. (“Microsoft™), Fortra LLC (“Fortra”), and Health-ISAC, Inc. (“Health-
ISAC”) have filed a Complaint for injunctive and other relief pursuant to, Digital Millennium Copyright
Act (17 U.S. § 1201); the Copyright Act (17 U.S.C. §§ 101 et seq.); the Computer Fraud and Abuse Act
(18 U.S.C. § 1030); the Electronic Communications Privacy Act (18 U.S.C. § 2701); Trademark
Infringement, False Designation of Origin, and Trademark Dilution under the Lanham Act (15 U.S.C. §§
1114 et seq.); violations of the Racketeer Influenced and Corrupt Organizations Act (18 U.S.C. § 1962);
conspiracy to violate the Racketeer Influenced and Corrupt Organizations Act (18 U.S.C. § 1962); and the
common law of trespass, conversion, and unjust enrichment. Plaintiffs have also moved ex parte for an
emergency temporary restraining order and seizure order pursuant to Rule 65(b) of the Federal Rules of
Civil Procedure, 15 U.S.C § 1116(d) (the “Lanham Act”) and 28 U.S.C. § 1651(a) (the “All Writs Act”),
and an order to show cause why a preliminary injunction should not be granted. |

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of
Plaintiffs’ Application for an Emergency Temporary Restraining Order, Seizure Order, and Order to
Show Cause for Preliminary Injunction (“TRO Application”), the Court hereby makes the following
findings of fact and conclusions of law:

1. This Court has jurisdiction over the subject matter of this case and there is good cause to
believe that it will have jurisdiction over all parties hereto; the Complaint states a claim upon which relief
may be granted against Defendants under the Digital Millennium Copyright Act (17 U.S. § 1201); the
Copyright Act (17 U.S.C. §§ 101 et seq.); the Computer Fraud and Abuse Act (18 U.S.C. § 1030); the
Electronic Communications Privacy Act (18 U.S.C. § 2701); Trademark Infringement, False Designation
of Origin, ami Trademark Dilution under the Lanham Act (15 U.S.C. §§ 1114 ef seq.); violations of the
Racketeer Influenced and Corrupt Organizations Act (18 U.S.C. § 1962); conspiracy to violate the
Racketeer Influenced and Corrupt Organizations Act (18 U.S.C. § 1962); and the common law of trespass,
conversion, and unjust enrichment.

2. Microsoft owns the registered trademarks “Microsoft” and “Windows” used

in connection with its services, software, and products. Copies of the trademark registrations



for the Microsoft marks are attached as Appendix B to the Complaint.

3. Microsoft also owns copyrights in the code, documentation, specifications,
libraries, and other materials that comprise the Windows operating system, including the
Declaring Code (the code at issue in this case encompasses a type of code called
“declarations” within header files and within libraries contained in the software development
kit (“SDK”)). Specifically, Microsoft owns the registered copyrights in the Windows 8 SDK,
Reg. No. TX 8-999-365 (Copyrighted Work). Microsoft’s Copyrighted Work is an original,
creative work and copyrightable subject matter under the laws of the United States. Copies
of the registration are attached to the Complaint as Appendix C.

4. Fortra also owns the copyrights in the code, documentation, specifications,
libraries, and other materials that comprise the Cobalt Strike proprietary software. Fortra’s
copyrights are registered with the United States Copyright Office. Copies of the registration
are attached to the Complaint as Appendix D.

5. Fortra owns the registered trademark in Cobalt Strike. Copies of the
trademark registration for Fortra are attached to the Complaint as Appendix E.

6. Health-ISAC’s members have invested in developing their brands,
trademarks and trade names in association with the healthcare industry. Health-ISAC
represents the interests of its members in maintaining security and maintaining their brand

integrity regarding security matters.

7. There is good cause to believe that Defendants have engaged in and are likely to engage in

acts or practices that violate Digital Millennium Copyright Act (17 U.S. § 1201); the Copyright Act (17

US.C. §§ 101 et seq.); the Computer Fraud and Abuse Act (18 U.S.C. § 1030); the Electronic

Communications Privacy Act (18 U.S.C. § 2701); Trademark Infringement, False Designation of Origin,

and Trademark Dilution under the Lanham Act (15 U.S.C. §§ 1114 et seq.); violations of the Racketeer

Influenced and Corrupt Organizations Act (18 U.S.C. § 1962); conspiracy to violate the Racketeer

Influenced and Corrupt Organizations Act (18 U.S.C. § 1962); and the common law of trespass, conversion,

and unjust enrichment.



8. There is good cause to believe that, unless Defendants are restrained and enjoined by Order
of this Court, immediate and irreparable harm will result from Defendants’ ongoing violations of the Digital
Millennium Copyright Act (17 U.S. § 1201); the Copyright Act (17 U.S.C. §§ 101 et seq.); the Computer
Fraud and Abuse Act (18 U.S.C. § 1030); the Electronic Communications Privacy Act (18 U.S.C. § 2701);
Trademark lnfringement, False Designation of Origin, and Trademark Dilution under the Lanham Act (15
U.S.C. §§ 1114 et seq.); violations of the Racketeer Influenced and Corrupt Organizations Act (18 U.S.C.
§ 1962); conspiracy to violate the Racketeer Influenced and Corrupt Organizations Act (18 U.S.C. §‘1962);
and the common law of trespass, conversion, and unjust enrichment. The evidence set forth in Plaintiffs’
TRO Application and the accompanying declarations and exhibits, demonstrates that Plaintiffs are likely to
prevail on their claim that Defendants have engaged in violations of the foregoing laws by: (1) using cracked
versions of the Cobalt Strike software! to force their way into victim machines; (2) once inside the victims’
machines, use unauthorized versions of Cobalt Strike to deploy ransomware and malware; (3) crippling
victims’ machines computer infrastructure and/or deleting files to force the payment of ransom from the
victims; (4) stealing personal account information from users; (5) using the stolen personal information to
carryout further illegal acts; (6) operate as a Ransom as a Service (“RaaS”) model whereby affiliates pay to
Defendants to launch ransomware attacks developed by other operators; and (7) associating with one
another in a common enterprise engaged in these illegal acts. There is good cause to believe that if such
conduct continues, irreparable harm will occur to Plaintiffs and the public, including Plaintiffs’ customers
and associated member organizations. There is good cause to believe that the Defendants are engaging,
and will continue to engage, in such unlawful actions if not immediately restrained from doing so by Order
of this Court.

9. There is good cause to believe that the malicious use of unauthorized Cobalt Strike
software infringes Microsoft’s copyright by copying literal lines of Microsoft Windows code, commands,
system files, and file structures, and the structure, sequence, and organization of such code. For example,

the malicious software’s “beacon.dll” file copies literal code and the structure sequence and organization

! As used in this action, "cracked versions of Cobalt Strike" refer to stolen, unlicensed, or otherwise unauthorized
versions or copies of Cobalt Strike.



of Windows code such as the GetUserObjectInformationA, RegCloseKey, LookupAccountSid,
CryptGenRandom, LogonUserA, AdjustTokenPrivileges, ReadProcessMemory, TerminateProcess,
CopyFileA, HttpSendRequestA code, and many other Windows code elements.

10. | There is good cause to believe that the malicious use of unauthorized Cobalt Strike also
infringes Fortra’s copyright by literally copying the entirety of its copyrighted Cobalt Strike “team server”
code in a cracked, unauthorized version used for malicious purposes. The infringement involves
unauthorized copying of executable code for all of the Cobalt Strike team server’s web server, beacon and
configuration features and functionality, including all of Fortra’s creative and original method
implementations, interfaces, parameters, variables, arrays, data types, operators, and objects.

11. There is good cause to believe that immediate and irreparable damage to this Court’s ability
to grant effective final relief will result from the sale, transfer, or other disposition or concealment by
Defendants of the unauthorized Cobalt Strike command and control (“C2”) infrastructure that is hosted at
and otherwise operates through the Internet domains listed in Appendix A or through the Internet Protocol
(“IP”) addressees, also listed in Appendix A, and from the destruction or concealment of other
discoverable evidence of Defendants’ misconduct available at those locations if Defendants receive
advance notice of this action. Based on the evidence cited in Plaintiffs’ TRO Application and accompanying
declarations and exhibits, Plaintiffs are likely to be able to prove that: (1) Defendants are engaged in
activities that directly violate U.S. law and harm Plaintiffs and the public, including Plaintiffs’ customers
and member-organizations; (2) Defendants have continued their unlawful conduct despite the clear injury
to the foregoing interests; (3) Defendants are likely to delete or relocate the command and control
software at issue in Plaintiffs’ TRO Application and the harmful, malicious, and trademark infringing
software disseminated through these IP addresses and domains and to warn their associates engaged in
such activities if informed of Plaintiffs’ action. Plaintiffs’ request for this emergAency ex parte relief is not
the result of any lack of diligence on Plaintiffs’ part, but instead is based upon the nature of Defendants’
unlawful conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b) and 15 U.S.C. § 1116(d), good cause
and the interests of justice require that this Order be granted without prior notice to Defendants, and

accordingly Plaintiffs are relieved of the duty to provide Defendants with prior notice of Plaintiffs’ motion.



12. There is good cause to believe that Defendants have specifically directed their activities to
computers of Plaintiffs’ customers and member organization located in the Eastern District of New York.

13.  There is good cause to believe that Defendants have engaged in illegal
activity using the data centers and/or Internet hosting providers identified in Appendix A to
host the unauthorized Cobalt Strike C2 infrastructure used to maintain and operate the
unauthorized Cobalt Strike software at computers, servers, electronic data storage devices or
media at the IP addresses identified in Appendix A.

14.  There is good cause to believe that to immediately halt the injury caused by
Defendants, data and evidence at Defendants’ IP addresses identified in Appendix A must be
preserved and held in escrow pending further order of the court, Defendants’ computing
resources related to such IP addresses must then be disconnected from Defendants’
infrastructure, Defendants must be prohibited from accessing Defendants’ computer
resources related to such IP addresses and the data and evidence located on those computer
resources must be secured and preserved.

15.  There is good cause to believe that Defendants have engaged in illegal
activity using the Internet domains identified in Appendix A to this order to host the
command and control software and content used to maintain and operate the Defendants’
harmful infrastructure. There is good cause to believe that to immediately halt the injury
caused by Defendants, each of Defendants’ current and prospective domains set forth in
Appendix A must be immediately transferred to the control of Microsoft where they can be
secured and thus made inaccessible to Defendants.

16.  There is good cause to direct that third party Internet registries, registrars, data
centers, and hosting providers with a presence in the United States to reasonably assist in the
implementation of this Order and réfrain from frustrating the implementation and purposes
of this Order, pursuant to 28 U.S.C. § 1651(a) (the All Writs Act).

17.  There is good cause to believe that if Defendants are provided advance notice

of Plaintiffs’ TRO Application or this Order, they would move the Defendants’



infrastructure, allowing them to continue their misconduct and that they would destroy,
move, hide, conceal, or otherwise make inaccessible to the Court evidence of their
misconduct, the Defendants’ infrastructure’s activity, the infringing materials, the
instrumentalities used to make the infringing materials, and the records evidencing the
manufacture and distributing of the infringing materials.

18.  There is good cause to permit notice of the instant Order, notice of the
Preliminary Injunction hearing and service of the Complaint by formal and alternative
means, given the exigency of the circumstances and the need for prompt relief. The
following means of service are authorized by law, satisfy Due Process, satisfy Fed. R. Civ.
Pro. 4(f)(3), and are reasonably calculated to notify Defendants of the instant order, the
Preliminary Injunction hearing and of this action: (1) personal delivery upon Defendants
who provided to the data centers and Internet hosting providers contact information in the
U.S.; (2) personal delivery through the Hague Convention on Service Abroad or other
treaties upon Defendants who provided contact information outside the United States; (3)
transmission by e-mail, electronic messaging addresses, facsimile, and mail to the known '
email and messaging addresses of Defendants and to their contact information provided by
Defendants to the domain registrars, registries, data centers, Internet hosting providers, and
website providers who host the software code associated with the IP addresses or through
which domains are registered, both of which are identified in Appendix A.; and (4)
publishing notice to the Defendants on a publicly available Internet website and in
newspapers in jurisdictions where Defendants are believed to reside'.

19.  There is good cause to believe that the harm to Plaintiffs of denying the relief

-requested in their TRO Application outweighs any harm to any legitimate interests of
Defendants and that there is no undue burden to any third party.
TEMPORARY RESTRAINING ORDER AND SEIZURE ORDER

IT IS THEREFORE ORDERED as follows:



A. Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained anél enjoined from: Using unauthorized
versions of Cobalt Strike to brutally force access into victims’ computers; using unauthorized
versions of Cobalt Strike to operate a global malware and ransomware infrastructure, using
unauthorized versions of Cobalt Strike to deploy malware and ransomware to victims’
machines; using unauthorized version of Cobalt Strike to offer RaaS to other malicious
actors; using the Conti and LockBit ransomware deployed via unauthorized Cobalt Strike to
run and add its own protocols to the Microsoft operating system to go through the list of
services and terminates services that are related to backup and recoveries as well as
terminating security processes related to operating tool, which causes hundreds of lines of
Microsoft’s declaring code and the structure, sequence, and organization of that code are
copied with and across unauthorized, cracked Cobalt Strike modules and ransomware like
LockBit; using the infected victims’ computers to send commands and instructions to the
infected computing device to control it surreptitiously and deliver malware that, among other
things, enables Defendants to take control of the victim’s computer and extort money from
them. Defendants’ primary goal is to deliver ransomware and enable attacks against other
computers; or stealing information, money or property from Plaintiffs, Plaintiffs’ customers
or Plaintiffs’ member organizations, or undertaking any similar activity that inflicts harm on
Plaintiffs, or the public, including Plaintiffs’ customers or associated member organizations.

B. Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from configuring, deploying,
operating or otherwise using or unauthorized Cobalt Strike to facilitate the deployment of
defendants’ malware and ransomware activities described in the TRO Application, including
but not limited to the C2 infrastructure hosted at and operating through the domains and IP
addresses set forth herein and through any other deployments of unauthorized Cobalt Strike
in any location.

C. Defendants, their representatives and persons who are in active concert or



participation with them are temporarily restrained and enjoined from using the trademarks or
logos “Microsoft” or “Windows” the logos and trademarks “Cobalt Strike,” the trademarks,
brands or logos of healthcare institution members of Health-ISAC; and/or other trademarks;
trade names; service marks; or Internet domain addresses or names; or acting in any other
manner which suggests in any way that Defendants’ products or services come from or are
somehow sponsored or affiliated with Plaintiffs or Plaintiffs’ associated member
organizations, and from otherwise unfairly competing with Plaintiffs, misappropriating that
which rightfully belongs to Plaintiffs or Plaintiffs’ customers or Plaintiffs’ associated
member organizations, or passing off their goods or services as Plaintiffs or Plaintiffs’
associated member organizations.

D. Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from infringing Plaintiffs’
registered trademarks, as set forth in Appendix B and E.

Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from using in connection
with Defendants’ activities any false or deceptivé designation, representation or description
of Defendants’ or of their representatives’ activities, whether by symbols, words, designs or
statements, which would damage or injure Plaintiffs or give Defendants an unfair
competitive advantage or result in deception of consumers.

IT IS FURTHER ORDERED, pursuant to the All Writs Act, with respect to any of
the IP Addresses set forth in Appendix A to this Order, the data centers and/or hosting
providers identified in Appendix A to this Order shall take reasonable best efforts to
implement the following actions:

A. Take reasonable steps to identify incoming and/or outgoing Internet traffic on
their respective networks associated with Defendants that originates and/or is being sent
from and/or to the IP Addresses identified in Appendix A;

B. Take reasonable steps to block incoming and/or outgoing Internet traffic on



their respective networks associated with Defendants that originate and/or are being sent
from and/or to the IP Addresses identified in Appendix A, by Defendants or Defendants’
representatives or resellers, except as explicitly provided for in this Order;

C. Completely disable the computers, servers, electronic data storage devices,
software, data or media assigned to or otherwise associated with Defendants’ use of the IP

- Addresses set forth in Appendix A and make them inaccessible from any other computer on
the Internet, any internal network, or in any other manner, to Defendants, Defendants’
representatives and all other persons, except as otherwise ordered herein;

D. Completely, and until further order of this Court, suspend all services to
Defendants or Defendants’ representatives or resellers associated with the IP Addresses set
forth in Appendix A;

E. Isolate and disable any content and software associated with the Defendants
hosted at the IP Addresses listed in Appendix A in a manner that does not impact any content
or software not associated with Defendants hosted at the IP Addresses listed in Appendix A.
In determining the method and mechanism to disable content and software associated with
the Defendants, the relevant data centers and/or hosting providers shall reasonably confer
with Plaintiffs’ counsel, Gabriel M. Ramsey, Crowell & Moring LLP, 3 Embarcadero Ctr.,
26th Floor, San Francisco, CA 94111, gramsey@crowell.com, (Tel: 415-365-7207), to |
facilitate any follow-on action;

F. Refrain from providing any notice or warning to, or communicating in any
way with Defendants or Defendants’ representatives and refrain from publicizing this Order
until this Order is executed in full, except as necessary to communicate with hosting
companies, data centers, the Plaintiffs or other ISPs to execute this order;

G. Not enable, and shall take all reasonable steps to prevent, any circumvention
of this order by Defendants or Defendants’ representatives associated with the IP Addresses,
including without limited to enabling, facilitating, and/or allowing Defendants or

Defendants’ representatives or resellers to rent, lease, purchase, or otherwise obtain another



IP Address associated with your services;

H. Preserve, retain and produce to Plaintiffs all documents and information
sufficient to identify and contact Defendants and Defendants’ representatives operating or
controlling the IP Addresses set forth in Appendix A, including any and all individual or
entity names, mailing addresses, e-mail addresses, facsimile numbers and telephone numbers
or similar contact information, including but not limited to such contact information reflected
in billing, usage, access and contact records and all records, documents and logs associated
with Defendants’ or Defendants’ Representatives’ use of or access to the IP Addresses;

L Provide reasonable assistance in implementing the terms of this Order and
take no action to frustrate the implementation of this Order; and

J. Completely preserve the computers, servers, electronic data storage devices,
software, data or media assigned to or otherwise associated with the IP Addresses set forth in
Appendix A, and preserve all evidence of any kind related to the content, data, software or
accounts associated with such IP addresses and such computer hardware, such that such
evidence of Defendants’ unlawful activities is preserved.

IT IS FURTHER ORDERED that, pursuant to the All Writs Act, with respect to any
currently registered Internet domain set forth in Appendix A, the domain registries shall take the
following actions:

A. Within three (3) business days of receipt of this Order, shall unlock and change
the registrar of record for the domain to MarkMonitor or such other registrar specified by
Microsoft. To the extent the registrar of record does not assist in changing the registrar of record
for the domain under its control, the domain registry for the domain, or its administrators,
including backend registry operators or administrators, within five (5) business days of receipt of
this Order, shall change, or assist in changing, the registrar of record for the domain to
MarkMonitor or such other registrar specified by Microsoft. The purpose of this paragraph is to
ensure that Microsoft has control over the hosting and administration of the domain in its

registrar account at MarkMonitor or such other registrar specified by Microsoft. Microsoft shall



provide to the domain registry or registrar of record any requested registrar information or
account details necessary to effectuate the foregoing.

B. The domain shall be made active and shall resolve in the manner set forth in this
order, or as otherwise specified by Microsoft, upon taking control of the domain;

C. The domain registries shall take reasonable steps to work with Microsoft to ensure
the transfer of the domain and to ensure that Defendants cannot use it to make unauthorized
access to computers, infect computers, compromise computers and computer networks, monitor
the owners and users of computers and computer networks, steal information from them or
engage in any other activities prohibited by this Order;

D. The WHOIS registrant, administrative, billing and technical contact and
identifying information should be the following, or other information as may be specified by

Microsoft:

Domain Administrator
Microsoft Corporation

One Microsoft Way
Redmond, WA 98052
United States

Phone: +1.4258828080
Facsimile: +1.4259367329
domains@microsoft.com

E. Prevent transfer, modification or deletion of the domain by Defendants and
prevent transfer or control of the domain to the account of any party other than Microsoft;

F. Take all steps required to propagate to the foregoing changes through the Domain
Name System (“DNS”), including domain registrars.

IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary
Injunction hearing and service of the Complaint may be served by any means authorized by
law, including any one or combination of (1) personal delivery upon Defendants who
provided accurate contact information in the U.S., if any; (2) personal delivery through the
Hague Convention on Service Abroad or similar treaties upon defendants who provided
accurate contact information in foreign countries that are signatory to such treaties, if any,

(3) transmission by email, facsimile, mail and/or personal delivery to the contact information



provided by Defendants to their hosting companies and as agreed to by Defendants in their
hosting agreements, (4) publishing notice on a publicly available Internet website and/or in
newspapers in the communities where Defendants are believed to reside.

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(b)
that the Defendants shall appear before the Hon. LaShann DeArcy Hall on April 13, 2023, at
1:00 p.m. to show cause, if there is any, why the Court should not enter a Preliminary
Injunction, pending final ruling on the Complaint against the Defendants, enjoining them
from the conduct temporarily restrained by the preceding provisions of this Order.

IT IS FURTHER ORDERED that Microsoft, on behalf of Plaintiffs, shall post
bond in the amount of $15,000 as cash to be paid into the Court registry.

IT IS FURTHER ORDERED that the Defendants shall file with the Court and
serve on Plaintiffs” counsel any answering affidavits, pleadings, motions, expert reports or
declarations and/or legal memoranda no later than two (2) days prior to the hearing on
Plaintiffs’ request for a preliminary injunction. Plaintiffs may file responsive or
supplemental pleadings, materials, affidavits, or memoranda with the Court and serve the
same on counsel for the Defendants no later than one (1) day prior to the preliminary
injunction hearing in this matter. Provided that service shall be performed by personal or
overnight delivery, facsimile or electronic mail, and documents shall be delivered so that
they shall be received by the other parties no later than 4:00 p.m. (Eastern Standard Time) on

the appropriate dates listed in this paragraph.

IT IS SO ORDERED M [/\/

Entered this 3 1st day of March, 2023.

Hon. Nina R. Morrison, U.S.D.J.

(Miscellaneous Duty Judge)



IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

Microsoft Corporation, a Washington State
Corporation, NGO-ISAC, a New York State
Non-Profit Organization,

Civil Action No.
Plaintiffs,

V.

John Does 1-2, Controlling A Computer FILED UNDER SEAL PURSUANT TO
Network and Thereby Injuring Plaintiff and Its LOCAL RULE 5.1
Customers,

Defendants.

[PROPOSED] EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiffs Microsoft Corporation (“Microsoft”’) and NGO Information Sharing and
Analysis Center (“NGO-ISAC”) have filed a complaint for injunctive and other relief pursuant to:
(1) the Computer Fraud and Abuse Act, 18 U.S.C. § 1030; (2) the Electronic Communications
Privacy Act, 18 U.S.C. § 2701; (3) Trademark Infringement under the Lanham Act, 15 U.S.C. §
1114 et seq.; (4) False Designation of Origin under the Lanham Act, 15 U.S.C. § 1125(a); (5)
Trademark Dilution under the Lanham Act, 15 U.S.C. § 1125(c) (6) Common Law Trespass to
Chattels; (7) Conversion; and (8) Unjust Enrichment. Plaintiffs have moved ex parte for an
emergency temporary restraining order and an order to show cause why a preliminary injunction
should not be granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure, 15 U.S.C. §
1116(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of

Plaintiffs’ Ex Parte Application for an Emergency Temporary Restraining Order and Order to

DCACTIVE-77796871.1



Show Cause re Preliminary Injunction, the Court hereby makes the following findings of fact and
conclusions of law:

1. This Court has jurisdiction over the subject matter of this case, and there is good
cause to believe that it will have jurisdiction over all parties hereto; the Complaint states a claim
upon which relief may be granted against Defendants John Doe 1-2 (“Defendants’) under the
Computer Fraud and Abuse Act (18 U.S.C. § 1030), the Electronic Communications Privacy Act
(18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 1114, 1125), and the common law of trespass
to chattels, conversion, and unjust enrichment.

2. There is good cause to believe that John Does 1-2 operate a sophisticated Russia-
based, cybercriminal operation known as “Star Blizzard.”

3. There is good cause to believe that Star Blizzard target Microsoft’s customers,
including NGO-ISAC and its member organizations, and the general public, that work to oppose
the Russian government and are adverse to Russia’s interests or global and domestic policy (such
as its invasion of Ukraine).

4. There is good cause to believe that the Star Blizzard Defendants have engaged in
and are likely to engage in acts or practices that violate the Computer Fraud and Abuse Act (18
U.S.C. § 1030), the Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act
(15 U.S.C. §§ 1114, 1125), and constitute trespass to chattels, conversion, and unjust enrichment,
and Plaintiffs, therefore, are likely to prevail on the merits of this action.

5. Microsoft owns the registered trademarks Microsoft, Microsoft corporate logo,
Outlook, OneDrive, Microsoft Word and Office 365 and numerous other trademarks used in
connection with its services, software and products.

6. NGO-ISAC is an organization that has organizational standing to bring claims on



behalf of its member organization. NGO-ISAC’s members, including the Carnegie Corporation
of New York, owns registered trademarks in its names and logos used in connection with its
nonprofit work.

7. There is good cause to believe that, unless the Star Blizzard Defendants are
restrained and enjoined by Order of this Court, immediate and irreparable harm will result from
the Star Blizzard Defendants’ ongoing violations. The evidence set forth in Plaintiffs’ Brief in
Support of Ex Parte Application for a Temporary Restraining Order and Order to Show Cause Re
Preliminary Injunction (“TRO Application”), and the accompanying declarations of Sean Ensz,
Ian Gottesman, Yotaro Sherman, and Natalia Krapiva, and supporting exhibits, demonstrates that
Plaintiffs are likely to prevail on its claim that the Star Blizzard Defendants have engaged in
violations of the foregoing law by:

a. Intentionally accessing the protected computers and computer networks of
Microsoft and the customers of Microsoft, including NGO-ISAC, and NGO-
ISAC’s member organizations, without authorization or exceeding

authorization, in order to steal and exfiltrate information from those computers
and computer networks;

b. Engaging in spear phishing operations to steal credentials from unsuspecting
victims who are tricked into believing they are accessing legitimate websites;

c. Intentionally accessing, without authorization, the email inboxes of Microsoft
customers, NGO-ISAC, NGO-ISAC’s member organization in order to view
and exfiltrate sensitive data including email contents, attachments to emails,
and contact lists for the purpose of data theft;

d. Infringing the protected marks of Plaintiffs for the purpose of causing confusion
or mistake, whereby the victims of the Star Blizzard Defendants’ attacks
mistakenly believe that such conduct is endorsed by Plaintiffs.

8. There is good cause to believe that if such conduct continues, irreparable harm will
occur to Microsoft, Microsoft’s customers, NGO-ISAC, NGO-ISAC’s members, and the public.

There is good cause to believe that the Star Blizzard Defendants will continue to engage in such

unlawful actions if not immediately restrained from doing so by Order of this Court.



0. There is good cause to believe that immediate and irreparable damage to this
Court’s ability to grant effective final relief will result from the sale, transfer, or other disposition
or concealment by the Star Blizzard Defendants of command and control software that is hosted
at and otherwise operates through the Internet domains listed in Appendix A to this Order, and
from the destruction or concealment of other discoverable evidence of the Star Blizzard
Defendants’ misconduct available via those domains, including on user computers infected by the
Star Blizzard Defendants, if they receive advance notice of this action. Based on the evidence
cited in Plaintiffs’ TRO Application and accompanying declarations and exhibits, Plaintiffs are
likely to be able to prove that:

a. The Star Blizzard Defendants are engaged in activities that directly violate

United States law and harm Microsoft, its customers, NGO-ISAC, its member
organizations, and the public;

b. The Star Blizzard Defendants have continued their unlawful conduct despite
the clear injury to the foregoing interests;

c. The Star Blizzard Defendants are likely to delete or to relocate the command
and control software at issue in Plaintiffs’ TRO Application and the harmful
and malicious software disseminated through the Internet domains listed in
Appendix A, thereby permitting them to continue their illegal acts; and

d. The Star Blizzard Defendants are likely to warn their associates engaged in such
activities if informed of Plaintiffs’ action.

10.  Plaintiffs’ request for this emergency ex parte relief is not the result of any lack of
diligence on Plaintiffs’ part, but instead, is based upon the nature of the Star Blizzard Defendants’
unlawful conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b), 15 U.S.C. § 1116(a) and
28 U.S.C. § 1651(a), good cause and the interest of justice require that this Order be Granted
without prior notice to the Star Blizzard Defendants, and accordingly, Plaintiffs are relieved of
the duty to provide the Star Blizzard Defendants with prior notice of Plaintiffs’ motion and

requested relief.



11. There is good cause to believe that the Star Blizzard Defendants have operated their
spearphishing campaigns through certain instrumentalities — specifically through the website
domains identified in Appendix A.

12. There is good cause to believe that the Star Blizzard Defendants have (i) engaged
in illegal activity by using the domain registration facilities of the domain registries identified in
Appendix A, to register the Internet domains identified in Appendix A, (ii) violated Plaintiffs’
trademarks in order to: (iii) deceive Plaintiffs’ customers to steal credentials for their email
accounts, infiltrate the email systems, and have unfettered access to the contents of those email
accounts for purposes of data exfiltration.

13. There is good cause to believe that the Star Blizzard Defendants have engaged in
illegal activity by using deceptive and fraudulent methods to steal computer users’ account
credentials and to use such credentials for illegal purposes.

14. There is good cause to believe that to immediately halt the injury caused by the
Blizzard Defendants, they must be prohibited from accessing Plaintiffs’ services without
authorization, prohibited from the unlawful intrusion and data theft of the victims’ email accounts,
from using Plaintiffs’ marks to perpetrate their unlawful and criminal scheme, and prevented from
using the Internet domains identified in Appendix A to operate the command and control
infrastructure to further its spear phishing operation.

15. There is good cause to believe that the Star Blizzard Defendants have engaged in
illegal activity using the Internet domains identified in Appendix A to carry out their illegal spear
phishing campaign. There is good cause to believe that to immediately halt the injury caused by
the Star Blizzard Defendants, each of Star Blizzard’s domains set forth in Appendix A must be

immediately transferred beyond the control of the Star Blizzard criminal operation, thus making



them inaccessible to the Star Blizzard Defendants.

16. There is good cause to believe that to immediately halt the injury, the execution of
this Order should be carried out in a coordinated manner by Plaintiffs and by the domain registries
identified in Appendix A on such date and time within five (5) days of this Order as may be
reasonably requested by Plaintiffs.

17. There is good cause to believe that the Star Blizzard Defendants have specifically
directed their activities in the District of Columbia.

18. There is good cause to believe that if the Star Blizzard Defendants are provided
advance notice of Plaintiffs’ TRO Application or this Order, they would move the Star Blizzard
Defendants’ infrastructure, allowing them to continue their misconduct and that they would
destroy, move, hide, conceal, or otherwise make inaccessible to the Court evidence of their
misconduct, the Star Blizzard Defendants' infrastructure's activity, the infringing materials, the
instrumentalities used to make the infringing materials, and the records evidencing the
manufacture and distributing of the infringing materials.

19. There is good cause to permit notice of the instant Order, notice of the Preliminary
Injunction hearing and service of the Complaint by formal and alternative means, given the
exigency of the circumstances and the need for prompt relief. The following means of service are
authorized by law, satisfy Due Process, and satisfy Fed. R. Civ. P. 4(f)(3) and are reasonably
calculated to notify the Star Blizzard Defendants of the instant order, the Preliminary Injunction
hearing and of this action: (1) transmission by email, facsimile, mail and/or personal delivery to
the contact information provided by the Star Blizzard Defendants to the Star Blizzard Defendants’
domain registrars and hosting companies and as agreed to by the Star Blizzard Defendants in their

domain registration and/or hosting agreements, (2) publishing notice on a publicly available



Internet website, (3) by personal delivery upon the Star Blizzard Defendants, to the extent the Star
Blizzard Defendants provided accurate contact information in the U.S.; and (4) personal delivery
through the Hague Convention on Service Abroad or similar treaties upon the Star Blizzard
Defendants, to the extent the Star Blizzard Defendants provided accurate contact information in
foreign countries that are signatories to such treaties.

20. There is good cause to believe that the Star Blizzard Defendants have no legitimate
interest in carryout their cybercriminal activities.

21. There is good cause to believe that the harm to Plaintiffs in denying the relief
requested in their TRO Application outweighs any harm to any legitimate interest of the Star
Blizzard Defendants (of which there is none) and that there is no undue burden to any third party.

TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

IT IS THEREFORE ORDERED that, the Star Blizzard Defendants, their
representatives, and persons who are in active concert or participation with the Star Blizzard
Defendants and associated criminal operation, are temporarily restrained and enjoined from: (1)
intentionally accessing the protected computers without authorization, (2) engaging in spear
phishing campaigns, (3) stealing credentials from victims of spear phishing campaigns, (4) using
the credentials to access the email inboxes of victims, (4) unlawfully accessing, viewing,
exfiltrating, or otherwise stealing the contents of the compromised email inboxes, (5) capitalizing
on the trademarks of Plaintiffs to fabricate legitimacy of the spear phishing campaign, (6)
misappropriating that which rightfully belongs to Microsoft, its customers, or in which Microsoft
or its customers have a proprietary interest; (7) destroying the goodwill and reputation of Plaintiffs,
(8) impersonating Plaintiffs, their systems, products, and services, (9) configuring, deploying,

operating, or otherwise participating in or facilitating infrastructure described in the TRO



Application, including but not limited to the Internet domains set forth in Appendix A and through
any other component or element of the Star Blizzard Defendants’ illegal infrastructure at any
location, including infrastructure that the Star Blizzard Defendants may attempt to rebuild, and
(10) undertaking any similar activity that inflicts harm on Microsoft, Microsoft’s customers, NGO-
ISAC, its member organizations, or the public.

IT IS FURTHER ORDERED that, the Star Blizzard Defendants, their representatives,
and persons who are in active concert or participation with the Star Blizzard Defendants and
associated criminal operation are temporarily restrained and enjoined from (1) using and infringing
Plaintiffs’ trademarks, including specifically Microsoft’s registered trademarks Microsoft,
Microsoft corporate logo, OneDrive, Outlook, Microsoft Word and Office 365 and the trademarks
of NGO-ISAC’s member organizations, including specifically Carnegie Corporation’s register
trademarks Carnegie Corporation of New York and its corporate logo, and/or other trademarks,
trade names, service marks, or Internet domain addresses or names containing or infringing such
trademarks, trade names or service marks, as set forth in Appendix B and C to this Order; (2)
using in connection with the Star Blizzard Defendants’ activities, products, or services any false
or deceptive designation, representation or description of the Star Blizzard Defendants or of their
activities, whether by symbols, words, designs or statements, which would damage or injure
Plaintiffs or give the Star Blizzard Defendants an unfair competitive advantage or result in
deception of consumers; or (3) acting in any other manner which suggests in any way that the Star
Blizzard Defendants’ activities, products or services come from or are somehow sponsored by or
affiliated with Plaintiffs, or passing off the Star Blizzard Defendants’ activities, products or
services as Plaintiffs’.

IT IS FURTHER ORDERED that, with respect to any currently registered Internet



domains set forth in Appendix A to this Order, the domain registries located in the United States
shall take the following actions:

A. Within three (3) business days of receipt of this Order, shall unlock and
change the registrar of record for the domain to MarkMonitor or such other registrar specified by
Microsoft. To the extent the registrar of record does not assist in changing the registrar of record
for the domain under its control, the domain registry for the domain, or its administrators, including
backend registry operators or administrators, within three (3) business days of receipt of this Order,
shall change, or assist in changing, the registrar of record for the domain to MarkMonitor or such
other registrar specified by Microsoft. The purpose of this paragraph is to ensure that Microsoft
has control over the hosting and administration of the domain in its registrar account at
MarkMonitor or such other registrar specified by Microsoft. Microsoft shall provide to the domain
registry or registrar of record any requested information or account details necessary to effectuate
the foregoing.

B. The domain registries shall be made active and shall resolve in the manner
set forth in this order, or as otherwise specified by Microsoft, upon taking control of the domain.

C. The domain registries shall take reasonable steps to work with Microsoft to
ensure the transfer of the domain and to ensure that the Star Blizzard Defendants cannot use it to
make unauthorized access to computers, infect computers, compromise computers and computer
networks, monitor the owners and users of computers and computer networks, steal information
from them, or engage in any other activities prohibited by this Order;

D. The WHOIS registrant, administrative, billing and technical contact and
identifying information should be the following, or other information as may be specified by

Microsoft:



Domain Administrator

Microsoft Corporation

One Microsoft Way

Redmond, WA 98052

United States

Phone: +1.4258828080

Facsimile: +1.4259367329

domains@microsoft.com

E. Prevent transfer, modification or deletion of the domain by the Star Blizzard
Defendants and prevent transfer or control of the domain to the account of any party other than
Microsoft;

F. Take all steps required to propagate to the foregoing changes through the
Domain Name System (“DNS”), including domain registrars.

2. With regard to the domain registries and registrars located outside of the United
States, the Court respectfully requests, but does not order, that they take the same or substantially
similar actions as the foregoing so as to neutralize the threat posed by the Star Blizzard Defendants
to the citizens of all countries, including their own. The Star Blizzard Defendants, their
representatives and persons who are in active concert or participation with them are ordered to
consent to whatever actions are necessary for non-United States registries, registrars and
registrants or hosts, set forth in Appendix A to this Order, to effectuate this request.

IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary
Injunction hearing and service of the Complaint may be served by any means authorized by law,
including (1) transmission by email, facsimile, mail and/or personal delivery to the contact
information provided by the Star Blizzard Defendants to their domain registrars and/or hosting
companies and as agreed to by the Star Blizzard Defendants in the domain registration and/or

hosting agreements, (2) publishing notice on a publicly available Internet website, (3) by personal

delivery upon Defendants, to the extent the Star Blizzard Defendants provided accurate contact
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information in the U.S.; and (4) personal delivery through the Hague Convention on Service
Abroad or similar treaties upon the Star Blizzard Defendants, to the extent they provided accurate
contact information in foreign countries that are signatories to such treaties.

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(b) that the
Star Blizzard Defendants shall appear before this Court on October 8, 2024 at 9:00 a.m., to show
cause, if there is any, why this Court should not enter a Preliminary Injunction, pending final ruling
on the Complaint against the Star Blizzard Defendants, enjoining the Star Blizzard Defendants
from the conduct temporarily restrained by the preceding provisions of this Order.

IT IS FURTHER ORDERED that Microsoft, on behalf of Plaintiffs, shall post bond in
the amount of $15,000 to be paid into the Court registry.

IT IS FURTHER ORDERED that the Star Blizzard Defendants shall file with the Court
and serve on Plaintiffs’ any answering affidavits, pleadings, motions, expert reports or declarations
and/or legal memoranda no later than two (2) days prior to the hearing on Plaintiffs' request for a
preliminary injunction. Plaintiffs may file responsive or supplemental pleadings, materials,
affidavits, or memoranda with the Court and serve the same on counsel for the Star Blizzard
Defendants no later than one (1) day prior to the preliminary injunction hearing in this matter.
Provided that service shall be performed by personal or overnight delivery, facsimile or electronic
mail, and documents shall be delivered so that they shall be received by the other parties no later
than 4:00 p.m. (Eastern Standard Time) on the appropriate dates listed in this paragraph.

IT IS SO ORDERED

Entered this day of September, 2024

UNITED STATES DISTRICT JUDGE
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APPENDIX A



.COM REGISTRY

VeriSign Global Registry Services
12061 Bluemont Way

Reston VA 20190

.COM DOMAIN

APPENDIX A

ANKARAMUHASEBEN.COM

Domain Name: ANKARAMUHASEBEN.COM
Registry Domain ID: 2859614504 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-02-29T16:32:16Z

Creation Date: 2024-02-29T16:32:13Z

Registry Expiry Date: 2025-02-28T16:32:13Z
Registrar: NameCheap, Inc.

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: DNS1.REGISTRAR-SERVERS.COM
Name Server: DNS2.REGISTRAR-SERVERS.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of whois database: 2024-09-
20T17:17:01Z <<<

BIGDATABROADWAY.COM

Domain name: BIGDATABROADWAY.COM
Registry Domain ID: 2856022843 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2024-02-17T18:27:19.00Z

Registrar Registration Expiration Date: 2025-02-
17T18:27:19.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy




Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
cad10b04e802496cb7315f443084ac].protect@withheldf
orprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
cad10b04e802496cb71315f443084ac].protect@withheldf
orprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
cad10b04e802496cb7315f443084ac].protect@withheldf
orprivacy.com




Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
20T16:20:25.39Z <<<

CLOUDDEFSYSTEMS.COM

Domain name: clouddefsystems.com

Registry Domain ID: 2764044774 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-10T08:39:33.00Z

Registrar Registration Expiration Date: 2024-03-
10T08:39:33.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
94ac459a70de4e3bb65db311eea9das6.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region




Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
94ac459a70ded4e3bb65db311eea9das6.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
94ac459a70de4e3bb65db311eea9das6.protect@withheld
forprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

CLOUDINFODATA.COM

Domain name: cloudinfodata.com

Registry Domain ID: 2781367380 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-05-16T15:23:52.00Z

Registrar Registration Expiration Date: 2024-05-
16T15:23:52.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC




Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: REACTIVATION PERIOD
Registrant Organization: Withheld for Privacy Purposes
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: reactivation-
pending(@mail.withheldforprivacy.com
Registry Admin ID:

Admin Name: REACTIVATION PERIOD

Admin Organization: Withheld for Privacy Purposes
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: reactivation-
pending(@mail.withheldforprivacy.com

Registry Tech ID:

Tech Name: REACTIVATION PERIOD

Tech Organization: Withheld for Privacy Purposes
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: reactivation-
pending(@mail.withheldforprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com




DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

CLOUDITHUB.COM

omain name: cloudithub.com

Registry Domain ID: 2784305716 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 2024-06-26T01:43:42.64Z
Creation Date: 2023-05-26T16:28:35.00Z
Registrar Registration Expiration Date: 2025-05-
26T16:28:35.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy
Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
723eed6a6b98418d905c68cebf3d06be.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS




Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
723eed6a6b98418d905c68cebf3d06be.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
723eed6a6b98418d905c68cebf3d06be.protect@withheld
forprivacy.com

Name Server: nsl.dan.com

Name Server: ns2.dan.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

DATAWEBHUB.COM

Domain name: datawebhub.com

Registry Domain ID: 2784305714 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 2024-06-26T01:46:46.46Z

Creation Date: 2023-05-26T16:28:34.00Z

Registrar Registration Expiration Date: 2025-05-
26T16:28:34.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited




Registry Registrant ID:

Registrant Name: Redacted for Privacy
Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
bb1402f4bbb14246947¢77ef4598aae0.protect@withheldf
orprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
bb1402f4bbb14246947¢77ef4598aae0.protect@withheldf
orprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:




Tech Email:
bb1402f4bbb14246947¢77ef4598aae0.protect@withheldf
orprivacy.com

Name Server: nsl.dan.com

Name Server: ns2.dan.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

DOCSECGATE.COM

Domain Name: DOCSECGATE.COM

Registry Domain ID: 2797453581 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-08-22T13:39:52Z

Creation Date: 2023-07-11T13:27:59Z

Registry Expiry Date: 2024-07-11T13:27:59Z

Registrar: NameCheap, Inc.

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: redemptionPeriod
https://icann.org/epp#redemptionPeriod

Name Server: DNS101.REGISTRAR-SERVERS.COM
Name Server: DNS102.REGISTRAR-SERVERS.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last wupdate of whois database: 2024-09-
20T17:25:49Z <<<

E-FLUXXSOLUTIONS.COM

Domain name: e-fluxxsolutions.com

Registry Domain ID: 2775421497 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-04-24T10:42:21.00Z

Registrar Registration Expiration Date: 2024-04-
24T10:42:21.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC




Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
b115c8ed61ca4385bde370956¢ce374d8.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
b115c8ed61ca4385bde370956¢ce374d8.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:
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Tech Fax Ext:

Tech Email:
b115c8ed61ca4385bde370956¢ce374d8.protect@withheld
forprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

ENTHEOGENICMD.COM

Domain Name: ENTHEOGENICMD.COM
Registry Domain ID: 2894098537 DOMAIN COM-
VRSN
Registrar WHOIS Server: whois.hostinger.com
Registrar URL: http://www.hostinger.com
Updated Date: 2024-06-26T13:54:05Z
Creation Date: 2024-06-26T13:53:58Z
Registry Expiry Date: 2025-06-26T13:53:58Z
Registrar: HOSTINGER operations, UAB
Registrar IANA ID: 1636
Registrar Abuse Contact Email: abuse-
tracker@hostinger.com
Registrar Abuse Contact Phone: +37064503378
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Name Server: NS1.DNS-PARKING.COM
Name Server: NS2.DNS-PARKING.COM
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/
>>> Last wupdate of whois database: 2024-09-
20T17:30:06Z <<<

EXTRACTORDRAW.COM

Domain Name: EXTRACTORDRAW.COM
Registry Domain ID: 2863506875 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.hostinger.com
Registrar URL: http://www.hostinger.com
Updated Date: 2024-03-14T17:31:07Z
Creation Date: 2024-03-14T17:31:02Z

Registry Expiry Date: 2025-03-14T17:31:02Z
Registrar: HOSTINGER operations, UAB
Registrar IANA ID: 1636

Registrar Abuse Contact Email: abuse-
tracker@hostinger.com

Registrar Abuse Contact Phone: +37064503378
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Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: NS1.DNS-PARKING.COM

Name Server: NS2.DNS-PARKING.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last wupdate of whois database: 2024-09-
20T17:31:227 <<<

GALETSCRYPTODATA.COM

Domain name: galetscryptodata.com

Registry Domain ID: 2760849968 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z
Creation Date: 2023-02-24T18:49:12.00Z
Registrar Registration Expiration Date: 2024-02-
24T18:49:12.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email:
abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy
Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
1938¢38cd842454586009056002f69dc.protect@with
heldforprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf
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Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
1938¢38cd842454586009056002f69dc.protect@with
heldforprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by
Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
1938¢38cd842454586009056002f69dc.protect@with
heldforprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please
visit https://icann.org/epp

GATEBLURBREPOSITORY.CO
M

Domain Name: GATEBLURBREPOSITORY.COM
Registry Domain ID: 2759139284 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-08-24T22:01:34Z

Creation Date: 2023-02-17T18:02:46Z

Registry Expiry Date: 2025-02-17T18:02:46Z
Registrar: NameCheap, Inc.

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
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Registrar Abuse Contact Phone: +1.6613102107

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: NS1.DAN.COM

Name Server: NS2.DAN.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of whois database: 2024-09-
20T17:35:56Z <<<

GATEWAYDOCSINT.COM

Domain name: gatewaydocsint.com

Registry Domain ID: 2754772928 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-29T21:32:39.00Z

Registrar Registration Expiration Date: 2025-01-
29T21:32:39.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID: Redacted for Privacy Purposes
Registrant Name: Redacted for Privacy Purposes
Registrant Organization: Redacted for Privacy Purposes
Registrant Street: Redacted for Privacy Purposes
Registrant City: Redacted for Privacy Purposes
Registrant State/Province: FL

Registrant Postal Code: Redacted for Privacy Purposes
Registrant Country: US

Registrant Phone: Redacted for Privacy Purposes
Registrant Phone Ext: Redacted for Privacy Purposes
Registrant Fax: Redacted for Privacy Purposes
Registrant Fax Ext: Redacted for Privacy Purposes
Registrant Email: Select Contact Domain Holder link at
https://www.namecheap.com/domains/whois/result?doma
in=gatewaydocsint.com

Registry Admin ID: Redacted for Privacy Purposes
Admin Name: Redacted for Privacy Purposes

Admin Organization: Redacted for Privacy Purposes
Admin Street: Redacted for Privacy Purposes

Admin City: Redacted for Privacy Purposes
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Admin State/Province: Redacted for Privacy Purposes
Admin Postal Code: Redacted for Privacy Purposes
Admin Country: Redacted for Privacy Purposes
Admin Phone: Redacted for Privacy Purposes

Admin Phone Ext: Redacted for Privacy Purposes
Admin Fax: Redacted for Privacy Purposes

Admin Fax Ext: Redacted for Privacy Purposes
Admin Email: Select Contact Domain Holder link at
https://www.namecheap.com/domains/whois/result?doma
in=gatewaydocsint.com

Registry Tech ID: Redacted for Privacy Purposes
Tech Name: Redacted for Privacy Purposes

Tech Organization: Redacted for Privacy Purposes
Tech Street: Redacted for Privacy Purposes

Tech City: Redacted for Privacy Purposes

Tech State/Province: Redacted for Privacy Purposes
Tech Postal Code: Redacted for Privacy Purposes
Tech Country: Redacted for Privacy Purposes

Tech Phone: Redacted for Privacy Purposes

Tech Phone Ext: Redacted for Privacy Purposes

Tech Fax: Redacted for Privacy Purposes

Tech Fax Ext: Redacted for Privacy Purposes

Tech Email: Select Contact Domain Holder link at
https://www.namecheap.com/domains/whois/result?doma
in=gatewaydocsint.com

Name Server: nsl.dan.com

Name Server: ns2.dan.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
19T22:38:23.64Z <<<

GAWECRYPTOINFOSOLUTIO
NS.COM

Domain name: gawecryptoinfosolutions.com

Registry Domain ID: 2760849980 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-24T18:49:17.00Z

Registrar Registration Expiration Date: 2024-02-
24T18:49:17.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

15




Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
820478c363754e72bad77cc0e5a20663.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
820478c363754e72bad77cc0e5a20663.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:
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Tech Fax Ext:

Tech Email:
820478c363754e72bad77cc0e5a20663.protect@withheld
forprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

GETFIGMACREATOR.COM

Domain name: GETFIGMACREATOR.COM
Registry Domain ID: 2805036851 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-08-11T13:13:20.00Z

Registrar Registration Expiration Date: 2024-08-
11T13:13:20.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: REACTIVATION PERIOD
Registrant Organization: Withheld for Privacy Purposes
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: reactivation-
pending@mail.withheldforprivacy.com

Registry Admin ID:

Admin Name: REACTIVATION PERIOD

Admin Organization: Withheld for Privacy Purposes
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik
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Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: reactivation-
pending@mail.withheldforprivacy.com

Registry Tech ID:

Tech Name: REACTIVATION PERIOD

Tech Organization: Withheld for Privacy Purposes
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: reactivation-
pending@mail.withheldforprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
19T18:41:32.947 <<<

GOVSAFEBREAKTHROUGH.C
OM

Domain name: GOVSAFEBREAKTHROUGH.COM
Registry Domain ID: 2797988434 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-07-13T16:26:44.00Z

Registrar Registration Expiration Date: 2024-07-
13T16:26:44.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
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Domain Status: pendingDelete
https://icann.org/epp#pendingDelete
Domain Status: redemptionPeriod
https://icann.org/epp#redemptionPeriod
Registry Registrant ID:

Registrant Name: REACTIVATION PERIOD
Registrant Organization: Withheld for Privacy Purposes
Registrant Street: Kalkofnsvegur 2
Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434
Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: reactivation-
pending(@mail.withheldforprivacy.com
Registry Admin ID:

Admin Name: REACTIVATION PERIOD
Admin Organization: Withheld for Privacy Purposes
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region
Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: reactivation-
pending(@mail.withheldforprivacy.com
Registry Tech ID:

Tech Name: REACTIVATION PERIOD
Tech Organization: Withheld for Privacy Purposes
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: reactivation-
pending@mail.withheldforprivacy.com
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Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
20T16:43:20.59Z <<<

GUARDITTECH.COM

Domain name: guardittech.com

Registry Domain ID: 2772370916 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-04-12T13:36:33.00Z

Registrar Registration Expiration Date: 2024-04-
12T13:36:33.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
7¢57f044c47e45b5a673950a786 1 ba8b.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region
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Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
7¢57f044c47e45b5a673950a786 1 ba8b.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
7¢57f044c47e45b5a673950a786 1 ba8b.protect@withheld
forprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

HELMETKUP.COM

Domain name: HELMETKUP.COM

Registry Domain ID: 2859617771 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2024-02-29T17:04:27.00Z

Registrar Registration Expiration Date: 2025-02-
28T17:04:27.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC
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Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy
Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
b0f651910fc24e5¢cb826549a09331910.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
b0f651910fc24e5¢cb826549a09331910.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:
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Tech Fax Ext:

Tech Email:
b0f651910fc24e5¢cb826549a09331910.protect@withheld
forprivacy.com

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
20T09:44:28.70Z <<<

IMGRICH.COM

Domain Name: IMGRICH.COM

Registry Domain ID: 2863761839 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.hostinger.com
Registrar URL: http://www.hostinger.com

Updated Date: 2024-03-15T14:56:16Z

Creation Date: 2024-03-15T14:56:13Z

Registry Expiry Date: 2025-03-15T14:56:13Z
Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email: abuse-
tracker@hostinger.com

Registrar Abuse Contact Phone: +37064503378
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: NS1.DNS-PARKING.COM

Name Server: NS2.DNS-PARKING.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last wupdate of whois database: 2024-09-
20T17:48:02Z <<<

INREALCONNECT.COM

Domain Name: INREALCONNECT.COM

Registry Domain ID: 2870766541 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-04-09T14:49:24Z

Creation Date: 2024-04-09T14:49:21Z

Registry Expiry Date: 2025-04-09T14:49:21Z
Registrar: NameCheap, Inc.

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
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Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: DNS1.REGISTRAR-SERVERS.COM
Name Server: DNS2. REGISTRAR-SERVERS.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last wupdate of whois database: 2024-09-
20T17:49:04Z <<<

INSTANTPOINTZERO.COM

Domain name: INSTANTPOINTZERO.COM
Registry Domain ID: 2861020667 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2024-03-05T12:37:50.00Z

Registrar Registration Expiration Date: 2025-03-
05T12:37:50.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod
https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
9165fd17e3a24cedb27207ac20cbb972.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy
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Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
9165fd17e3a24cedb27207ac20cbb972 . protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
9165fd17e3a24cedb27207ac20cbb972.protect@withheld
forprivacy.com

Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
20T06:52:04.76Z <<<

INTELLIGENTAUTOMATION
ALLEY.COM

Domain name:
INTELLIGENTAUTOMATIONALLEY.COM
Registry Domain ID: 2856020497 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2024-02-17T17:57:50.00Z
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Registrar Registration Expiration Date: 2025-02-
17T17:57:50.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
e7c4de7cd08642b3a8c409c734a647d8.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
e7c4de7cd08642b3a8c409c734a647d8.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2
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Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
e7c4de7cd08642b3a8c409c734a647d8.protect@withheld
forprivacy.com

Name Server: ns1.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
20T02:54:16.18Z <<<

KEEPERDOCUMENTLLC.COM

Domain name: keeperdocumentllc.com

Registry Domain ID: 2765526386 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-16T09:09:23.00Z

Registrar Registration Expiration Date: 2024-03-
16T09:09:23.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:
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Registrant Fax Ext:

Registrant Email:
242400c85b41476d846e8cc4a0b8f62d.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
242400c85b41476d846e8cc4a0blf62d.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
242400c85b41476d846e8cc4a0b8f62d.protect@withheld
forprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

KEEPERITLABEL.COM

Domain name: keeperitlabel.com
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Registry Domain ID: 2762230896 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-02T16:03:10.00Z

Registrar Registration Expiration Date: 2024-03-
02T16:03:10.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
75£a2915399b4e47abcf39¢76a78b44f . protect@withheldf
orprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:
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Admin Email:
75£a2915399b4e47abcf39¢76a78b44f . protect@withheldf
orprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
75£a2915399b4e47abcf39¢76a78b44f . protect@withheldf
orprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

LIQUIDACIONESJUDICIALES.
COM

Domain Name: liquidacionesjudiciales.com

Registry Domain ID: 2760466030 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.regtons.com

Registrar URL: http://regtons.com

Updated Date: 2024-02-23T00:00:00Z

Creation Date: 2023-02-22T00:00:00Z

Registrar Registration Expiration Date: 2025-02-
22T00:00:00Z

Registrar: GRANSY S.R.O D/B/A SUBREG.CZ
Registrar IANA ID: 1505

Registrar Abuse Contact Email: abuse@regtons.com
Registrar Abuse Contact Phone: +420.734463373
Domain Status: clienttransferprohibited
https://www.icann.org/epp#clienttransferprohibited
Registry Registrant ID: Not Disclosed

Registrant Name: Not Disclosed Not Disclosed
Registrant Organization: My Domain Provider

Registrant Street: Not Disclosed

Registrant City: Not Disclosed
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Registrant State/Province:

Registrant Postal Code: Not Disclosed

Registrant Country: NL

Registrant Phone: Not Disclosed

Registrant Phone Ext: Not Disclosed

Registrant Fax: Not Disclosed

Registrant Fax Ext: Not Disclosed

Registrant Email: webproxy@whoisprotection.domains
Registry Admin ID: Not Disclosed

Admin Name: Not Disclosed Not Disclosed
Admin Organization:

Admin Street: Not Disclosed

Admin City: Not Disclosed

Admin State/Province: Not Disclosed

Admin Postal Code: Not Disclosed

Admin Country: Not Disclosed

Admin Phone: Not Disclosed

Admin Phone Ext: Not Disclosed

Admin Fax: Not Disclosed

Admin Fax Ext: Not Disclosed

Admin Email: webproxy@whoisprotection.domains
Registry Tech ID: Not Disclosed

Tech Name: Not Disclosed Not Disclosed

Tech Organization:

Tech Street: Not Disclosed

Tech City: Not Disclosed

Tech State/Province: Not Disclosed

Tech Postal Code: Not Disclosed

Tech Country: Not Disclosed

Tech Phone: Not Disclosed

Tech Phone Ext: Not Disclosed

Tech Fax: Not Disclosed

Tech Fax Ext: Not Disclosed

Tech Email: webproxy@whoisprotection.domains
Name Server: suspensionl.mydomainprovider.com
Name Server: suspension2.mydomainprovider.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

MAYQUARKESTHETIC.COM

Domain Name: MAYQUARKESTHETIC.COM
Registry Domain ID: 2870492494 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.hostinger.com

Registrar URL: https://www.hostinger.com

Updated Date: 2024-06-08T02:17:53Z

Creation Date: 2024-04-08T17:00:35Z
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Registrar Registration Expiration Date: 2025-04-
08T17:00:35Z

Registrar: Hostinger Operations, UAB

Registrar IANA ID: 1636

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
Registrant Name: Domain Admin

Registrant ~ Organization:  Privacy  Protect, LLC
(PrivacyProtect.org)

Registrant Street: 10 Corporate Drive

Registrant City: Burlington

Registrant State/Province: MA

Registrant Postal Code: 01803

Registrant Country: US

Registrant Phone: +1.8022274003

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@privacyprotect.org

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin  Organization: Privacy  Protect, LLC
(PrivacyProtect.org)

Admin Street: 10 Corporate Drive

Admin City: Burlington

Admin State/Province: MA

Admin Postal Code: 01803

Admin Country: US

Admin Phone: +1.8022274003

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@privacyprotect.org

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Tech Street: 10 Corporate Drive

Tech City: Burlington

Tech State/Province: MA

Tech Postal Code: 01803

Tech Country: US

Tech Phone: +1.8022274003

Tech Phone Ext:

Tech Fax:
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Tech Fax Ext:

Tech Email: contact@privacyprotect.org

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse@hostinger.com
Registrar Abuse Contact Phone: +37064503378

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

METTEZERA.COM

Domain Name: METTEZERA.COM

Registry Domain ID: 2894114626 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.hostinger.com
Registrar URL: https://www.hostinger.com
Updated Date: 2024-08-26T02:17:11Z

Creation Date: 2024-06-26T16:33:04Z

Registrar Registration Expiration Date: 2025-06-
26T16:33:04Z

Registrar: Hostinger Operations, UAB

Registrar IANA ID: 1636

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Domain Admin

Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: 10 Corporate Drive

Registrant City: Burlington

Registrant State/Province: MA

Registrant Postal Code: 01803

Registrant Country: US

Registrant Phone: +1.8022274003

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@privacyprotect.org
Registry Admin ID: Not Available From Registry
Admin Name: Domain Admin

Admin Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Admin Street: 10 Corporate Drive

Admin City: Burlington

Admin State/Province: MA

Admin Postal Code: 01803

Admin Country: US

Admin Phone: +1.8022274003
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Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@privacyprotect.org

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Tech Street: 10 Corporate Drive

Tech City: Burlington

Tech State/Province: MA

Tech Postal Code: 01803

Tech Country: US

Tech Phone: +1.8022274003

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@privacyprotect.org

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse@hostinger.com
Registrar Abuse Contact Phone: +37064503378

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
20T17:59:477Z <<<

MURODJONOVS.COM

Domain Name: MURODJONOVS.COM

Registry Domain ID: 2890773051 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.hostinger.com
Registrar URL: https://www.hostinger.com

Updated Date: 2024-08-15T02:17:11Z

Creation Date: 2024-06-15T16:27:23Z

Registrar Registration Expiration Date: 2025-06-
15T16:27:23Z

Registrar: Hostinger Operations, UAB

Registrar IANA ID: 1636

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Domain Admin

Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: 10 Corporate Drive

Registrant City: Burlington
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Registrant State/Province: MA

Registrant Postal Code: 01803

Registrant Country: US

Registrant Phone: +1.8022274003

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@privacyprotect.org
Registry Admin ID: Not Available From Registry
Admin Name: Domain Admin

Admin Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Admin Street: 10 Corporate Drive

Admin City: Burlington

Admin State/Province: MA

Admin Postal Code: 01803

Admin Country: US

Admin Phone: +1.8022274003

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@privacyprotect.org
Registry Tech ID: Not Available From Registry
Tech Name: Domain Admin

Tech Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Tech Street: 10 Corporate Drive

Tech City: Burlington

Tech State/Province: MA

Tech Postal Code: 01803

Tech Country: US

Tech Phone: +1.8022274003

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@privacyprotect.org

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse@hostinger.com
Registrar Abuse Contact Phone: +37064503378
URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

OSOMTOYS.COM Domain Name: OSOMTOYS.COM
Registry Domain ID: 2774429345 DOMAIN COM-
VRSN
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Registrar WHOIS Server: whois.ownregistrar.com

Registrar URL: http://www.ownregistrar.com

Updated Date: 2024-04-21T07:07:45Z

Creation Date: 2023-04-20T08:04:32Z

Registry Expiry Date: 2025-04-20T08:04:32Z

Registrar: OwnRegistrar, Inc.

Registrar IANA ID: 1250

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: NS1.CR25.MANAGEDNS.ORG

Name Server: NS2.CR25.MANAGEDNS.ORG

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

OWAORGANIZESPACE.COM

Domain name: owaorganizespace.com

Registry Domain ID: 2750404096 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-10T15:33:26.00Z

Registrar Registration Expiration Date: 2024-01-
10T15:33:26.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:
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Registrant Email:
fbf088d1456b4705bf347ad8cd8af164.protect@withheldf
orprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
fbf088d1456b4705bf347ad8cd8af164.protect@withheldf
orprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
fbf088d1456b4705bf347ad8cd8af164.protect@withheldf
orprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

POSTREQUESTIN.COM

Domain name: postrequestin.com

Registry Domain ID: 2805036855 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
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Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z
Creation Date: 2023-08-11T13:13:23.00Z
Registrar Registration Expiration Date: 2024-08-
11T13:13:23.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: REACTIVATION PERIOD
Registrant Organization: Withheld for Privacy Purposes
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: reactivation-
pending(@mail.withheldforprivacy.com

Registry Admin ID:

Admin Name: REACTIVATION PERIOD
Admin Organization: Withheld for Privacy Purposes
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: reactivation-
pending(@mail.withheldforprivacy.com

Registry Tech ID:

Tech Name: REACTIVATION PERIOD

Tech Organization: Withheld for Privacy Purposes
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region
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Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: reactivation-
pending(@mail.withheldforprivacy.com
Name Server: dns101.registrar-servers.com
Name Server: dns102.registrar-servers.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

PROFFSOLUTION.COM

Domain name: proffsolution.com

Registry Domain ID: 2781360245 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-05-16T14:20:42.00Z

Registrar Registration Expiration Date: 2024-05-
16T14:20:42.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
d3d1189d859748a39e4705e5¢c3eb7563.protect@withheld
forprivacy.com

Registry Admin ID:
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Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
d3d1189d859748a39e4705e5¢c3eb7563.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
d3d1189d859748a39e4705e5¢c3eb7563.protect@withheld
forprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

PROTECTORDOCUMENTCEN
TER.COM

Domain name: protectordocumentcenter.com

Registry Domain ID: 2765526395 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-16T09:09:27.00Z
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Registrar Registration Expiration Date: 2024-03-
16T09:09:27.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
b1b68209155246fdbce545ee00e76782.protect@withheldf
orprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
b1b68209155246fdbce545ee00e76782.protect@withheldf
orprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2
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Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
b1b68209155246fdbce545ee00e76782.protect@withheldf
orprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

PUREAFRO.COM

Domain Name: PUREAFRO.COM

Registry Domain ID: 1544497306 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.tucows.com
Registrar URL: http://www.tucows.com

Updated Date: 2024-09-02T16:38:02Z

Creation Date: 2009-02-27T09:26:23Z

Registry Expiry Date: 2025-02-27T09:26:23Z
Registrar: Tucows Domains Inc.

Registrar JANA ID: 69

Registrar Abuse Contact Email:
domainabuse@tucows.com

Registrar Abuse Contact Phone: +1.4165350123
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited

Name Server: GAIL.NS.CLOUDFLARE.COM
Name Server: NORMAN.NS.CLOUDFLARE.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of whois database: 2024-09-
20T19:29:287Z <<<

RISEUPBIT.COM

Domain name: riseupbit.com

Registry Domain ID: 2837954116 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
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Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z
Creation Date: 2023-12-15T17:32:12.00Z
Registrar Registration Expiration Date: 2024-12-
15T17:32:12.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy
Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
£193dbb5779¢c4ab995104643badb8655.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
£193dbb5779¢c4ab995104643badb8655.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy
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Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
£193dbb5779¢c4ab995104643badb8655.protect@withheld
forprivacy.com

Name Server: nsl.timeweb.ru

Name Server: ns2.timeweb.ru

Name Server: ns3.timeweb.org

Name Server: ns4.timeweb.org

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
20T15:30:42.89Z <<<

SECLAWDOORWAY.COM

Domain name: SECLAWDOORWAY.COM
Registry Domain ID: 2798235248 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-07-14T15:28:39.00Z

Registrar Registration Expiration Date: 2024-07-
14T15:28:39.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Domain Status: pendingDelete
https://icann.org/epp#pendingDelete

Domain Status: redemptionPeriod
https://icann.org/epp#redemptionPeriod

Registry Registrant ID:

Registrant Name: REACTIVATION PERIOD
Registrant Organization: Withheld for Privacy Purposes
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Registrant Street: Kalkofnsvegur 2
Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434
Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: reactivation-
pending@mail.withheldforprivacy.com
Registry Admin ID:

Admin Name: REACTIVATION PERIOD
Admin Organization: Withheld for Privacy Purposes
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region
Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: reactivation-
pending@mail.withheldforprivacy.com
Registry Tech ID:

Tech Name: REACTIVATION PERIOD
Tech Organization: Withheld for Privacy Purposes
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: reactivation-
pending@mail.withheldforprivacy.com
Name Server: dns101.registrar-servers.com
Name Server: dns102.registrar-servers.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
19T22:32:36.227 <<<
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SETUPPROFI.COM

Domain name: setupprofi.com

Registry Domain ID: 2780256398 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-05-12T15:35:52.00Z

Registrar Registration Expiration Date: 2024-05-
12T15:35:52.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
309d713534bb4d579cb3d520a42b691fa.protect@withheld
forprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:
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Admin Email:
309d713534bb4d579cb3d520a42b691a.protect@withheld
forprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
309d713534bb4d579cb3d520a42b691a.protect@withheld
forprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

SKELETCHECK.COM

Domain Name: SKELETCHECK.COM

Registry Domain ID: 2863745777 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.hostinger.com
Registrar URL: https://www.hostinger.com

Updated Date: 2024-05-15T02:16:44Z

Creation Date: 2024-03-15T12:17:37Z

Registrar Registration Expiration Date: 2025-03-
15T12:17:37Z

Registrar: Hostinger Operations, UAB

Registrar IANA ID: 1636

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Domain Admin

Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: 10 Corporate Drive

Registrant City: Burlington

Registrant State/Province: MA
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Registrant Postal Code: 01803

Registrant Country: US

Registrant Phone: +1.8022274003

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@privacyprotect.org
Registry Admin ID: Not Available From Registry
Admin Name: Domain Admin

Admin Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Admin Street: 10 Corporate Drive

Admin City: Burlington

Admin State/Province: MA

Admin Postal Code: 01803

Admin Country: US

Admin Phone: +1.8022274003

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@privacyprotect.org
Registry Tech ID: Not Available From Registry
Tech Name: Domain Admin

Tech Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Tech Street: 10 Corporate Drive

Tech City: Burlington

Tech State/Province: MA

Tech Postal Code: 01803

Tech Country: US

Tech Phone: +1.8022274003

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@privacyprotect.org

Name Server: ns1.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse@hostinger.com
Registrar Abuse Contact Phone: +37064503378
URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
20T19:35:08Z <<<

SKYINFORMDATA.COM

Domain name: skyinformdata.com
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Registry Domain ID: 2779936825 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 2024-06-11T01:51:10.59Z
Creation Date: 2023-05-11T11:10:35.00Z
Registrar Registration Expiration Date: 2025-05-
11T11:10:35.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Redacted for Privacy
Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
1416e66ba6314846af7dc61bSbectb23.protect@withheldf
orprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:
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Admin Email:
1416e66ba6314846af7dc61bSbectb23.protect@withheldf
orprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
1416e66ba6314846af7dc61bSbectb23.protect@withheldf
orprivacy.com

Name Server: nsl.dan.com

Name Server: ns2.dan.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
19T21:35:49.33Z <<<

STORAGEINFORMATIONSOL
UTIONS.COM

Domain name: storageinformationsolutions.com

Registry Domain ID: 2775716410 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-04-25T15:33:03.00Z

Registrar Registration Expiration Date: 2024-04-
25T15:33:03.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf
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Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
849a9c20eedf4ba6917e5e3b004b5110.protect@withheldf
orprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
849a9c20eedf4ba6917e5e3b004b5110.protect@withheldf
orprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
849a9c20eedf4ba6917e5e3b004b5 110.protect@withheldf
orprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com
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DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

TARIFJANE.COM

Domain Name: TARIFJANE.COM

Registry Domain ID: 2806534838 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-08-18T07:19:27Z

Creation Date: 2023-08-17T14:05:41Z

Registry Expiry Date: 2025-08-17T14:05:41Z
Registrar: NameCheap, Inc.

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: DNS101.REGISTRAR-SERVERS.COM
Name Server: DNS102.REGISTRAR-SERVERS.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of whois database: 2024-09-
20T19:37:477Z <<<

TRANSLATESPLIT.COM

Domain Name: TRANSLATESPLIT.COM

Registry Domain ID: 2804793747 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-08-11T07:26:26Z

Creation Date: 2023-08-10T16:47:53Z

Registry Expiry Date: 2025-08-10T16:47:53Z

Registrar: NameCheap, Inc.

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: DNS101.REGISTRAR-SERVERS.COM
Name Server: DNS102.REGISTRAR-SERVERS.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/
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>>> Last update of whois database: 2024-09-
20T19:42:00Z <<<

VOCABPAPER.COM

Domain Name: VOCABPAPER.COM

Registry Domain ID: 2863768341 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.hostinger.com
Registrar URL: http://www.hostinger.com

Updated Date: 2024-03-15T15:54:19Z

Creation Date: 2024-03-15T15:54:15Z

Registry Expiry Date: 2025-03-15T15:54:15Z
Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email: abuse-
tracker@hostinger.com

Registrar Abuse Contact Phone: +37064503378
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: NS1.DNS-PARKING.COM

Name Server: NS2.DNS-PARKING.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of whois database: 2024-09-
20T19:43:457Z <<<

VOLTCLOUDPINE.COM

Domain Name: VOLTCLOUDPINE.COM

Registry Domain ID: 2859317801 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-02-28T18:56:11Z

Creation Date: 2024-02-28T18:35:17Z

Registry Expiry Date: 2025-02-28T18:35:17Z

Registrar: NameCheap, Inc.

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: NS1.DNS-PARKING.COM

Name Server: NS2.DNS-PARKING.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last wupdate of whois database: 2024-09-
20T19:45:327 <<<
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WARDENGOVERMENTLAW.C
OM

Domain Name: WARDENGOVERMENTLAW.COM
Registry Domain ID: 2798235251 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-08-25T15:39:46Z

Creation Date: 2023-07-14T15:28:43Z

Registry Expiry Date: 2024-07-14T15:28:43Z

Registrar: NameCheap, Inc.

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: redemptionPeriod
https://icann.org/epp#redemptionPeriod

Name Server: DNS101.REGISTRAR-SERVERS.COM
Name Server: DNS102.REGISTRAR-SERVERS.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last wupdate of whois database: 2024-09-
20T19:47:01Z <<<

WEBFIGMADESIGNERSHOP.C
OM

Domain name: WEBFIGMADESIGNERSHOP.COM
Registry Domain ID: 2801604572 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-07-28T16:09:07.00Z

Registrar Registration Expiration Date: 2024-07-
28T16:09:07.00Z

Registrar: NAMECHEAP INC

Registrar JANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Domain Status: pendingDelete
https://icann.org/epp#pendingDelete

Domain Status: redemptionPeriod
https://icann.org/epp#redemptionPeriod

Registry Registrant ID:

Registrant Name: REACTIVATION PERIOD
Registrant Organization: Withheld for Privacy Purposes
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Registrant Street: Kalkofnsvegur 2
Registrant City: Reykjavik

Registrant State/Province: Capital Region
Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434
Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: reactivation-
pending@mail.withheldforprivacy.com
Registry Admin ID:

Admin Name: REACTIVATION PERIOD
Admin Organization: Withheld for Privacy Purposes
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region
Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: reactivation-
pending@mail.withheldforprivacy.com
Registry Tech ID:

Tech Name: REACTIVATION PERIOD
Tech Organization: Withheld for Privacy Purposes
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: reactivation-
pending@mail.withheldforprivacy.com
Name Server: dns101.registrar-servers.com
Name Server: dns102.registrar-servers.com
DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-
20T06:53:23.217Z <<<
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WEBITRESOURSE.COM

Domain name: webitresourse.com

Registry Domain ID: 2786631354 DOMAIN COM-
VRSN

Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-06-02T19:35:46.00Z

Registrar Registration Expiration Date: 2024-06-
02T19:35:46.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
042db3c6b292404b9120c05a47705b42.protect@withhel
dforprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by
Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:
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Admin Email:
042db3c6b292404b9120c05a47705b42.protect@withhel
dforprivacy.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld
for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
042db3c6b292404b9120c05a47705b42.protect@withhel
dforprivacy.com

Name Server: dns101.registrar-servers.com

Name Server: dns102.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting
System: http://wdprs.internic.net/

For more information on Whois status codes, please visit
https://icann.org/epp

XACSHOP.COM

Domain Name: XACSHOP.COM

Registry Domain ID: 2870474432 DOMAIN_ COM-
VRSN

Registrar WHOIS Server: whois.hostinger.com
Registrar URL: http://www.hostinger.com

Updated Date: 2024-04-08T13:50:55Z

Creation Date: 2024-04-08T13:50:51Z

Registry Expiry Date: 2025-04-08T13:50:51Z
Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email: abuse-
tracker@hostinger.com

Registrar Abuse Contact Phone: +37064503378
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: NS1.DNS-PARKING.COM

Name Server: NS2.DNS-PARKING.COM
DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/
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>>> Last update of whois database: 2024-09-
20T19:54:05Z <<<

.ORG REGISTRY
Public Interest Registry

11911 Freedom Drive, 10th Floor, Suite 1000

Reston, VA 20190

.ORG DOMAINS

EDITABLEZOOM.ORG

Domain Name: editablezoom.org

Registry Domain ID:
40b4413522e74dc1ae89007355f64092-LROR
Registrar WHOIS Server: https://rdapserver.net/
Registrar URL: http://www.hostinger.com

Updated Date: 2024-03-20T13:34:36Z

Creation Date: 2024-03-15T13:33:57Z

Registry Expiry Date: 2025-03-15T13:33:57Z
Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

58




Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of WHOIS database: 2024-09-
20T19:56:16Z <<<

EICHENFASS.ORG

Domain Name: eichenfass.org

Registry Domain ID:
ecfc396b7971434c9970alcdf34568ad-LROR
Registrar WHOIS Server: https://rdapserver.net/
Registrar URL: http://www.hostinger.com
Updated Date: 2024-07-13T16:19:35Z
Creation Date: 2024-07-08T16:18:37Z
Registry Expiry Date: 2025-07-08T16:18:37Z
Registrar: HOSTINGER operations, UAB
Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:
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Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this

output for information on how to contact the Registrant,
Admin, or Tech contact of the queried

domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY
Admin Email: Please query the RDDS service of the
Registrar of Record identified in this

output for information on how to contact the Registrant,
Admin, or Tech contact of the queried

domain name.

Registry Tech ID: REDACTED FOR PRIVACY
Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY
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Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output

for information on how to contact the Registrant, Admin,
or Tech contact of the queried domain

name.

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of WHOIS database: 2024-09-
20T19:56:517Z <<<

GOTHICSHOP.ORG

Domain Name: gothicshop.org

Registry Domain ID:
29102a533cb94a91b8c9dd5f9bd122e4-LROR
Registrar WHOIS Server: https://rdapserver.net/
Registrar URL: http://www.hostinger.com

Updated Date: 2024-05-12T13:14:54Z

Creation Date: 2024-05-07T13:14:35Z

Registry Expiry Date: 2025-05-07T13:14:35Z
Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.
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Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of WHOIS database: 2024-09-
20T19:57:35Z <<<

INVESTFIX.ORG

Domain Name: investfix.org

Registry Domain ID:
b2bfa484594b41ec91cd184c¢753d301d-LROR
Registrar WHOIS Server: https://rdapserver.net/
Registrar URL: http://www.hostinger.com
Updated Date: 2024-07-08T15:37:05Z

Creation Date: 2024-07-03T15:36:27Z

62




Registry Expiry Date: 2025-07-03T15:36:27Z
Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this

output for information on how to contact the Registrant,
Admin, or Tech contact of the queried

domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY
Admin Email: Please query the RDDS service of the
Registrar of Record identified in this

output for information on how to contact the Registrant,
Admin, or Tech contact of the queried

domain name.

Registry Tech ID: REDACTED FOR PRIVACY
Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY
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Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output

for information on how to contact the Registrant, Admin,
or Tech contact of the queried domain

name.

Name Server: ns1.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>>  Last update of WHOIS database: 2024-09-
20T19:57:58Z <<<

LOYALTYFIRST.ORG

Domain Name: loyaltyfirst.org

Registry Domain ID:
41b01ee0b0f44d80ac8cS5eb249f3d7d6-LROR
Registrar WHOIS Server: https://rdapserver.net/
Registrar URL: http://www.hostinger.com

Updated Date: 2024-07-10T18:03:19Z

Creation Date: 2024-07-05T18:02:58Z

Registry Expiry Date: 2025-07-05T18:02:58Z
Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
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Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this

output for information on how to contact the Registrant,
Admin, or Tech contact of the queried

domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the
Registrar of Record identified in this

output for information on how to contact the Registrant,
Admin, or Tech contact of the queried

domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output

for information on how to contact the Registrant, Admin,
or Tech contact of the queried domain

name.

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

MTGCGROUP.ORG

Domain Name: mtgcgroup.org
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Registry Domain ID:
a0836b7399a443a58ef7b37113462d42-LROR
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-03-11T16:26:58Z

Creation Date: 2024-03-06T16:26:32Z

Registry Expiry Date: 2025-03-06T16:26:32Z
Registrar: NameCheap, Inc.

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: Capital Region

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: IS

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY
Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.
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Registry Tech ID: REDACTED FOR PRIVACY
Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY
Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of WHOIS database: 2024-09-
20T19:59:117Z <<<

MUTUALRESCUEBOOK.ORG

Domain Name: mutualrescuebook.org

Registry Domain ID:
ec34753585114c108fc4a7235a77ad00-LROR
Registrar WHOIS Server: https://rdapserver.net/
Registrar URL: http://www.hostinger.com
Updated Date: 2024-07-12T16:08:34Z

Creation Date: 2024-05-19T12:01:07Z

Registry Expiry Date: 2025-05-19T12:01:07Z
Registrar: HOSTINGER operations, UAB
Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US
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Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/
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>>> Last update of WHOIS database: 2024-09-
20T20:00:45Z <<<

MYGEIGER.ORG

Domain Name: mygeiger.org

Registry Domain ID:
b160a2dbb15a4f2bac6d38412760c675-LROR
Registrar WHOIS Server: https://rdapserver.net/
Registrar URL: http://www.hostinger.com

Updated Date: 2024-04-24T15:53:16Z

Creation Date: 2024-04-19T15:53:10Z

Registry Expiry Date: 2025-04-19T15:53:10Z
Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY
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Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of WHOIS database: 2024-09-
20T20:01:18Z <<<

PARTICLESOLID.ORG

Domain Name: particlesolid.org

Registry Domain ID:
c3e9dad867174507b8bfd5e435089a6f-LROR
Registrar WHOIS Server: https://rdapserver.net/
Registrar URL: http://www.hostinger.com
Updated Date: 2024-04-29T09:48:58Z

Creation Date: 2024-03-01T18:09:00Z

Registry Expiry Date: 2025-03-01T18:09:00Z
Registrar: HOSTINGER operations, UAB
Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY
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Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY
Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY
Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Name Server: 123ns1.dns-parking.com

Name Server: 123ns2.dns-parking.com
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DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of WHOIS database: 2024-09-
20T20:02:01Z <<<

QUANTUMNYX.ORG

Domain Name: quantumnyx.org

Registry Domain ID:
408f350f60f44bb6bc5fe23ba8878{84-LROR
Registrar WHOIS Server: https://rdapserver.net/
Registrar URL: http://www.hostinger.com

Updated Date: 2024-07-24T16:12:48Z

Creation Date: 2024-07-19T16:12:16Z

Registry Expiry Date: 2025-07-19T16:12:16Z
Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
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Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of WHOIS database: 2024-09-
20T20:02:427Z <<<

YAMARU.ORG

Domain Name: yamaru.org

Registry Domain ID:
208695d5b71e497d9409d71ae3409fc7-LROR
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2024-03-11T15:28:19Z

Creation Date: 2024-03-06T15:27:54Z

Registry Expiry Date: 2025-03-06T15:27:54Z
Registrar: NameCheap, Inc.

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
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Registrant Organization: Privacy service provided by
Withheld for Privacy ehf

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: Capital Region

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: IS

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY
Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for
information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY
Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output for
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information on how to contact the Registrant, Admin, or
Tech contact of the queried domain name.

Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of WHOIS database: 2024-09-
20T20:03:347Z <<<

.NET REGISTRY

VeriSign Global Registry Services

12061 Bluemont Way
Reston VA 20190

.NET DOMAIN

DESGNSPIRATION.N
ET

Domain Name: DESGNSPIRATION.NET

Registry Domain ID: 2862669470 DOMAIN_ NET-VRSN
Registrar WHOIS Server: whois.PublicDomainRegistry.com
Registrar URL: http://www.publicdomainregistry.com
Updated Date: 2024-03-11T13:16:14Z

Creation Date: 2024-03-11T13:16:14Z

Registry Expiry Date: 2025-03-11T13:16:14Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone: +1.2013775952

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: DNS1.REGWAY.COM

Name Server: DNS2.REGWAY.COM

Name Server: DNS3.REGWAY.COM

Name Server: DNS4.REGWAY.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of whois database: 2024-09-20T20:08:437 <<<

JUSTAPPLE.NET

Domain Name: justapple.net

Registry Domain ID: 2867801843 DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 2024-03-29T15:49:10Z

Creation Date: 2024-03-29T15:49:07Z

Registry Expiry Date: 2025-03-29T15:49:07Z

Registrar: NameCheap, Inc.

Registrar IJANA ID: 1068

75




Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Name Server: DNS1.REGISTRAR-SERVERS.COM

Name Server: DNS2.REGISTRAR-SERVERS.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

>>> Last update of whois database: 2024-09-20T20:10:42Z <<<

OMMAHAT.NET

Domain name: ommahat.net

Registry Domain ID: 2864908040 DOMAIN_ NET-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2024-03-19T12:16:58.00Z

Registrar Registration Expiration Date: 2025-03-19T12:16:58.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for
Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:

2047e9eadc3t42bab22af7c54e1a5295. protect@withheldforprivacy.
com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for
Privacy ehf

Admin Street: Kalkofnsvegur 2
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Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:

2047e9eadc3t42bab22af7c54e1a5295. protect@withheldforprivacy.
com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for
Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:

2047e9eadc3t42bab22af7c54e1a5295. protect@withheldforprivacy.
com

Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System:
http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-20T14:12:19.77Z
<<<

CITYESSENTIALS.NE
T

Domain Name: CITYESSENTIALS.NET

Registry Domain ID: 2882624142 DOMAIN_ NET-VRSN
Registrar WHOIS Server: whois.hostinger.com

Registrar URL: https://www.hostinger.com

Updated Date: 2024-07-19T02:16:49Z

Creation Date: 2024-05-19T15:30:15Z

Registrar Registration Expiration Date: 2025-05-19T15:30:15Z
Registrar: Hostinger Operations, UAB

Registrar IANA ID: 1636

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID: Not Available From Registry
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Registrant Name: Domain Admin

Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)
Registrant Street: 10 Corporate Drive

Registrant City: Burlington

Registrant State/Province: MA

Registrant Postal Code: 01803

Registrant Country: US

Registrant Phone: +1.8022274003

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@privacyprotect.org

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: Privacy Protect, LLC (PrivacyProtect.org)
Admin Street: 10 Corporate Drive

Admin City: Burlington

Admin State/Province: MA

Admin Postal Code: 01803

Admin Country: US

Admin Phone: +1.8022274003

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@privacyprotect.org

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: Privacy Protect, LLC (PrivacyProtect.org)
Tech Street: 10 Corporate Drive

Tech City: Burlington

Tech State/Province: MA

Tech Postal Code: 01803

Tech Country: US

Tech Phone: +1.8022274003

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@privacyprotect.org

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse@hostinger.com
Registrar Abuse Contact Phone: +37064503378

URL of the ICANN WHOIS Data Problem Reporting System:
http://wdprs.internic.net/

>>> [ ast update of WHOIS database: 2024-09-20T20:13:44Z <<<
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SGMODS.NET

Domain name: sgmods.net

Registry Domain ID: 2875558934 DOMAIN_ NET-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2024-04-25T14:39:04.00Z

Registrar Registration Expiration Date: 2025-04-25T14:39:04.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse(@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for
Privacy ehf

Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
b8999297390441729eddc3a8cc2bf368.protect@withheldforprivac
y.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for
Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:
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Admin Email:
b8999297390441729eddc3a8cc2bf368.protect@withheldforprivac
y.com

Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for
Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
b8999297390441729eddc3a8cc2bf368.protect@withheldforprivac
y.com

Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System:
http://wdprs.internic.net/

>>> Last update of WHOIS database: 2024-09-20T19:15:52.11Z
<<<

.ONLINE REGISTRY

Radix Technologies Inc.

Services Cayman Limited, P.O. Box 10008, Willow House, Cricket Square, Grand Cayman

KY1-1001
Cayman Islands (the)

.ONLINE DOMAIN

PROTECTIONOFFICE.ONLINE | Domain Name: PROTECTIONOFFICE.ONLINE

Registry Domain ID: D319531822-CNIC

Registrar WHOIS Server: whois.hostinger.com

Registrar URL: https://www.hostinger.com/

Updated Date: 2023-08-26T01:06:09.0Z

Creation Date: 2022-08-25T07:55:24.0Z

Registry Expiry Date: 2024-08-25T23:59:59.0Z

Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
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Domain Status: autoRenewPeriod
https://icann.org/epp#autoRenewPeriod

Registrant Organization: Not Applicable

Registrant State/Province: FL

Registrant Country: US

Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for information
on how to contact the Registrant, Admin, or Tech contact
of the queried domain name.

Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for information
on how to contact the Registrant, Admin, or Tech contact
of the queried domain name.

Tech Email: Please query the RDDS service of the
Registrar of Record identified in this output for information
on how to contact the Registrant, Admin, or Tech contact
of the queried domain name.

Name Server:
DNS3.PARKPAGE.FOUNDATIONAPI.COM
Name Server:

DNS4.PARKPAGE.FOUNDATIONAPI.COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the
Registrar of Record identified in this output for information
on how to contact the Registrant, Admin, or Tech contact
of the queried domain name.

Registrar Abuse Contact Email: domains@hostinger.com
Registrar Abuse Contact Phone: +370.68424669

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wicf/

.TECH REGISTRY
Radix Technologies Inc.

Services Cayman Limited, P.O. Box 10008, Willow House, Cricket Square, Grand Cayman

KY1-1001

Cayman Islands (the)

.TECH DOMAIN
PREVIEW- Domain Name: PREVIEW-DOCUMENT.TECH
DOCUMENT.TECH Registry Domain ID: D361616076-CNIC

Registrar WHOIS Server: whois.hostinger.com
Registrar URL: https://www.hostinger.com/
Updated Date: 2024-05-21T01:36:58.0Z
Creation Date: 2023-04-14T12:54:16.0Z
Registry Expiry Date: 2024-04-14T23:59:59.0Z
Registrar: HOSTINGER operations, UAB
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Registrar IANA ID: 1636

Domain Status: pendingDelete
https://icann.org/epp#pendingDelete

Domain Status: serverHold https://icann.org/epp#serverHold
Domain Status: serverTransferProhibited
https://icann.org/epp#serverTransferProhibited

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: redemptionPeriod
https://icann.org/epp#redemptionPeriod

Registrant Organization: Privacy Protect, LLC
(PrivacyProtect.org)

Registrant State/Province: MA

Registrant Country: US

Registrant Email: Please query the RDDS service of the
Registrar of Record identified in this output for information
on how to contact the Registrant, Admin, or Tech contact of
the queried domain name.

Admin Email: Please query the RDDS service of the
Registrar of Record identified in this output for information
on how to contact the Registrant, Admin, or Tech contact of
the queried domain name.

Tech Email: Please query the RDDS service of the Registrar
of Record identified in this output for information on how to
contact the Registrant, Admin, or Tech contact of the queried
domain name.

Name Server: NS1.DNS-EXPIRED.COM

Name Server: NS2.DNS-EXPIRED.COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the
Registrar of Record identified in this output for information
on how to contact the Registrant, Admin, or Tech contact of
the queried domain name.

Registrar Abuse Contact Email: abuse@hostinger.com
Registrar Abuse Contact Phone: +370.68424669

URL of the ICANN Whois Inaccuracy Complaint Form:
https://www.icann.org/wict/

PROTECTIONOFFICE.TECH

Domain Name: PROTECTIONOFFICE.TECH
Registry Domain ID: D401427312-CNIC
Registrar WHOIS Server: whois.hostinger.com
Registrar URL: https://www.hostinger.com/
Updated Date: 2023-10-10T11:34:53.0Z
Creation Date: 2023-10-05T11:33:46.0Z
Registry Expiry Date: 2024-10-05T23:59:59.0Z
Registrar: HOSTINGER operations, UAB
Registrar IANA ID: 1636
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