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The Cyber Threat Alliance (CTA) is the industry’s first formally organized group of
cybersecurity practitioners who work together in good faith to share threat information
and improve global defenses against cyber adversaries. CTA facilitates the sharing
of cyber threat intelligence to improve defenses, advance the security of critical
infrastructure, and increase the security, integrity, and availability of IT systems.

We take a three-pronged approach to this mission:

1. Protect End-Users: Our automated platform empowers members to share, validate, and
deploy actionable threat intelligence to their customers in near-real-time.

2. Disrupt Malicious Actors: We share threat intelligence to reduce the effectiveness of
malicious actors’ tools and infrastructure.

3. Elevate Overall Security: We share intelligence to improve our members’ abilities to
respond to cyber incidents and increase end-user’s resilience.

CTA is continuing to grow globally, enriching both the quantity and quality of the
information shared among its membership. CTA is actively recruiting additional
cybersecurity providers to enhance our information sharing and operation collaboration
to enable a more secure future for all.

For more information about the Cyber Threat Alliance, please visit:
https://cyberthreatalliance.org.
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EXECUTIVE SUMMARY

“Good cybersecurity is a team sport. Nonprofits need the strong support of the public and private sectors so they
can safely and consistently continue to serve the parts of the planet and people who need it most.”

— Dianna Langley, NetHope

Cyber threats affect everyone, but the nature of those threats and the resources to address them vary widely
between organizations. Non-governmental organizations (NGOs) occupy a challenging place along this
continuum because they face an array of significant threats, and have limited resources to counter this activity.

Given these challenges, the Cyber Threat Alliance (CTA) organized a coalition of industry leaders to focus

on cybersecurity for NGOs. This Joint Analytic Report (JAR) outlines prevalent threats, suggests remediation
strategies, and provides guidance for the executive leadership to enhance their nonprofit’s cybersecurity posture.
Aimed at empowering NGOs, this report is designed to equip organizations with an understanding of prevalent
cyber dangers and to arm them with effective countermeasures.

Recommendations for NGOs:

1. Emphasize Preparedness and Security Fundamentals: NGOs must prioritize cybersecurity readiness; apply
two-factor authentication (2FA), update software, and make regular backups as basic standards of security.

2. Adopt a Comprehensive Cybersecurity Strategy: A robust framework includes adopting and maintaining
general cybersecurity policies and response plans, as well as contracting a Managed Security Service
Provider (MSSP).

3. Executive Responsibilities: Leadership plays a pivotal role to navigate the cybersecurity landscape. A
concerted effort from the boardroom to the frontline employees is essential to ensure the NGO’s mission and
operational integrity are safeguarded against cyber threats.

4. Leverage Free and Accessible Resources: Numerous free resources are highlighted in the CTA website
Recommended Resources to aid NGOs to enhance their cybersecurity posture, including tools for phishing
training, tabletop exercises (TTXs), and comprehensive guides from entities like NetHope, CyberPeace
Builders, and NGO-ISAC.

This JAR serves as a call to action, urging NGOs and the cybersecurity industry to address cybersecurity
challenges head-on. By fostering a culture of proactive cybersecurity management, NGOs can significantly
enhance their resilience against cyber threats. This collaborative approach not only secures critical data and
resources, but also ensures the continuity of vital missions in the face of evolving digital risks.


https://www.cyberthreatalliance.org/resources/recommended-resources/

