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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

Microsoft Corporation, a Washington State
Corporation, NGO-ISAC, a New York State
Non-Profit Organization,

Civil Action No: 1:24-¢v-02719-RC
Plaintiffs,

V.

JOHN DOES 1-2, CONTROLLING A
COMPUTER NETWORK AND THEREBY
INJURING PLAINTIFF AND ITS
CUSTOMERS,

vvvvvvvvvvvvvv

Defendants.

ORDER GRANTING PLAINTIFFS’ MOTION FOR LIMITED AUTHORITY
TO CONDUCT DISCOVERY NECESSARY TO IDENTIFY AND
SERVE DOE DEFENDANTS

This matter comes before the Court on the Motion and Supporting Memorandum of
Plaintiffs Microsoft Corporation and NGO-ISAC (“Plaintiffs”) for Authority to Conduct
Discovery Necessary to Identify and Serve Doe Defendants.

Upon consideration of Plaintiffs” Motion, the Court being fully apprised of the facts
and law, and good cause presented to the Court, the Court HEREBY GRANTS the Motion
for Authority to Conduct Discovery Necessary to Identify and Serve Doe Defendants. Such
authority shall include the following:

Plaintiffs may. serve discovery upon all third-party companies, including, but not
limited to, Internet service providers (ISPs), domain registrars, hosting companies, and
payment providers, likely to have information that could aid in the identification of the Doe
Defendants. Plaintiffs are authorized to seek the following categories of information that

could aid in the identification of the Doe Defendants:
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1. All documents, records, or other information stored in any format related to the
registrant of the domain names, including, but not limited to, the full name, physical address,
phone number, alternate email address(es), gender, date of birth, country of residence, or
country/state of incorporation, Certificate of incorporation or tax number if applicable, provided
by the registrant that registered, reserved, possessed, exercised control over, used or was
assigned the domain names;

2 All account information relating to the account(s) in which the domain names
were held, including, but not limited to, account sign-up records, account activity, service
records, contact information, and account history;

3. All payment information relating to the account(s) in which the domain names
were held, including, but not limited to, account statements; invoices; receipts of payment;
methods of payment (credit card, check, wire transfer, cryptocurrency, cryptocurrency payment
facilitators, PayPal, or any other form); name(s) associated with the payment method; account
number(s) associated with the payment method; payment entity information such as bank name
or credit card type (Visa, Mastercard, cryptocurrency exchanges, etc.); date(s) of any payments
made; and amount(s) of any payments made;

4. Any and all communications between the third party service provider and any and
all persons who registered, reserved, possessed, exercised control over, used or were assigned the
domain names; and

SA Any other information actively or passively collected by the third party service
provider about all persons or systems that created, registered, reserved, possessed, exercised

control, accessed, used or owned account(s) in which the domain names were held (e.g., IP
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addresses, browser, and MAC information; related present and historical SMTP logs; and related

present and historical IP connection logs).

Plaintiffs shall have until 120 days from the date of this Order to conduct discovery

necessary to further identify and serve the Doe Defendants.

IT IS SO ORDERED

s 10
Entered this day of January, 2025

/=

Rudolp Contreras
United States District Judge



