IN THE UNITED STATES DISTRICT COURT -
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

)
MICROSOFT CORPORATION, a )
Washington corporation, )
Plaintiff, )
% Civil Action No: | | IGCD "qq3
V.
)
JOHN DOES 1-2, CONTROLLING A )
COMPUTER NETWORK AND THEREBY )  FILED UNDER SEAL PURSUANT TO
INJURING PLAINTIFF AND ITS ) LOCAL RULE 5
CUSTOMERS, )
)
Defendants. )
)
)
)
)
APPENDIX OF EVIDENCE

Plaintiff Microsoft Corporation (“Microsoft”) submits this Appendix of Evidence in
support of their Ex Parte Application For An Emergency Temporary Restraining Order and

Order To Show Cause Re Preliminary Injunction.

DECLARATION OF JASON L. NORTON

1. Exhibit 1 — Curricula Vitae of Jason L. Norton [FILED UNDER SEAL]

2. Exhibit 2 — Excerpt from Microsoft Security Intelligence Report, Volume 19,
2015 [FILED UNDER SEAL]

3. Exhibit 3 — Hotmail and Outlook User Agreement [FILED UNDER SEAL]
DECLARATION OF JEFFREY L. COX

1. Exhibit 1 — Appendix A to the Complaint [FILED UNDER SEAL]

2. Exhibit 2 — ICANN’s WHOIS Study [FILED UNDER SEAL]

3. Exhibit 3 — ICANN’s About Us [FILED UNDER SEAL]
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10.

11.

12.

13.

14.

15.

16.

17.

Exhibit 4 — ICANN’s 2013 Registrar Accreditation Agreement [FILED UNDER
SEAL]

Exhibit 5 — Uniform Domain Name Dispute Resolution Policy [FILED UNDER
SEAL]

Exhibit 6 — Rules for Uniform Domain Name Dispute Resolution Policy [FILED
UNDER SEAL]

Exhibit 7 — Public Domain Registry, Ltd.’s Registrar-Registrant Agreement
[FILED UNDER SEAL]

Exhibit — 8 Ex Parte Temporary Restraining Order and Order to Show Cause in
the matter of FTC v. Pricewert LLC, et al., Case No. 09-2407 (N.D. Cal.,
Whyte J.) [FILED UNDER SEAL]

Exhibit 9 — Preliminary Injunction in the matter of FTC v. Pricewert LLC et al.,
Case No. 09-2407 (N.D. Cal., Whyte J.) [FILED UNDER SEAL]

Exhibit 10 — Indictment and supporting materials in the criminal case U.S. v.
Ancheta, Case No. 05-1060 (C.D. Cal. 2005) [FILED UNDER SEAL]

Exhibit 11 — Sentencing in the criminal case U.S. v. Ancheta, Case No. 05-1060
(C.D. Cal. 2005) [FILED UNDER SEAL]

Exhibit 12 — Ex Parte Temporary Restraining Order and Order to Show Cause in
the matter of Microsoft Corporation v. John Does 1-27, Case No. 1:10-cv-
00156 (E.D. Va., Brinkema J.) [FILED UNDER SEAL]

Exhibit 13 — Order Granting Preliminary Injunction in the matter of Microsoft
Corporation v. John Does 1-27, Case No. 1:10-cv-00156 (E.D. Va., Brinkema
J.) [FILED UNDER SEAL]

Exhibit 14 — Ex Parte Temporary Restraining Order and Order to Show Cause in
the matter of Microsoft v. John Does 1-11, Case No. 2:11-cv-00222 (W.D.
Wa. 2011) [FILED UNDER SEAL]

Exhibit 15 — Order for Preliminary Injunction in the matter of Microsoft
Corporation v. John Doe 1-11, Case No. 2:11-cv-00222 (W.D. Wa. 2011)
[FILED UNDER SEAL]

Exhibit 16 — Ex Parte Temporary Restraining Order and Order to Show Cause in
the matter of Microsoft Corporation v. Dominique Alexander Piatti, et al.,
Case No. 1:11-cv-01017 (E.D. Va. 2011) [FILED UNDER SEAL]

Exhibit 17 — Preliminary Injunction in the matter of Microsoft Corporation v.

Dominique Alexander Piatti, et al., Case No. 1:11-cv-01017 (E.D. Va. 2011)
[FILED UNDER SEAL]
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18.

19.

20.

21.

22.

23.

24.

23.

26.

27.

28.

29.

30.

Exhibit 18 — Ex Parte Temporary Restraining Order, Seizure Order and Order to
Show Cause in the matter of Microsoft Corporation et al. v. John Does 1-39 et
al., Case No. 12-cv-1335 (E.D.N.Y. 2012) [FILED UNDER SEAL]

Exhibit 19 — Order for Preliminary Injunction in the matter of Microsoft
Corporation et al. v. John Does 1-39, et al., Case No. 12-cv-1335 (E.D.N.Y.
2012) [FILED UNDER SEAL]

Exhibit 20 — Ex Parte Temporary Restraining Order and Order to Show Cause in
the matter of Microsoft Corporation v. Peng Yong, et al., Case No. 1:12-cv-
1004-GBL (E.D. Va. 2012) [FILED UNDER SEAL]

Exhibit 21 — Ex Parte Temporary Restraining Order and Order to Show Cause in
the matter of Microsoft Corporation v. John Does 1-18, et al., Case No. 1:13-
cv-139-LMB/TCB (E.D. Va. 2013) [FILED UNDER SEAL]

Exhibit 22 — Preliminary Injunction in the matter of Microsoft Corporation v.
John Does 1-18, et al., Case No. 1:13-cv-139-LMB/TCB (E.D. Va. 2013)

Exhibit 23 — Ex Parte Temporary Restraining Order and Order to Show Cause in
the matter of Microsoft v. John Does 1-82, Case No. 3:13-cv-00319-GCM
(W.D.N.C. 2013) [FILED UNDER SEAL]

Exhibit 24 — Preliminary Injunction in the matter of Microsoft v. John Does 1-82,
Case No. 3:13-cv-00319-GCM (W.D.N.C. 2013) [FILED UNDER SEAL]

Exhibit 25 — Ex Parte Temporary Restraining Order and Order To Show Cause in
the matter of Microsoft Corporation v. John Does 1-8 et al., Case No. A13-
cv-1014-SS (W.D. Tex. 2013) [FILED UNDER SEAL]

Exhibit 26 — Ex Parte Temporary Restraining Order and Order To Show Cause in
the matter of Microsoft v. John Does 1-8, Case No. 1:14-cv-811-LO-IDD
(E.D. Va. 2014) [FILED UNDER SEAL)]

Exhibit 27 — Preliminary Injunction in the matter of Microsoft v. John Does 1-8,
Case No. 1:14-cv-811-LO-IDD (E.D. Va. 2014) [FILED UNDER SEAL]

Exhibit 28 — Ex Parte Temporary Restraining Order and Order to Show Cause RE
Preliminary Injunction, in the matter of Microsoft v. John Does 1-3, Case No.
1:15-cv-240-LMB/IDO (E.D. Va. 2015) [FILED UNDER SEAL]

Exhibit 29 — Preliminary Injunction in the matter of Microsoft v. John Does 1-3,
Case No. 1:15-cv-240-LMB/IDO (E.D. Va. 2015) [FILED UNDER SEAL]

Exhibit 30 — Ex Parte Temporary Restraining Order and Order to Show Cause RE

Preliminary Injunction, in the matter of Microsoft v. John Does 1-5, Case No.
1:15-cv-6565 (E.D.N.Y. 2015) [FILED UNDER SEAL]
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31. Exhibit 31 — ICANN’s Guidance for Preparing Domain Name Orders, Seizures &
Takedowns [FILED UNDER SEAL]

Dated: August 2, 2016

Respectfully submitted,

ORRICK, HERRINGTON & SUTCLIFFE
LLP

—

STEN JENSEN

Va. State Bar No. 38197

Attorney for Plaintiff Microsoft Corp.
ORRICK, HERRINGTON SUTCLIFFE LLP
Columbia Center

1152 15th Street, N.W.

Washington, D.C. 20005-1706

Telephone: (202) 339-8400

Fax: (202)-339-8500
sjensen@orrick.com

Of counsel:

GABRIEL M. RAMSEY (pro hac vice application pending)
Attorney for Plaintiff Microsoft Corp.

ORRICK, HERRINGTON & SUTCLIFFE LLP

405 Howard Street

San Francisco, CA 94105-2669

Telephone: (415) 773-5700

Fax: (415) 773-5759

gramsey@orrick.com

JEFFREY L. COX (pro hac vice application pending)
Attorney for Plaintiff Microsoft Corp.

ORRICK, HERRINGTON & SUTCLIFFE LLP

701 Suite Seattle, WA 98104-7097

Telephone: (206) 839-4300

Fax: (206) 839-4301

jeox@orrick.com

RICHARD DOMINGUES BOSCOVICH
CRAIG LEE MOSES

Attorney for Plaintiff Microsoft Corp.
MICROSOFT CORPORATION

One Microsoft Way

Redmond, WA 98052-6399

Telephone: (425) 704-0867

Fax: (425) 936-7329
rbosco@microsoft.com
crmoses@microsoft.co
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