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UNTEED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

wcmsom CORP,, FMSAC ING,, ami
NATIONAL Ammn CLEARING HOUSE
ASBOCIATION, :

Plaintiffs Hon. Sterling Johnson, Jr.
v,

JOUN D()ES 138 DB Qigvzk Meusw IOQ
Ntﬂ! nw%ag,_zehm 5'53 } ; X

Cage No, 12-¢v-01335 (S'J/RiLM)’
Courtesy Copy -

Filed by EC?F

iy SETO. 0N, Ml
viad:ditvitrov, jHeto 2 sectoriexploits AND
JabberZeus Crew CONTROLLING COMPUTER
BOTNETS THEREBY DUURING PLAINTIFES,
AND THEIR CUSTOMERS AND MEMBERS,

Defendants.

i

[PROPOSED] ORDER FOR PRELIMINARY INJUNCTION
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Plaintiffs Microsoft Corp. (“Microsoft™), the FS-ISAC, Inc. (Financial Sewi%:es«
Tnformation Sharing and Analysis Center) (“FS-ISAC™), and the National Automate%d Clearing
House Association (“NACHA”) {coflectively, the “Plaintiffs”) filed a Complaint fox‘? injunctive
and other rélief pursuanito, ihe Comptter Frand and Abuse Act (18 USC. § 1030);; the CAN-
SPAM Act (15 U.S.C. § 7704); the Electronic Commuiilcations Privacy Act (18 USC §2701);
Trademark Infringement, False Designation of Otigin, and Trademark Dilution undér the
Lankiain Act (15 USC, §§ Lildeer sep.); violathanis of the Racketeor Influgnced eumil Corrupt
Organizations Ast (18 US:C. § 1962); and %he Wé;mon Taw of trespass, oanverswn; and unjust
enriclipent. "On March 19; 2012, the Conrt geitited Plaintiffs> ApplicationTor an Emasrgency
Temporary Restraining Gieder; Seiziive Order and Qider to Show Cavise Re Prrzhmméhry
Injunction. The Plaintiffs linve executedvthatonder: Plaimtiff how riioves for un Oriiar for
Preliminary Injunctionsecking torkeeprin place tho relief granted by the March 19tHj Order, with
rEspéct to the dormaiss, T addresses and file: paths aﬁac}:cd hereto, !

t
i
!
i
i

Havingireviewed the papers, dmlﬁ%*ﬁﬁmﬂ* exhxbits, and memotandinn: fﬁed m support
of Plubitiffs” Applicatier: for'an Bmergency Tempotary Resixmnmg Gidery Beizure brdcr,
aind Order to Show Causefor PrefiminasyInjurtolion (“TRO Application”), the Cou}'t hereby
makéy the following findi

1. THISCou ks jurisdictionoverhe subject matter of $iscase and t i
goost pauge tobetiove Mt I Wil Have futisdietionoverall partes hesetg, the Complaint
states acladm ipon which reliefmuy bzgmnwsi igaiiist Defendants viidey the -ﬁﬁmrémer
Fraud-and Abuse Act(18UBC..§ 1030); the CAN-SPAM Act.(15 'ILS;‘.‘E—,‘.J§”’77(_}4};:§'&:¢
Electtonic Commimxeations Privacy Act (18 USC. §2701); Trademark }nﬁingamém,?ajse
Designation of Otigin, aid Trademark Dilition under the Lanham Act (15 U8.C. §;§ 114e
seq.); the Racketesr Inflisngod and Corrypt Organizations-Act (18 U.S.C. § 1962); iand' the

s o fact and conglishon.of Tawy: i

common Jaw of trespass, eonveision, and unjust enfichment.

2. Microsoft owns the registered frademarks “Microsoft,” “Windows,” ;iand
2
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“Outlook” used in connection with its services, software, and products. FS-ISAC’s ;nembexs
have invested in developing their brands, trademarks.and trade names in.assabiaﬁm:‘iwith the
financialservices they offer. NACHA owns the regisiered trademark “NACHA” an{me
NACHA fogo used in conjunction with its serviess. ‘

3. There is good cause to believe thut Defendsints have-engagedin and %re likély
to erigage in acts or practices that violate the Conpytis Figuﬁfiaﬁ“ci Abuse Act (18 U#.C.
§ 1030); the CAN-SPAM Act(15 U.8.C. § 7704t Elesivohic Comnivnications E?sivacy
Act (18.US.C, §2701); Trademark Infringement, Falee:Designation of Origih, and ?
Tradematk Dilution under the Lanham Act(15U;8.C. §§ 1114 et.5e4.); the Emketear
Influenced and Corrtipt Organizations-Act (18 U'S.L: § 1982); sind the.camraon w of
trespass, conversion, and unjisst entichment j

4, There is good cayse to believe that viless Befehidants are resivained and
enjoined by-Order of this Coust; immediate.and jrrepagal le hagmn will result Fom ‘
Defendiints’ origoing violations of the Compuses Friod and Abuse Act (18 U.8.C. §{1030);
the CAN-SPAM Act (15 U.8.C. §7704); this Bleststi

sttt Communications Privacy A;ct(l 3
U.S.LC. § 2701, Trademark Biftingement, Fa&% Dregignativn of- .ngm, sd: ’Iradengark
Dilution under the Lanham #cf (15 Ui8.C. §§1114wkbag.); the Racketeer Inﬂnqu and
Corrupt Organizations Act (18 U8:C, § 1962); andifli-common:law of trespass, wii»versio,m
and wijust évfthment. ‘The evidenoe set fordhin Pleinttle” TRO Applicaion and the
accompanying declafations nd exhibits, desousuates tht Plaintiffd are likely to prevail on
their cloim that Defendapts have engaged i viéléﬁaéis-fnfthefore;gdingulaws by, (1¥§
mteutmnany accessing and sending malicious ¥ofiam 1othe protected Somputers aénd

operating systems of the customers or associgted member organizations of Mscmsoft F8-
ISAC, and NACHA, without authorization, in orderfoinfect those comppiers and xgake
them part of the Zeus Botnets; (2) sendingmaliciaus software to configuie, .deploy%nd
operate a botnet; (3) sendirig unsolicited spazs e-ava to MiérosoR’s Hotmall accousts; (4)
sending unsolicited spam e-mails that falsely indicate that they are from ot appmve%i by

3
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Plaintiffs or their associated member organizations, the purpose of which is fo decci;;ve
computer users into taking steps that will result in the infection of their computers v:mh
botnet code and/or the disclosure of personal and financial account information; (5)§stea1ing
. {
personal and finaucial account information from computer users; (6)-using stolen |
information to steal money from the financial accounts of those users; and.(7) éssméaﬁng
with one anotherin a-conuion enterprise .engaged: inthese illegal acts. Thereisigood cause
to believe that if sach conduct cotitinues; irteparable havm will qecur to Plainiffy and the
public, including Plaintiffs’ customers :and;;assaciatﬁﬁ:mﬁmh@t@'g@nizﬁﬁ’gné. Therﬁ‘ is.good
cause to believe:that the Defendants are engaging, and will continue/to engage; in .s\geh,
unlawful actions if not iihediately regtriined from doing so by Order of this Court|
ble damagis to this
Court’s ability to grant effective final relief will result from the sale, wansfer, or etl'x;@t

5. Thereis good conse to-believe that immediste and frrepar

disposition or concealment by Defendants of the botnet command.and control sofiwiare that
is hosted at-and otherwise oparates through the Intemet domains isted in Appendix LN the

Internst Pigtocol (IP) addresses listed in Appendiz B, -Mﬁmfiﬁie‘idmtodes:iisw&,?x Exhibit
C, and frony the destriction O coficetlmient of ofhier dissoverable cvidenee. ofnefe%t:ms

misconduet available at thoge Iucatiofis. Based o the evidenies cited in Plaintifs’
Application and accompanying declarations and-exhibits, Plaittifts ave Hkely to-be :3551«5 0
prove that: {f)y Defendants.are engaped inactivities that directly violate ULS, Jaw an%i haxm
Plaintiffs and e priblic; iixcludmg? Maintiis’ custoters-and: mxbermgamﬁimi (4]
Defendimy tiavis continned theirwilawfal conduct despite.the elear injury to the fo&gomg
interests; (3) Deféndants aré likely fo-deleté or relgeate the botnet Sommand and comral

software at issue in Plaintiffs’ TRO Application andthe hamifal, malicious, aid Ha%imark
infringing software disseminated thicugh these TP addresses and domains. ;

8. There is good canse to believe that Defendants have engaged in xile@I
activity using thie data centers and/or Intefnet hosting providers identified in Appendlx Bto
host the command and control software and the inalicious botnet tode and content used o

4. }

'
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maintain and operate the botnet at computers, servers, electronic data storage deﬁcés or
media at the IP addresses identified in Appeﬁdix B.

7. There is good cause to believe that to immediately halt the injury cauised by
Defendants, data and evidence at Defendants™ IP addresses identified in Appendix B must be
preserved and held in escrow pending fusther order of the court; Défendants’ c_ompuéﬁng_
resources related.to such IP addresses. must then be disconnested fiom the Internet, :
Defendants must be prohibited from aceessing Defendants’ computer.resourees relaited to
such TP addtessey and the data and svidence tocated on those-computer resources must be
secured and preserved.

8. There is good caude to-believe that Defendantstiave éngaged in 'ihegfal
activity using the Internet domains identificd i Appendix A to this order to host the
commuand and control software and conienfused to mainiain and eperate the bomct;; There is
good cause to. bélieve: that to irsmediately halt the injury caused'by Defendants, eacliu of
Defendants’ curtent and prospective-dotrins set forthdn Appendix A must bc'innnédiate}y
redirected 1o thé Migrosofi-secured TR addvéss 199.2.137.141,using natge serveiy
nsl.microsoftintemetsafety bet and nslimicrosofiintermetsafely.net; or, alterimntively, the
domain registries, registrars and/or registraitts located or with apresence in.the Unitéd Stales
should take ot reasonable steps-to work with Plaintifls to ¢usure that Defendasits|cannot
use the Appendiz A domains to contesl desbotnet. Such reasonable assistance in the
implementation wE s Order and to prevént Sistiationof the implententation and gurposes
of this Order, ase authorized pursuant:to:28 U.8.C, § 1651a) (the-All Writs Act).

9, This Coust respectiully requests, but-does not order, that fmign:.dorézain

registries and tegistrars take reasonable steps to work with Plaintiffs to ensure that
Defendants canbat usé the Appendix A domains to control the botner. ’
10.  'Théreis good cause 1o fermit notice of the instant Order and serviceief the
Complaint by formal and alternative feguis, given the exigency of the aircumsmmeés and the
need for prompi relief. The following means of scrvice are authorized by law, sgtisfg“y Due

5
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Process, satisfy Fed. R. Civ. Pro, 4(f)(3), and are reasonably calculated to notify Def‘endants
of the instant order, the Preliminary Injunction hearing and of this action: (1) pérsoéal
delivery upon Defenidarits who provided torthe data centers and Internet hosting proé"iders
contact information in the:1J.S; (2) personal delivery through the Hague Convenﬁori;_ on
Service Aboad:or other tréaties upon Defendants who girovided contact informatior outside
the United States; (3} trangmission by exmail, electronic miessaging addresses, fahsiréﬁle, and
‘mail to the known email and messaging addresses.of Tiefendants and to their cantacé
informygtion provided by Defendants o thedomain registras, registries, data cemm% Internct
hostitig pravidiss, and Wwebsife providers who hostiliesoliware code sssociared thh the IP
addresses mAgpcmim B, of thiough which domaihs in Appendix A are registered; gnd 4
publishking notice to the Defendants. onia publicly-available Internet website and in
newspapers it f;niﬁcﬁonswhmﬁgféﬁdanﬁam beligved to reside,

11, There is good canse o beliave tiat the barm to Plainéfss of denying | ihe relief

3
t

requested it reduest fors Prelithifdey Tijusictivtioulvielghs any harm to any legmma!e
interests of Defendants and that there is no, unm bnrdﬂn 10 any third party.

FREFORE: "'-E"Mﬂasffbﬂoww

83V

A.  Deféndants; their rapresentauves anil; gmons who are in active s:oncé:rt or
raily restrainedl aiid-enjoined from: Intenﬁamﬁy?

éccessihgrandjsmdm&maﬁeious Softwareto Plaintiffyind the protected computers | and

participation with' e are teaip

operating systerns of Platntiffs’ custom
authiorization, in order to infect those computers and mdke them part of the botnet; é:eﬁding
mlicious softwire to configure, déploy and operate & botuet; sending unsolicited s;éam &-

mail to Mitrosofi’s Hotriail accounts; sendingunsolieited spam.e-mail that falsely :%'ndicate

15’ and associmtéd member organizitions, w‘grmout

that they are from or approved by Pladntiffs or Plaintifis’ adsciated member organiizaﬁons;

sreating false websites thag falsely indicate tht they are associated with or.appi-cveéi by

Plaintiffs or Plaintiffs’ member ergarizations; or stealing information, money or prép’erty
p .
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from Plaintiffs, Plaintiffsy’ customers-or Plaintiffy’ miember oiganizations, or unde_rtéking any
similar activity that inflicts havm on Plaintiffs; or the public, i;m}uding Plaintiffs’ cu%tomers
or associated member organizations. |
B.  Defendants; theirrepresentatives and persons who'are in dotive concert or

participatios: with them ere temporaiily testralried and edjoinéd from configuring, dbploying,
operating or oihérwise participuting ifor fuciliating the botnets describied in the TRO
Application, in¢luding but not Bmited to-the-conimand snd dontiol software Hosted at and
operating throughithe domaiiss and 1P addrsses sét forth-herein and-through any other

component of élemistt of the bomets i apylocation, ;

C.  Defendants, ftheir represontitives and persons'who are.in active caméﬂ or
participation with thém aeferiporarily sedtigined -ah&!fﬂnjqigeﬁj from using the wademarks
“Microsoft,” “Wihdows,” “Cutlook,” “HACHA,"” the NACHAlogo, t’n:adémarkééf financial
institution meibers:of FS-ISAC andlurother trmdemarks; irade:names; servics marks; or

Tnternet Dorpain addresses ot tamesyof ssthg in myidther-maﬁmrwlﬁchisgggesm in any

way that Defendams’ produsts or séevisss gortie ffofivor arg somehow sponsored orjaffiliated

\ iierabiy ofganizitions; and froth ctherwise urifaitly
competing withPlsiatiffs; mmappmpﬁatmg gt which rightfolibelongs to PleiniifF or
Plaintiffs’ customérs or Plaintiffs’ assamamd migmiber mgaamens, orpassing off '&h@ﬂ'
goods or seiviees s Platntiffs or Platailly assotiated :member organizations,
D.  Defershusis, theit fépn #ﬁwﬁvﬁsfaﬁ&mm.v&m ure inetive coroprt or
participation with thes 478 téinpetarily resirmifind 4nd enjoined. fom infringing Plaintiffs'
registerad traderiiarks, Registration Nos; 2872708, ';8.'5‘4’67641,,,2%63‘5._1-0,, 3419145 and others.

E.  Deféndants, their represéntatives and persons who arein:active coneest or
participation withithem are iempotwﬂyi‘rés&aimﬂ and enjoined from usitig in conngotion
with Defendants’ activities any-false ot deceptive designiation; vepresentation or éiwfxipzim
of Defendants’ or of théir representatives’ activities, whether by symbols, words, designs or
statements, which would damage or injore Plaintiffs or give Difétidants an unfir

7
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competitive advantage or result in decgption of consuiners. . i
F. Defendants’ materials bearing infuinging marks, the. means of malmné the
counterfeit marks, and records documenting the:manufacture, sale, or receipt of tfh'i'n&s
involved in such violation, inthe possession-of data centers operated by Continwum|Data
Centers LLC and Burstnet Technologies1a;, whiich have beeiseized pursiant to 15 US.C.
§1116(d), shall be eld in seoure esorow by Birtsz Frigdberg, 1925 Cenbury Park East; Suite:
1350, Los Angeles, CA 96067, which,will actas sublstitute:custodian of any and all data and.
prqperties seized and evidence preserved pursuant to this Order,, Such materials shall ke
stored securely and not accessed by-any pasty until further wrdér of this Court.
G.  Theregisties of the doriains {dentified in Extiibit A to this Order (the
“Registries”) shall implement the provisions of this.order in the following fashion:
1. For currently regigtered domains, the domain fiAiie registrant]
information and point of contact shall not be changed and associgted WHOIS inforpation
shall not be changed;
2. Domsin names shigll not be deletcd orottierwise taade available for
registration by any-party, butvatber sholldifiniain sctive sndedivected to 1P aﬁdre.;s
199:2.137.141, using name servers ns L migrosofiiiziernetsafety.fot and
nsZ.nﬁcmsoﬁ'imrmwafet?@et. |
3, Domains shallnothiz fragiférred toaliy-other person nrmgis#.ar.,
pending furtherorder of the-court;
4. The Repgistries shall assume authiodity: for iame résolution of Homain
names to P address 199.2.137.141, usingthe name -Scwmmkmimseﬁim&nétm%ﬁ?,net
and ns2.microsoftinternetsafety nef; !
5. Name resolution sepvices shall not be suspended;

6. The Registries and Plaiiffs shall otherwise work together i good.

faith to take any other redsoriable steps nce

£y to prevent Deferdants from using the
Appendix A domains. ‘
8
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H. ‘ Defendants are directed to.permanently disable access to. the file paths
identified in Appendix C; permanently delete or otherwise disable the content at thosc file
paths; and take all necessary steps'to ensure that such file paths are not re-enabled npr the
content recreated. Pursuant to the All Writs Act, U.S. based free website hiosting ;n:bvidem
of the domains set forth in Appendix C are directed {0 permanently delste or mhemse
disable the content at the file paths in Appéndix C.

IT IS FURTHER ORDERED, that copies of this Ovder, gotice of the Preﬁéniﬁ%xy’
Tnjunction hedring dnd service of the Complaint may be served ‘by any means amhuirzed by law,
including (1} by personat delivery upon defendants who provided eontact informaﬁ%n\in the
U.S.; (2) personal delivery thongh the Hague Convention on Service Abroad upon fefendants
who provided contact information outgide theU.8.; (3) by transmission by ¢-mail, e}ectmnic

messaging addresses, facsimile and mail to the known contact information of Defendants and to

such contact inforsmation provided by defeddants tothe data centers, Internet hosting provideérs
and domain registrars who hosted thie softwars code associatod with the P addresses sct forth at
Appendix B-or through which domaitis it Appendix A are registered; and (4) by putfalishin_g
notice to Defendantson a publisly-available Titernet website orin x;i;ws;iaper's'iﬁ«thé: jurisdictions.
whers Defendants are'believed to reside: {

IT IS FURTHER ORDERED that Plaiutiffs shall post bond inthe amount {of

|

$300,000 as cash to bupaid into the Court registry. ?

IT IS FURTHER ORDERED that Plaintiffs shall compensate the data een;zrs,
Intermet hosting providers and/or. domain vegistrios.and/or Websin 'pmvxﬁamz-xdenmﬁad- in
Appendices A, B and € at prevailingrates for technical assistance reridered in impié‘,menﬁng
the Order. o

IT IS FURTHER ORDERED that this Order shall be implemented with tﬁie Teast
degree of interférence with the nbmial opgration of the datd-centers and Internet ho%ting
providers and/or domgain registries and/or website providers identified in Appendiofi;s A B

and C consistent with thorough and prompt iinplementation of this Order.
9
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IT IS FURTHER ORDERED, specifically with regard to the preserved Internet
teaffic to and from the servers corresponding to the IP addresses listed in Exhibit B, Ethat this
evidence shall be preserved; held in escrow and kept under seat by Stroz Friedberg, and not
accessed by any party; pending further order of this Cowrt. |

IT IS FURTHER'ORDERED, specifically with regard to the Internet tr.aff'%c that is
redtirected from the domains Yisted in Exhibit A to-the Mierosoft-secured 1P address’
199.2.137.141, using narpe sexrvers ns 1 .microsofiinternetsafety.net and
ris2. mierosoftinternetsafety net, that MictosoRt shall niot reeord more than the IP addresscs of
incoming connections, ’;

IT IS SO ORDERED

Yo N
Entered this 39 _ day of Mirch, 2012, » e\

10
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