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IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF NORTH CAROLINA

CHARLOTTE DIVISION

MICROSOFT CORPORATION,
Plaintiff,

v, Civil Action No. 3:13-cv-319
JOHN DOES 1-82, CONTROLLING A tvil Action No. 3:13-cv-3
COMPUTER BOTNET THEREBY e
INJURING MICROSOFT AND ITS PRELIMINARY INJUNCTION
CUSTOMERS,

Defendants.

Plaintiff Microsott Comp. (“li/ﬁcrosoft” or “Plaintiff’) has filed a Cotuplaint for injunctive
and other relief pursuant to, the Computer Fraud and Abuse Act (18 U.S.C. § 1030); the CAN-
SPAM Act (15 U.8.C. § 77()4); the Electronic Communications Privacy Act (18 U.S.C. § 2701);
Trademark Infringement, False Designation of Origin, and Trademark Dilution under the
Lanham Act (15 U.8.C. §§ 1114 et seq.); the Racketeer Influenced a-r;d Corrupt Organizations
Act (18 U.8.C. § 1962); North Carolina General Statute § 14-458 {Computer Trespass); and the
common law of conversion, unjust enrichment and nuisance. Plaintiff has also moved fora
preliminary injunction under Rule 65(b) of the Federal Rules of Civil Procedure, 15 U.8.C §
1116(d) (the “Lanham Act”) and 28 U.B.C. § 1651{a) (the “All Writs Act”), and an order to

show cause why a preliminary injunction should not be granted.

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandutn filed in support

of Plaintiff’s Application for an Emergency Temporary Restraining Order, Seizure Order,
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and Order to Show Cause for Preliminary Injunction (“Preliminary Injunction Application”),
the Court hereby makes the following findings of fact and conclusions of law:

1. This Court has jurisdiction over the subject matter of this case and there is
good cause to believe that it will have jurisdiction over all parties hereto; the_ Complaint
states a claim upon which relief may be granted against Defendants under the Computer
Fraud and Abuse Act (18 U.S.C. § 1030); the CAN-SPAM Act (15 U.S.C. § 7704); the
Electronic Communications Privacy Act ( 18 U.8.C. § 2701); Trademark Infringement, False
Designation of Origin, and Trademark Dilution under the Lanham Act {15 U.8.C. §§ 1114 et
seq;); the Racketeer Influenced and Corrupt Organizations Act (18 U.S.C. § 1962); North '
Carolina General Statute § 14-458 (Computer Trespass); and the common law of conversion,
unjust enrichiment and nuisance.

2. Microsoft owns the registered trademarks “Microsoft,” “Windows,” and
“Internet Explorer,” used in connection with its services, software, and products.
Trademarks of third parties and other members of the public are also impacted by
Defendants’ activities. |

3. There is good cause to believe that Defendants have engaged in and are likely
to engage in acts or practices that violate the Computer Fraud and Abuse Act (18 1U1.S.C,

§ 1030); the CAN-SPAM Act (15 U.8.C. § 7704), the Electronic Communications Privacy
Act (18 U.8.C. § 2701); Trademark Infringement, False Designation of Origin, and
Trademark Dilution under the Lanham Act (15 U,S.C. §§ 1114 et seq.); the Racketeer
Influenced and Corrupt Organizations Act (18 U.S.C. § 1962); North Carolina Ceneral
Statute § 14-458 (Computer Trespass); and the common law of conversion, unjust

enrichment and nuisance,
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4, There is good cause to belisve that, unless Defendants are restrained and
enjoined by Order of this Court, immediate and irreparable harm will result from
Defendatits’ ongoing violations of the Computer Fraud and Abuse Act (18 U.5.C. § 1030),
the CAN-SPAM Act (15 U.S.C. § 7704); the Electronic Communications Privacy Act (18
U.8.C. § 2701); Trademark Infringement, False Designation of Origin, and Trademark
Dilution under the Lanham Act (15 U.S.C. §§ 1114 ef seq.); the Racketeer Influenced and
Corrpt Organization_s Act(18US.C. § 1962); North Carolina General Statutes § 14-458
(Computer Trespass); and the common law of conversion, unjust enrichment and nuisance.
The evidence set forth in Plaintiff’s Preliminary Injunction Application and the
accompanying declarations and exhibits, demonstrates that Plaintiff is likely to prevail on its
claim that Defendants have engaged in violations of the foregoing laws by:

a. Developing, commercializing, and supporting a Citadel botnet
development kit, with the purpose and effect of enabling other
Defendants to create, deploy, and operate, Citadel botnets with the
purpose of stealing identification and pergonal security information
and money, intruding upon Microsoft’s software and its customers’
computers, and intruding upon the protected computers of third
parties, including banks and other members of the public;

b. Providing a stolen version of Windows XP and a stolen Windows XP
product key with the sole purpose and effect of enabling other
Defendants to create, deploy, and operate, criminal botnets with the
purpose of stealing identification and personal security information

and money, and intruding upon Microsoft's sofiware and its
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customers’ computers;

¢. Creating, deploying, and operating ctiminal botnets with the purpose
and effect of stealing identification and personal security information
and money through the misuse of Plaintiff’s Windows operating
system snd Internet Exploref software;

d. Intentionzilly accessing and sending malicious software to Microsoft’s
licensed Windows operating systern and Internet Explorer software,
the protected computers of Microsoft’s customers and also the
protected computers of third parties, including banks and other
members of the public, without authorization, in order to infect those
computers and make them part of the C:i’tadél botnet;

e. Sending malicious software to configure, deploy and operate a botnet;

£, Sending unsolicited spam e-mail to Microsoft’s Hotmail accounts;

g Sending unsolicited spam e-mails that falsely indicate that they are
from or approved by Plaintiff or third-parties, inchuding banks,
NACHA. or other companies or institutions, the purpose of which is fo
deceive computer users into faking steps that will result in the
infection of their computers with botnet code and/or the disclosure of
personal and financial account information,

h. Stealing personal and financial account information from users of
Microsoft’s Windows operating system and Internet Explorer
softwaie;

i, Using stolen information to steal money from the financial accounts of
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those users using Microsoft’s Windows operating system and Internet
Explorer software; and

j.  Associating with one another in a common criminal enterprise
engaged in these illegal acts.

5. There is good cause to believe that if such conduct continues, {rreparable
harta will occur to Plaintiff and the public, including Plaintiff’s customers, financial
institutions, NACHA and other members of the public.

6. There is good cause to believe that the Defendants are engaging, and will
continue to engage, in such unlawful actions if not immediately restrained from doing so by
Order of this Court. There is good cause to believe that immediate and irreparable damage
to this Court’s ability to grant effective final relief will result from the sale, transfer, or other
disposition or concealment by Defendants of the botnet command and control software that
is hosted at and otherwise operates through the Internet domains listed in Appendix A and
the Internet Protocol (IP) addresses listed in Appendix B, and from the destruction or
concealment of other dichverab}e evidence of Defendants’ miséonduct available at those
locations,

7. There is good cause to believe that, based on the evidence cited in Plaintiff’s
Preliminary Injunction Application and accompanying declarations and exhibits, Plaintiff ig
likely to be able to prove that: (1) Defendants are engaged in activities that directly violate
U.S. law and harm Plaintiff and the public, including Plaintiff's customers and third party
financial institutions, NACHA and other members of the public; (2) Defendants have
continued their unlawful conduct despite the clear injury to the foregoing interests; 3

Defendants are likely to delete or relocate the botnet command and conirol software at issue
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in Plaintiff’s Preliminary Injunction Application and the harmful, malicious, and trademark
infringing software disseminated through these IP addresses and domains and to warn their
associates engaged in such activities if informed of Plaintiff’s action,

8, There is good cause to believe that Plaintiff’s request for this emergency relief
is not the result of any lack of diligence on Plaintiff’s part, but instead is based upon the
nature of Defendants” unlawful conduct, Therefore, in accordance with Fed. R. Civ. P. 65(b)
and 15 U.S.C. § 1116(d), good cause and the interests of justice require that this Order be
granted.

9, There is good cause to believe that Defendants have engaged in illegal
activity using the data centers and/or Internet hosting providers identified in Appendix B.to
host the command and cnntréi software and the malicious botnet code and content used to
maintain and operate the botnet at computers, servers, clectronic data storage devices or
media at the IP addresses identified in Appendix B.

10.  Thereis good cause to believe that to immediately halt the injury caused by
Defendants, De,feﬁdants’ data and evidence at Defendants’ IP addresses at the data centers
and/or Internet hosting providers identified in Appendix B must be preserved and held in
escrow pending further order of the court, and the data and evidence located on those
computer resources must be secured and preserved. There is good cause to believe that
Defendants must be ordered not to use all TP addresses known to have been associated with
the botnets at issue in this case, listed at Appendix B.

11.  Thereis good cause to believe that the Citadel malicious software code
infecting end-user computers poses a significant and present threat to those end-users as well

as to Microsoft and third party financial institutions with which those end-users maintain
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their financial accounts, and that therefore, the end-users, Microsoft and the financial
institutions victimized by the Citadel malicious software would stand to benefit through the
neutralization and removal of the Citadel malicious software from the end-users’ computers.

12.  Thereis good cause to believe that Citadel malicious software code infecting
end-user computers keeps those computers from connecting to the"\?ebsites of providers of
anti-virus software and updating the anti-virus software on their computer, thereby
subjecting the computers to the threat of repeated malware infections, unless steps are taken
to alter the behavior of the Citadel malicious software or remove it entirely.

13.  There is good cause to believe that the Citadel malicious code infecting end-
user computers will continue to monitor the Internet browsing activities of those computers
unless steps are taken to alter its behavior or remove it entirely,

14,  There is good cause to believe that Defendants have engaged in iﬁegal
activity using the Tnternet domains identified in Appendix A to this order to host the
command and control software and content used to maintain and operate the botnet. There is
good cause to believe that to immediately halt the injury caused by Defendants, each of
Defendants’ domains set forth in Appendix A must be immediately redirected to the
Microsoft-secured name-servers named NS5.microsoftinternetsafety.net and
NS6.microsoftinternetsafety.net and thus made inaccessible to Defendants and used to clean
the Citadel malicious code from end-user computers.

15, Thereis good eause to direct that third party Internet registries, data centers,
and hosting providers with a presence in the United States to reasonably assist in the
implementation of this Order and refrain from frustrating the implementation and purposes

of this Order, pursuant to 28 U.8.C. § 1651(a) (the All Writs Act).
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16.  There is good cause to believe that Defendants may attempt to move the
botnet infrastructure, allowing them to continue their misconduct and that they would
destroy, move, hide, conceal, or otherwise make inaccessible to the Court evidence of their
mmisconduct, the botnet’s activity, the infringing materials, the instrumentalities used to make
the ‘inﬁingin.g materials, and the records evidencing the manufacture and distributing of the
infringing materials.

17, There is good cause to permit notice of the instant Order and service of the
Complaint by formal and alternative means, given the exigency of the circumstances and the
need for prompt relief. The following means of service are authorized by law, satisfy Due
Process, satisfy Fed. R, Civ. Pro. 4(f)(3), and are reasonably calculated to notify Defendants
of the instant order, the Preliminary Injunction hearing and of this action: (1) transmission
by e-mail, electronic messaging addresges, facsimile, and mail to the known email and
messaging addresses of Defendants and to their contact information provided by Defendants
to the domain registrars, registries, data centers and Internet hosting providers, who host the
software code associated with the TP addresses in Appendix B, or through which domains in
Appendix A are registered; (2) personal delivery upon Defendants who provided to the data
centers and Internet hosting providers contact information in the U.S.; (3) personal delivery
through the Hague Convention on Service Abroad or other treaties upon Defendants who
provided contact information outside the United States; and (3) publishing notice to the
Defendants on a publicly available Internet website. Further, given the high degree of harm
to the public caused by Defendants’ actions, there is good cause to permit Plaintiff to
otherwise publicize its actions to neutralize the Citadel botnet by appropriate means

following the unsealing of this Matter,
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18.  There is good cause to believe that the harm to Plaintiff of denying the relief
requested in its TRO Application outweighs any harm to any legitimate interests of
Defendants and that there is no undue burden to any third pasty.

PRELIMINARY INJUNCTION

IT 1S THEREFORE ORDERED as follows:

A. Defendants, their representatives and persons who are in active concert or
participation with them are enjoined from: (1) Intentionally accessing and sending malicious
software to Plaintiff, its protected Windows operating system and Internet Explover software,
the protected computers of Plaintiff’s customers and to the computers of third-party financial
institutions and other members of the public, without authorization, in order to infect those
computers and make them part of the botnet; (2) sending malicious software to configure,
deploy and operate a botnet; (3) sending unsolicited spam e-mail to Nﬁm‘osoﬁ’s Hotmail
accmm’cs; (4) sending unsolicited spam e-mail that falsety indicate that they are from or
approved by Plaintiff or third-parties, including financial institutions, NACHA. and other
companies and institutions; (5) creating false websites ‘;hat falsely indicate that they are
associated with or approved by Plaintiff or third-party tinancial institutions; or (6) stealing
information, money or property from Plaintiff, Plaintiff’s customers or third-party financial
institutions and other members of the public, or undertaking any similar activity that inflicts
harm on Plaintiff, or the public, inclﬁding Plaintiff’s customers, financial institations and
NACHA.

B. Defendants, their representatives and persons who are in active concert or
participation with them are enjoined from configuring, deploying, operating or otherwise

participating in or facilitating the botnets described in the Preliminary Injunction
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Application, including but not limited to the command and control software hosted at and
operating through the donaing and IP addresses set forth herein and through any other
component or element of the botnets in any location.

. Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from using Plaintiff’s
trademarks “Microsoft,” “Windows,” “Internet Explorer,” and the trademarks of third parties
including “NACHA,” the NACHA logo, trademarks of financial institutions and/or other
trademarks; trade names; service marks; or Internet Domain addresses or names; or acting in
any other manner which suggests in any way that Defendants’ products or services come
from or are somehow sponsored ot affiliated with Plaintiff or other companies or nstitntions,
and from otherwise unfairly competing with Plaintiff, misappropriating that which rightfully
belongs to Plaintiff or Plaintiff’s customers or third-parties, including financial institutions,
NACHA or other members of the public, or passing off their goods or services as Plaintiff’s
or as those of third-parties, including financial institutions, NACHA or other members of the
public,

D. Defendants, their rcpresanta?ves and persons who are in active concert or
participation with them are enjoined from infringing Plaintiffs’ registered trademarks,
Registration Nos. 2872708 (“Microsoft”), 2463510 (“Windows”) 2277112 (“Internet
Explorer”) and others.

E. Defendants, their representatives and persons who are in active concert or
participation with them are enjoined from using in connection with Defendants’ activities
any false or deceptive designation, representation or description of Defendants’ or of their

representatives’ activities, whether by symbols, words, designs or statements, which would
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damage or injure Plaintiff or give Defendants an unfair competitive advantage or result in

deception of consumers,

IT IS FURTHER ORDERXD that, with respect to any currently registered domains set

forth in Appendix A, the domain registries located in the United States shall take the following
actions:

A. Maintain vnchanged the WEHOIS or similar contact and identifying information as
of the time of receipt of this Order and maintain the domains with the current registrar;

B, The domains shall remain active and continue to resolve in the manner set forth in

this Order;

C. Prevent transfer or modification of the domains by Defendants or third parties at
the registrar;
D, “The domains shall be redirected to secure servers by changing the authoritative

name servers to N85 microsoftinternetsafety.net and NSG.anicrosoftinternetsafety.net and, as
may be necessary, the IP address associated with name server or taking other reasonable steps to
work with Microsoft to ensure the redirection of the domains and to ensure that Defendants
cannot use them to control the botnet.

E. Take all steps required to propagate to the foregoing changes through the DNS,

including domain registrars,

F. Preserve all evidence that may be used to identify the Defendants using the
domains.
G, Refrain from providing any notice or warning to, or communicating in any way

with Defendants or Defendants’ representatives and refrain from publicizing this Order until this

Order is executed in full, except as necessary to communicate with domain registrars and
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registries to execute this order,

H With regard to the domain registries and registrars located outside of the United
States, the Court respectfully requests, but does not order, that they take the same or substantially
similar actions so as to neutralize the threat posed by the Citadel botnet to the citizens and
financial institutions of all countries, including their own. Defendants, theit representatives and
persons who are in active concert or participation with them are brdercd to consent to whatever
actions are necessary for non-United States registries, registrars and registrants or hosts to
effectuate this request.

IT IS FURTHER ORDERED that, with respect to any domains set forth in Appendix A

that are currently unregistered, the domain registries and registrants located in the United States

shall take the following actions:
A, Transfer the domains to the control of Microsoft, such that Microsoft is the
registrant with control over hosting and administration of the domains. Domains should be
‘transferred to Microsoft’s account at the sponsoring registrar MarkMonitor.
B. The WHOIS registrant, administrative, billing and technical contact and
identifying information should be the following;
Domain Administrator
Microsoft Corporation
One Microsoft Way
Redmond, WA 98052
United States
Phone: +1.4258828080
Facsimile: +1.4259367329
domains@microsoft.com

C. The domains shall be made active and shall resolve in the manner set forth in this

order or as otherwise specified by Microsoft.
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D. ‘The domains shall be assigned the authoritative name servers
NS5.microsoftinternetsafety.net and NS6.microsoftinternetsafety.net and, as may be necessary,
the IP address associated with name servers or taking such other reasonable steps to work with
Microsoft to ensure that the domains and subdomains are put within Microsoft’s control, and to
ensure that Defendants cannot use them fo control the botnet.

E. With regard to the domain registries and registrars located outside of the United
States, the Court respectfully requests, but does not order, that they take the same or substantially
similar actions so as to neutralize the threat posed by the Citadel botnet to the citizens and
financial institutions of all countries, including their own. Defendants, their representatives and
persons who are in active concert or participation with them are ordered to consent to whatever
actions are necessary for non-United States registries, registrars, registrants and hosts to
effectuate this request.

IT IS FURTHER ORDERED that, with respect to the IP addresses listed izx Appendix

A Any web hosting company responsibk: for such 1P addresses located in the United
States shall reasonably assist Microsoft to confirm whether such IP addresses are supporting the
botnets and, if so, take reasonable remedial steps to prevent such used by Defendants,

B. With regard to the domain registries and registrars located outside of the United
States, the Court respectfully reguests, but does not order, that they take the same or subgtantially
similar actions so as o neutralize the threat posed by the Citadel botnet to the citizens and
financial institutions of all countries, including their own. Defendants, their representatives and
petsons who are in active concert or participation with them are ord‘ered to congent to whatever

actions are necessary for non-United States registries, registrars, registrants and hosts to
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effsctuate this request.

IT IS FURTHER ORDERED that copies of this Order and service of the Complaint
may be served by any means authorized by law, including (1) by transmission by e-mail,
facsimile and mail to the contact information provided by Defendants to the data centers, Internet
hosting proﬁders, and domain registrars who hosted the software code associated with the
domains and IP addresses set forth at Appendices A and B; (2) by personal delivery upon
Defendants who provided contact information in the U.8.; (3) by personal delivery through the
Hague Convention on Service Abroad upon Defendants who provided contact information
outside the U.S.; and (4) by publishing notice to Defendants on a publicly available Internet
website.

IT IS FURTHER ORDERED that, to fully neutralize th_e Citadel batnet malicious
software ﬂmt has taken conirel of Microsoft’s property, including its Windows operating
system and Internet Explorer browser, and associated files, to retun control of that property
to Microsoft, tb end the irreparable harm to Microsoft and its customers, to abate the
rxuis.ance caused by Defendants’ conduct, and to notify customers of acts they may take to
permanently remove the Citadel malicious code from those computers, consistent with the
terms of Microsoft’s license to its Windows operating system, Microsoft shall be permiited
to do the following:

1. Through Microsoft’s control over the domains and IP addresses listed in
Appendices A and B granted elsewhere in this Order, to cause all Citadel-
infected end-user computers attempting to connect to any Citadel Command
and Control server to instead connect to one or more servers under the control

of Microsoft (“the Microsoft Curative Servers”),
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2. For a period of two weeks or more from the date of execution of this Order, to
stage on the Microsoft Curative Server a first curative configuration file (the
“Rirst Curative Configuration File”) that is known to be requested by the
Citadel botnet malicious software running on end-user computers, such that
upon connecting to the Microsoft Curative Server, the Citadel botnet
malicious sofiware shall download, decrypt, and thereafter follow the
instructions in the First Curative Configuration File;

3. To permit Microsoft to prepare the First Curative Configuration File such that
it (a) stops the harmful acts of the Citadel botnet malicious software; (b)
permits the infected computer fo connect to antivirus websites from which
assistance and tools may be obtained for removing the Citadel infection from
the computer, and which are currently blocked by the Citadel botnet software;
and (c) keeps the Citadel malicious software on the computer from
communicating with any known Citadel Command and Control servers, and
instead causes it to comimunicate with the Microsoft Curative Servers.

4. PBeginning no sooner than two weeks from the date of execution of this Order,
to permit Microsoft to stage on the Microsoft Curative Server a second
curative configuration file (the “Second Curative File™) that is known to be

requested by the Citadel malicious software;

h

To permit Microsoft to prepare the Second Curative Configuration File such
that, when an end-user of an infected computer attempts to connect to any
website on the Internet other than an antivirus website, through Internet

Explorer, Google Chrome, or Mozilla Firefox web browsers, a notice (the
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“Curative Notice™), will be displayed to the user through their browser, and
that such notice shall be displayed in the user’s browser for approximately
twenty minutes, during which tine the user will be able only to browse to the
Microsoft Curative Servers or to an antivirus website;

6. To permit Microsoft, should it be necessary and prudent in Microsoft’s
estimation to promote further disinfection of computers currently infected
with Citadel, to alternate staging of the First and Second Curative
Configuration files on the Curative Servers such that the Curative Notice shall
be displayed to the users of computers infected with Citadel botnet malicious
software for up fo one twenty minute period every five hours for one twenty-
four hour period once per week, until such time as Microsoft deems it no
longer necessary to prompt the owners of such infected end-user computers to

take the steps necessary to cleanse them of the Citadel botnet infection.

IT IS SO QRDERED /@/ /
Entered this /)1 ,@ay of June, 2013, Qﬁ i / ﬁ/{-{/

The Honorable Grahant C Nutfen
United States District Judge
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Appendix A — List of Domain Names by Registry

.COM, .NET, .CC, NAME

Verisign Naming Services
21345 Ridgetop Circle
4th Floor

Dulles, Virginia 20166
United States

Registered Domain{s):

129viagameft.net
adobeupdateservice.net
adreserv.net

* adsdomain.net
adsnote.net
advertgoogle.net
agentur-gite.net
analytics-av.net
analytics-checkupdate.net
analyticsretail.net
applefreesoftware.net
approvehost.net
asdij224jx.net
asdkasdasasdasdi324.net
asicserbvjenvirfnthvbnrthr
fvijrnfjvnfnet
aul-config.net
aul-gatenet

aurellrp.net

aurellrp2.net
avtosecure.net
avtotime.net
b2¢47236487v2346vbb.net
billgated.net

bjurok.net

blvn.net
busandsoccertimeonl.net
busandsoccertimeonls.net
bylooking.net
caliberthe.net
cantstOpme] 1124never228
7.net
capablechromakey.net
carambmaining3.net

VeriSign Global Registry Services
12061 Bluemont Way
Reston Virginia 20120

United States

carambimaining36.net
carambmainingS.net
carambinaining56.net
carambmainings.net
carmagedon.net
casamadriderbon.net
causaronline.net
chanbary.net

checkbox 12.adaccounis.net
checkbox9.adaccounts.net
chrome-adwords-updates-
serverl.net ’
compactwinse.net
confprojetZ.net
cugtomer®9.emergeads.net
czmpionerinet
db.deepnod.net
demgneso.net
dietdyouhaha.net
directsecurty.net
djifec21sdfnet
dvbnetpointersnowers.net
edge03.net

elebara.net
eric2002qwqq.net
eric2004bb.net
ewruma,net
fastbussineslife.net
fastcheckgrd.net
fastforamin.net
fastnetonline.net

filefails.net

firsttravelcompany.net
fonemicrosupsus.net

freepornfaces.net
freepreps.net
fip.baaka.net
gapegfikleiret.net
gardenspalace.net
gasparweb.net

ggmt.net
ghbdtnghbdtn.net
ghv43345547552444 net
gobpo.net

goldboat.net
google.ymilog.net
google-it-server-secure.net
googletotal.net
google-updates-stats.net
goopywilsp92.net
gremiindefaulinet
hlifter.net
homelinuxinsideZ.net
homelinuxoutside2.net
homemareet.net
honeyseller.net
hostocean.net
intelegentbot].net
intethostcdn. net
irelandpeople.net
itsuricano.net
ivimarbe.net

javainc.net
jkuniversepoolz.net
jkuniversepoolz3.net
jkuniversepoolz435.net
jkuniversepoolz4356.net
Jjgscripts.net
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jumperbartons34.net
kfdfih6khbrk76vgjjh76sed
dsv78.net
licencesofiwareuppd.net
listblank.net
lorshimelsworld20.com
fowcostsoap.net
massmajn.net
mirvinstalero.net
mobileindexstats.net
monthlyplays.com
mssg.net
muenoperepair.net
mybk2upside.net
netbridgesolutions.net
network-apl-check.net
network-status-check.net
newowen.net
noporods.net
nsl.baaka.net
ns2.baaka.net
ns3.baaka.net
oklpdfimmm.net
oleoletroliollo.net
onlinestatuschecker.net
openx.currentads.net
organizingsupporting.net
personalinjurylawyerssandi
ego.net

pingfong. net
piosilatinnjustaca.net
platformfactors.net
polyadnichicka.net
porkystory.net
posgomamnet
POSTALAVORONET
poulu.net
powernechtech.net
projectswandive.net
prowebstatistics.net

" redog.net

regainet.net
reghostn.net
registrybrownies.net
reklamad.net
remainarchitect.net

reswelead.net
ritualprom.net
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green-suntech.com
gringaktiv.com
gsa-static.com
ghmertix.com
guitarconcernplay.com
guizoshop.com
hddded6.com
h3d5¢5.com
h5d5¢51.com
h5dS5c53.com
h5d5¢55.com
h5d5¢57.com.
h5d5e5%.com

h5d5¢61.com
h5d5¢62.com
h5d5c63.com
h5d35c69,.com
h5d5¢78.com
haha79204hsd.com
havapaprom.com
healthaccessories70284.co
in
healthaccessories718123.¢
om

hearteentercorp.com
hellofatones824.com
hgngd3{gj182309dfg8dfd.c
om
hjdfhikshdjlkfskdjni123123
.com

homagetopright.com
homenetsafe.com
homeownervirtualization.c
om |
homesiriusxp.com
homexphoto10.com
homexphotol8.com
homexphoto20.com
homexphoto30.com
hopeudiee.com
hrchondazz.com
hrenoman.com
huheramantukisloktusos.co
m

huitebeanedomeni 111qa.c
om

humanismworld.com
hydfiodpldieoid.com
icesecure.com
ichatreproductions.com
iexplorercheckupdate.com
igram-trans.com
ijmotorot.com
iimotorotl.com
fimotorotZ.com
iimotorotd.com
illustratorsefx.com
img-cache.com
in-fi-market.com
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innaway.com
inspectcertificate.com
inspititos.com
instaborse.com
institutocomerziale.com
intelegentbotl.com
internglun,com
invoiceitstandard.com
ipzserver.com
istarukalanumbasilka.com
istitve,com
italanoscki.com
italielavoro.com
italyvenetian.com
itgloabalfast.com
jusxojizenhulamyilasikqws
.com
jvanstalintozemon123,.com
jverxompoeduvgosti.com
iworksusability.com
izmanis.corn
jaberflux.com
jangopricey.com
jayjay.greatestvacationever
%.COM

jerelweoff.com
jfkgfhjbvid76fdbfddib54.c
om

jhuaehhnmorgan.com
jkuniversepoolz4356.com
joeanalyticstool.com
johnsglobals.com
Jjokuusers.com
jomexvideo10.com
jomexvideo18.com
jomexvideo20.com
jomexvideo30.com
jump-deep.com
jump-~deepblue.com
Jump-deepincxp.com
jump-deepsea.com
jump-rich.com
jump-richxp.com
justtakethisup.com
jylokujvanuhondaruyha.co
m

katemardserv.com
katenixserv.com
kateserv29847.com
kateserv4768.com
keieopnethe.com
kemebrremewernrewrois3
b3b3b3.com
kemebrremewernwroi7n3b
3b3b3.com
kemebrremewrewroi7n3b3
h3b3.com
kemerowoiown.com
kepoxphotel0.com
kepoxphoto18.com
kepoxphoto20.com
kepoxphoto98.com
kepoxvideol0.com
kepoxvideo18.com
kepoxvideo20.com.
kepoxvideo30.com
keyboarddomains,com
keyglohalexwire.com
kilimateress.com
kim-bala.com
Kleostor.com
klopogeremyy.com
klorkad.com
kolcente4839242.com
kolesiki0002.com
kolesiki00023.com
kolokol00001,com
kolokol00002.com
kolokoloritas.com
komebphoto10.com
komebphotol8.com
komebphoto20.com
komebphoto30.com
koolersera.com
loolerserv.com
kooppmnbaagww33.com
kopildents.com
ksfdj431scmsxbvyvgd5774
gfhsfovsj8888.com
kuhykinajsyroqusandara.co
m

10nk0s0.com

lalabrazeliok.com
lamacagornell.com
lateserv29895.com
leap-deep.com
lefimostintervideo.com
litbero.com
liveonflyhelp.com
Ikioedns.com
logisticssl.com
lokalokukumanda.com
lolol811841nad.com
lomdebips.com
lomebvideol8.com
lomebvideo20.com
londfrigs.com
lops47serv.com
lordofthelordl.com
lordoftheworld20.com
lowdonfon-youZ.com
Ipkporti.com
machbooktablespace.com
macrogbility.com
majoritytrainings.com
malware-alerfer.com
manabéharamam,com
managebulk7.com
managedigitall.com
managedigitall3215.com
manaméanatuli.com
mapmakerpath.com
marginalsge.com
markworkingl 1.com
MAsssecure,com
mastergodfather.com
mastik756bombastik12.co
m
max-power-leds.com
medibrix.com
megetlic.com
megalodonmarket.com
Megasuperzxa.com
melgersk.com
menedlion2.com
menegvid.cotn
MEeNnganaus.com
merchantinhouse3 . com
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micapredelpport.com
micotsslow-tooll.com
microcaroinos3.com
microsdb-support.com
microsoft-db-tool-
New.com
microsoft-db-tool-
new2.com
microtican.com
mijn.saguk.com
milkislipolsx.com
milfbrookfile.com
mimesoft.com
minimatercall.com
mins29serv.com
mistagun.com
mitkame.com
witkamesl.com
mitkames2.com
mitkames3.com
mobidickguru,.com
modulestimetravelers.com
moliferhrasolin. com
momebphotol10.com
momnebphotol §.com
momebphoto20.com
momebphoto30.com
monexanialist.com.
mothersadagxfa.com
motyosales.comm
mozillaupgradereports.co
m .
mozillasafebrowsing.com
mrazofa.com
mudoz.com
mybasicsysxp.com
myfrog67.com
my-playstation-3-
reviews.com
narporedom.eom
nateserv298.com
ndotgeforceare.com
nenkopa.com
NEPanoPan.cont
nepiorm.com
neraba.com

NETFARTPOST.COM
newbasicsysxp.com
newgeithnerys, com
newonedomainfirst.com
newonedomainsecond.com
newrester.com
newsgir.com
newsiritisxp.com
newtimedescriptor.com
nichegonetevyatee.cont
nikkoslgs.com
pigsoto.com
nivoirsga.com
nologo0092.com
nologo1093.com.
nomebyideol0.com
nomebvideo18.com
nomebvideo20.com
nomebvideo30.com
rordeaworld.com
noticablyccleaner.com
poutdadanarujer.com
noviterefaa.com
AUrgonya.com
obligegotomeetings.com
obsduoet.com
octysos.com
oddnearrealtime.com
odiushb327.com
office2010update.com
oggifest.com
ognenajaduga.com
oinskelle.com
oklodfinmm.com
olendi.com
OMAriose,com
omariosca.coin
otnariosch.com
omariosew.com
OMDi-SEC.CoMm
onbundlingl.com
onflyaabort.com
onlinebank125.com
onlinegjuttu.com
online-reality.com

onlinerefe.com

opensstats.com
ordealnearby.com
oyunbuz.com
pahatohogfouns.com
pangchecklist.com
paravekadin.com
parrexel.com
pattaydsuay.com
paysistemjoice.com
pefeaturewise.com
pelokillmee.com
pentamilnet.com
perahse.com
perdenonopolice.com
peteks15serv257.com
pgev-online.com
planomixmusice.conm
pingik3.com
piosilatinujustaca.com
pizzarestra.com
platinumeexpthe.com
pmserver2.com
pobvinjbnfeiher677675ver
be-464.com
pocbalu7raz.com
polo512.com
polyatskieyw.com
pomebphoto10.com
pomebphotol8.com
pomebphoto20.com
pomebphoto3(.com
portion.twistedmetalic.com
positicningtoll.com
pos-license.com
posop-stats.com
postiondb.com
poveggd.com
premierecreativestore.com
primefiush.com
printing-offices.com
prodotal.com
projectavoid.com
promoitaliane.com
proxy-freedoservice.com
proxy-tor-service.com
pureuphonic.com
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qlstats.com
gagjpgj.com
qoppaz.com
gg-resource,com
gstatic-ssh.com
quadglobalexwave.com
quadrostat.com
quantitieswestern.com
r0ynOtd.com
racingwar,com
rafaellowithloving.com
rafaywa.com
reallife-stories.com
receivechance.com
rechothe.com
rectanfor.com
redcoldfood.com
redisom.com
referencequite.com
reflectingoptionsskin.com
remotecountservice.com
reopenstalcounter.com
reorganizingdown.com
reservV. reserverserv.com
reservuprostonetpredela.co
m

rethnds732.com
revolteson.com
rexmarservl.com
rexmarservd78.com
riffednationwide.com
riffment.com
riffoptic.com
rims29serv.com
robasteclukatunamela.com
rodycesit.com
rolutsand.com
ronapsi.com
rsystemstatcounter.com
riyaplua.com
runningdis.com
rupertrevolutionizing.com
rushackup3215.com
rvdealersystems.com
rvitposlevel.com

safebrowsing-
googlecache.com
safebrowsing-
googlecounter.com
safeinetcom.com
safeinternetbrowsingreport
s.00m

safenetcom.com
safetyoverseer.com
salescorpltd.com
salesfullage.com
salegpapagayo.com
salesroma.com
salmanasara.com
sam-and-will.com
santranet.com
sapolink.com
satisfactworldl.com
satisfactworld2.com
satisfactworld3.com
satisfactworld4.com
satisfactworld7.com
satisfactworld8.com
savenaturel,coms
secondaryfoundationforyo
u.com

securel 50.com
secureadvert.com
securebrowsingreporis.co
m

securedotlink.com
securehomserv.com
securepdbn.com
secureprocessl50.com
securictychecklng.com
secutity-private.com
sekureportal.com
seldomname.com
sensor-devision.com
seperefer.com
serveradsdirect.com
setworld931233.com
shinyscience.com
shipitaccount.com
shopgreatvideonax.com
signundo.com

sitkonarda.com
silky-wayn.com
sincomentarioz.com
siniericaritedes.com
siniericaritedens.com
siriusblogxp.com
sirfus-blogxp.com
striusincxp.com
siriusstorexp.com
skirtyrockystin.com
sky911.com
sludential.com
smartsoftupdater.com
smbsight.com
smitod-stats.com
smokingbadd.com
someadversdownservices.c
om
SOMEPAcINan.com
sortbrand.com
sort-storymy.coin
spotsapples2.com
spynet-au.com
spytrackerbingogog.com
sslsecurity.com
starshowtalked.com
start-deep.com
start-deepxp.com
startofinger.com
statgoogle.com
staticlike.com
statikimashineus.com
statistic02.com
statserveount.com
statspoints.com
stexpay.com
stckersrecorded.com
$IN~-rEsOUrce.com
storuofginezi.com
streetviewdaz.com
styleproplus.com
suggestedlean.com
sunshinework22.com
superdmnong.com
superdmntre.com
superdmniwo.com

Case 3:13-cv-D0319-GCM  Document 15-1  Filed 06/10/13 Page 12 of 28



superheroentertainer.com
superseha.com
supersehaa.com
supersehab.com
suppressionformidable.co
m

supremotrevely.com
systemprotectjua.com
systemserviceconnection.c
on

syunasie.com
tableindexcsv.com
tabletsandsmaris.com
tajloringerossvendor.com
tartaborsa.com
tdavisinv.com
tdedwdewrhirefeS.com
technoback.com
telewright.com
telomna.com
tgsearsvd.com
the7dda3.com
theflamingoxp.com
the-geek-wise.com
thesirius.com
thuesdarawearr.com
tikgolla.com
tiptopeditabledo.com
toccorzd.com
toftgroup.com
tomamardserv.com
toysbabycompany.com
tqupkiom.com
trademarksoviet.com
traerrjrerfrfe.com
{ransmitironline.com
fransgervi.com
{ransservz.com
trashinesscro.com
trendlavoro.com
tresjolienon.com
trhthww54idw5445.com
trusredDl.com
trustedconnect.com
trustposlevel.com
trustrast3.com

Case 3:13-cv-00319-GCM

trythisdomainhabaha.com
typecreate.com
udfl43adfbopfgppkjd.com
uf buycampusbooks.com
uforlis.com
uhjabitozekonchild672.co
m

ultimaresgurce.com
pltimaresoarces.com
ultrairstore.com

unc3 lhangedantivirus.com
undeniablytransplant.com
unfinishedsteak.com
unitrousiceditior.com
universesoftwaredev.com
update2windows.com
updateairtechsystem.com
updatedatabaseeveryday.co
m

updateingwin8.com
updatewin7.com
updatewindowspe.com
uplvimassgate.com
uplystreamgates.com
upolivokunajukanusbika.c
om
useragentexplorer.com
utaded.com
uzauzahost.com
vallkangara.com
value-support.com
variesmgi.com
vasjokmoz65etvssat1 23.co
m
vagjokmozetvssatl23.com
vasjokmozetvssatl 24.com
vdguest.com
velendan.com
vergitalk.com.
verificated-check.com
vetifiedchecker.com
verifyservicenetwebs.com
verifysignhost.com
vertiprint.com
vgupdsre.com
viagameft.com

viernon.com
vikingwer6.com
vikingwer8.com
vineisgood.com

vivas
spacelandoskomer2013.co
m

voipenablinghats.com
voloerdpsoeudjl.com
voooggijnubyvvgTs.com
vottakiedelaakto.com
VOyageown.com
vulkanologl.com
vumixphotol§.com
vumixphoto30.com
waderxp.com
warrencl.com
wascalspar.corn
wavesbulge.com
wazesyfrog.com
webadsn.com
webanalywer.com
webmaster-italian.com
webprostats.com
websecurityl.com
websiriusgp.com
webstatsinfo.com
wefengbntuj.com
wegredeen.com
wegtheweuhdd.com
weightnetkg.com
wersediz.com
wertinopulirogents.com
westpack-online.com
whatisgoodlife.com
widerviicompatible.com
wildvod.com
windovs-update.com
windows4update.com
windows-on-update.com
windows-up-to-date.com
womancasdorinosvictor.co
m

www.al fasecurity.com
wyww.agendarakyat.com
www.australiansec, com
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www.familyholder.com
www.grossisteleds.com
www.imamade,com
www.mybluebeaver.com
www.noticablyccleaner.co
m
www.openglobalcompany.
com
www.probelogic.com.au -
www.sssecurity.com
www, trading-fop.com
wwwersda3.com

Unregistered Domain(s):

56ehyt67dr name
eric2008ww.name
frytgefe.name
lettheimmoralityrule.name
gualcommalert.name
sdsuyvianame
ytuh.name
arrangerentslaserlike.net
certificatecenterstatistics.n
et

commsupdate.net
dantistam.net
escortsholivia.net
homelinuxinside.net
iexplorer-update.net
jettheimmoralityrule.net
lighetupdatingservice.net
national-post.net
newvsedomaz.net
QUTPOSTTWELVENET
pathmonsternetwork.net
pathmonsternetworks.net
razvlekyxinet
remainsweb.net
retwmzlab.net
security-checking.net
security-select.net
sharewarehost.net

transcheck. netkissiminco.c

¢
MOON-Pay.co.cC

xSexpire.com
xukalonjamterikasto.com
yabanana,com
valublusvouylosadku.com
vholder.com
yilzumi.com
yorkphoton.com

‘yourdomaind3.com

ZATUO0S.CONY
zatix29serv77.com
zelaxvideo18.com
zelaxvideo20.com

muflerr.co.cc
TOOPHONMIS.co.c0
seller.co.cc
trintass.co.ce
rthrwewegh.co.cc
dualforcegate.com
jeodnxmzoanofnamemakif
nah.com
LAVOROITALIANEURO
LCOM
masterbussolutions.com
sppppkknnbsgsgs4.com
badigatoza.cc
chitobrigo.ce
dg61754dsd.co
dsfvlsju67s.ce
dsfva2jub7s.cc
dsfvsju67s.co
dstaZsy765e.c¢
dstasiy765e.cc
dstasy763e.cc
eryeS5334t.co
finkoprony.ce
game-club.cc
game-club-2.ce
lenherteo.co
nqgubujvyw.ce
polds723654.c¢
polds76254.cc
polds7654.c0
sad6as5009.co

zelaxvideo98.com
zetaapp.com
zopekvideo18.com
ZWaonoiy.com
zx.myaventador.com
zy.metrostatscdn.com
zz.catenghosting.com
zz.firebugaws.com
zz.lolipopvideos.com.
zz.site-suspended.com

uabSsdgbisa.ce
utfjkgieyd.co
wew231rsd.co
334fbvdsfuoibved78dhdff
dgftd.com
334sfbvdsfuoibveds78fdhd
fdgftd.com
335nfbvdsfuoibvesn781dh
affdgffd.com
336dfbvdstucibve6d78{dh
dffdgffd.com
34344328gswW~
7768hynytmty-34634.com
345348483 2sgswW-
7768hynytmty-
345634s.cotm

353553 2sgsw-
7768hynytmty-33635.com
35n35n5n32sgaw-
7168hynytmty-
35n635n.com
36d3646d32sgsw-
7768hynytmty-
36d636d.com »
45gvvrfr665gbhrsdgthylfb
dirteg.com
dg5gverfro65gbhrsdgfhyft
bdtrtee.com
56fgfdg-bfd-dfbds-
fbkouibfdeg65-nb-
443.com
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56fgfdg-bfd-dfbdf-
fbkouibfdeg65-nb-
4s4s3.com
56fgfdg-bfd-dfbdf-
fokouibfdeg65-nb-
553,com
SnSngvvrfr665ngbhrsdgth
yitbdirtee.com
5n6fafdg-bfd-dfbdf-
fokouibfdeg6in-nb-
5n5n3.com
Sngsx-v-b-fr-we-
S5n5n5n3-7767-
Sn5nSn3.com
Snretrviegbesn75nSn-ngf-
5n3t-bdfbbe-bhehn-
2351976-g.com
5qsx-v-b-f-r-we-4s5483-
7767-4sds4s3.com
Sgsx-v-b-f-r-we-5553-
7767-5553.com
Sretrvregbe5754-ngf-43t-
bdfbbe-bhehn-235976-
g.com
Sretrvreghes5754s-ngl-4s3t-
bdfbbe-bhehn-235976-
g.com
Sretrvregbe5755-ngf-53t-
bdfbbe-bhehn-235976-
g.com
6A6dgvvrir666dgbhrsdgth
yifbdirtee.com
6d6fgfdg-bid-dfbdf
fokouibfdeg66d-nb-
6d6d3.com
6dgsx-v-b-f-r-we-
6d6d6d3-7767-
6d6d6d3.com
Gdretrvreghetd76d6d-ngf-
6d3t-bdfbbe-bhehn-
236d976-g.com :
767667454666fgvhhhdshg
5435-fdfs-fbsd.com
7676674s545666fgvhhhds
hg54s5-fdfs-fhsd.com

767667555666{gvhhhdshg
555-fdfs-fosd.com
7676675n5n5n666fgvhhhd
shg5n5nSn-fdfs-fbsd.com
7676676d6d64666fgvhhhd
shg6d6d6d-fdfs-fosd.com
adexioreak.com
advantageclubrockford.co
m

advertstat.com
altagenesibb.com
anckettaling.com
annadaverji.com
apodelisal.com
aultekable.com
autosteanna.com
avansimpsyd.com
bejhjhbejr77ehd.com
beihjhbejr77ehds.com
bejhjhbejr77¢héd.com
berencengur.com
bergazahid.com
bestandroidsamsungphonei
nfo.com
biggerthanvoland.com
biophisenir.com
bisazabacom.com
blogiivana.com.
brerereout.com
bringasoleps.com
bulkstorageload.com
bumbonsilfl.com
burnellare.com
burynebarb.com
buttancert.cor
CANOROITALIANO.CO
M

carpacruma,com
chaitacrona.com
chastet.com
checklollog.com
citeveba375rmain.com
cleopseyesiv.com
clickettast.com
conflrrowor.com
connectgystemic.com

conswichinwo.com
coretixongr.com
cuteagabargain.com
d798779d999dnn.com
defosfiral.com
delostaffie.com
devulogpures.com
dhalsoftward.com
diacrafireel.com
distrubypapa.com
domenmagic.com
donicnetryse.com
dropenzzzllliffre.com
dsdgsd8765453454fsdhgfv
bihjejmnjfgfs.com
dsdgsd87654s534s54sfkdh
gfvbjhjejrmnjfgfy.com
dsdgsdB765553555fsdhgfv
bjhjejmnjfefg.com
dsdgsd8765n5n5n35n5n5n
fsdhgfvbihjejinnjfgfe.com
dsdgsdB7664646d36d6d6d
fsdhgfvbihjejmnjfgfe.com
dynamictranzist.com
ekerandriv.com
electeb.com
epointekha.com
erectuality.com
esetrybern.com
espringzapp.com
evalisiocase.com
experiencesthread.com
fapsoundiefn.com
fehpijljwurweyuddsmib2v
3h23nbzfdsnds.com
fehpijkiwurweyuddsmib2v
3h23nbzf5nds,com
fehpijkjwurweyuddsmib2v
3h23nbziSnnds.com
fehpijlkjwurweyuddsm{b2v
3h23nbzf6dnds.com
fehwiopfsdurweyuddsmfb2
v3h23nbzf4nds.com
fehwiopfsdurweyuddsmib2
v3h23nbzfdsnds.com
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fehwiopfsdurweyuddsmfb2
v3h23nbzisnds.com
fehwiopfedurweyuddsmib2
v3h23nbzf5nnds.com
fehwiopfsdurweyuddsmib2
v3h23nbzf6dnds.com
feliwuityujurweyuddsmfb2
v3h234sfnbznds.com
fehwuityujurweyuddsmib2
v3h235fnbznds.com
fehwuitynjurweynddsmfb2
v3h235nfnbznds.com
fehwuityujurweyuddsmfb2
v3h236dfnbznds.com
fehwmrweyuddsmiggdsfin
bznds.com
fehwurweyuddsmfggS{fnb
znds.com
fehwurweyuddsmiggSnffn
bznds.com
fehwurweyuddsmfggbdfin
bznds.com
fehwurweynddsminj4sj3i3
bzads.com
fehwurweyuddsmfnj3j3i3b
znds.com
fehwurweyuddsmfnjSnj3i3
bznds.com
fehwurweyuddsminj6dj3i3
bznds.com
fihedf47472826734723842
34.com
fhsdf5757282¢735723852
35.com
fihsdf5n75n7282¢735n723
85n235n.com
fthsdf6d76d47282¢736d4723
86d236d.com
fgs7919999d%nn.com

thb 7654556876887 7dhidb
djdeek6775674s33.com
fhb76555068768877dhfdb
djdeek6775n67 5033 com
hb76556068768877dhfdb
djdeek67764676d33.com
firstomanad.com

fonetialpme.com
fvgbdvhfd.com
galonemastek.com
goodesonme.com
grazitencer,com
gryndomastervun.com
hdd4ed3.com
h4d4eA8.com

hdelit.com
hftXonmkoedisdfgfg5o2.co
m

hitcharchim.com
hitemmpserep. com
hollynneleg.com
holthanetts.com
inancesanlie.com
intypenthigh.com
kakgevizaebaliugeavpogan
ie.com
kemebrmewerarewroi43b3
b3b3.com
kemebrmewernrewroids3b
3b3b3.com
kemebfmewemrewrois3b3

b3b3.com
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safetrer.info
safe-t-rer.info
sandgood3.info
serviceanonpe.info
smileinducingfonts.info

smixfilespro.info

Unregistered Domain(s).

bbvegh.info |
LPRO

Registry Services Corporation
dba RegistryPro

425 West Randolph

8th Floor

Chicago [linois 60606
United States

Registered Domain(s):

pixelperfecterudd.pro
solokovogon.pro
56gusowwevAL.pro
7514544414 pro
adelement.pro
afraidwordprocessing.pro
almostanykindersleys.pro
androiddefect.pro
attachedweekly.pro

sofiwarehighgroup.info
solmvideo10.info
solmvideo20.info
solmvideo30.info
solmvideo98.info
sotovideo10.info
sotovideo20.info
sotovideo30.info
stargotas.info
starratingforce.info
stoppedcam.info
supplementingdubbed.info
suuntokind.info
tankphoto10.info
tankphoto20.info
tankphoto30.info
termmuchanticipated info
toolbarpemag.info
topinfosale.info

t-rer.info
triplexstreamwave.info )

bbxxecitadnnsd12.info

Suite 103

blacktiedoesnt.pro
broaderscalelayman.pro
buttonsprofessions.pro
cocolovingcompany.pro
collaboratereassembles.pro
coloredfixwizard.pro
commaslimitations.pro
continuingrevision.pro
COTS.pro

Afilias Limited
C/O Afilias USA, Inc.
© 300 Welsh Road, Building 3

unequaledasphalt.info
unjconicovetpacked.info
updatenonsense.info
uplvlstorereserv.info
userexapinexteywuue.info
vernexworld10.info
vernexworld20.info
vernexworld30.info
verytrophy.info
videogamearcade.info
vilaperdose.info
virgilio-server-updates.info
vita-jogyrt.info
vixnetfat.info
wildresource.info
withlinkd.info
www.fitsconcert.info
www.scatteredavtestorg.inf
o

yourrookie.info

Horsham, PA 19044
United States

countdowndefers.pro
crapsmydvds.pro
dealsdyou.pro
defineassist.pro
designiscrystalclear.pro
ds93.pro
dvscareware.pro
eric2003sa.pro
escapecloth.pro
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executionscommunities.pr
o

fifteencycore.pro
flatpanelbarefoot.pro
funhouseexpiration.pro
gnidagnidskaya.pro
gnidagnidskayaa.pro
gorevaressdllepro
hedred.pro
homosolcale.pro
hoopsvibrate.pro

huge4 floorhouse.pro
ignitionsremover.pro
isddgfdict.pro

itlird.pro
kbpsskillful.pro
kinhumble.pro
{abyrinthyoubut.pro

TUnregistered Domain(s):

34rdewgas32.pro
amazed3faces. pro
azpromo007.pro
azpromo008.pro
azpromol09.pro
cascadingchicagobased.pro
cdromscomplex.pro
erie2006best.pro
fordam.pro
£35gregdf.pro
gisearchaddress.pro
iaudio.pro

mazda434.pro
methodspeskiest.pro
motionspeedest.pro
nothingtolosetoday.pro
odboec,pro
pageoncesskill.pro
peekingdress.pro
quittin124fasies.pro
quittingconfsoraries.pro
radiesityimpermanent.pro
recordersaols.pro
rssatomodbecompliant.pro
s1toperimefor.pro
sansan.pro
schadenfreudeorphan.pro
sdonetimetroerimim.pro
signupsetupapplies.pro
simulationsdeleting.pro

n652ds.pro

five-art.pro

live-art-2.pro
logoformypappet.pro
monchepashec.pro
monster68family.pro
mozzlilsfugreporter55214
55525.pro
MSLECONOVEr.pro
normallycompetitionfirefo
X.pIo

quitfsasthd14.pro

statspastes.pro
stop2erimepeople.pro
surfeontrolkit.pro
tabnonuml.pro
twinmoodbased.pro
ubergeckauguste.pro
uninstalldownloadless.pro
upperrightnetmotions.pto
vsfreetrial.pto
Warezzone.pro
wavsstacking.pro
whereactionable.pro
zaplightboxa.pro
zdnetclinker,pro
zernknowledgeirrelevant.p
10

quittingfsad.pro
repeatingdrives.pro
rescheduletiff.pro
sandboxingsarc.pro
solotrakingsd.pro
st3artrecords.pro
symbain.pto -
traff4you.pro
trhfrefes.pro
verifyingpaid.pro
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BIZ, US

NeuStar, Ine.

21575 Ridgetop Circle
Sterling, VA 20166
United States

Registered Domain(s):

bulkstoragemass.us
chippersimpresses.us
cybershotz.us
dreampass.us
e-trustbaselevel.us
fenstid.us
feelsogooda.us
fresh-shop.us
google-info-server-
updates.us
highleveldns.us
hinterlands.us
karambajobz.us
matedphotol0.us
matedphoto20.us
matedphoto30.us
mikedeloggy.us
natixpvideo10.us
natixpvideo20.us
natixpvideo30.us
newposlevel.us
notebookjobs,us
roketlauncherskiy.us
sendreceivemediastudio.us
tomixvideo13.us
tomixvideo98.us
travelbux.us
_volizphoto98.us
website-
info.usadvertisingbars.biz
analcumshoter.biz
androidsofistoree biz
angaraenabledandroidspect
fic.hiz
asterixobelix.biz
badfolar.biz

NeuStar, Inc.

Loudoun Tech Center
46000 Center Qak Plaza
Sterling Virginia 20166

Tnited States

channelriding.biz
darkdeepblue.biz
excellentlyelemental.biz
expensespebackup.biz
fingerdevicespecific.biz
floydmayweathergay.biz
gayoportunity.biz
gaypromotionz.biz
global-php-server.biz
hecked-by-brain-krebs.biz
hitmantor.biz
jailbrokenmegasites.biz
lawsuitlecturers.biz
man-ctitic.biz
memocloses.biz
nissan330z.biz
quantumportscan.biz
sixcharacterspecialpurpose
biz

solitairenoirlike.biz
sunoboostark?.biz
sunobowitteek2.biz
sunogofvisvswe3.biz
tristan-express.biz
tfrust-relations-21.biz
variousmore.biz
water-travel-2.biz
webminn.biz
cybershota.us

ivaserg.us
karambajobs.us
westlivesource.us
1gazxsw23ede.biz
activitydownload biz
advicebuildet.biz
armygaysfront.biz

azpims.biz

bardfost.biz

baseringtones.biz
beginnerheaded.biz
bellspreinstalled.biz
bestwent.biz
bigmailfox,biz
cambullet.biz
contentbasedgeekbench.biz
coolward.biz
daystarhotel.biz
destrds.biz
dominoforsale,biz
enginewreck.biz
ensutringpresumes.biz
ericases.biz
etgergergerger gergergerger
gergeg.biz
experts-exchanger.biz
flices.biz

frimeet.biz
frogsmokers.biz
funcolowr.biz
gandlog.com
gaypidorsaw.biz
gloom.biz
golester.biz
goloters.biz
gtvvwiew(ax65.biz
gtwtj0ax65.biz
heavybrainz.biz
homermarcet.biz
hoplet.biz
horlasznet.hiz
ifak.biz.
importping.biz
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interracialsexxx.biz
kloz.biz

lnp.biz

moneybase.biz
moneybase55.biz
nightupe.biz
numberssayappin.biz
omuipresentoverpacked.bi
z

promocia.biz
ttbeompany.biz
saleseurope.biz
salesmarketing biz
simpletolearnscaling.biz

Unregistered Domain(s):

- matedphotol8.us
matedphoto98.us
natixpvideol8.us
natixpvideo98.us
potexdvideo10.us
potexdvideol8.us
potexdvideo20.us
potexdvideo30.us
potexdvideo98.us
romasxphoto10.us
romasxphotol8.us

" romasxphoto20.us

AB

sixcharacterspecialpurpose
43.biz
sixcharacterspecialpurpose
44.biz

steadybrainz.biz
stewres.biz
streamingvideofare biz
sunodigostal.biz
sunogafersta2.biz
sunogovavdwe3 biz
talliedsmasheeed.biz
traffsite.biz
trust-rélations.biz
trust-relations-98.biz
twoprocessordates.biz

romasxiphoto30.us
romasxphote98.us
satemxvideol0.us
satemxvideol8.us
satemxvideo20.us
satermxvideo30.us
satemxvideo®8.us
SPENSOPSEnsor.us
tomixvideolO.us
tomixvideo20.us
tomixvideo30.us
volixphoto10.a1s

Telecornmunication Regulatory Authority (TRA)

P.0. Box 116688
Dubai
United Arab Bmirates

Registered Domain(s):

www.xiramix.ae

update-windows,biz
visualizingfeaturerich.biz
voip-sales.biz

water-travel biz
www.digitalsecure.biz
www jOd6£X5453453%i2Q
xSTLuE.biz

www jOd6IX X Xyp543546
45xSTLuE biz
www.salesmarketing.biz
www.threatwalkthrough.bi
z

www.vimeosseeing.biz
yourdrizzle.biz

volixphotol8.us -
volixphoto2(G.us
volixphoto30.usregistrdom
ains.us

coolitzool.biz
coolstaff.biz
hinchinpri.biz
lettheimmoralityrule.biz
smartfdgh675468.biz
sunogafer5456.biz
www.govnoloads.biz
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Al

Director of Public Utilities

Government of Anguoilla DataHaven.Net Ltd.
Ministry of Infrastructure, Communications 949 Shoal Bay

and Utilities The Valley
Coronation Avenue, P.O. Box 60 Angnilla

Anguills

Reglistered Domain(s):
akzohost34.com

Unregistered Domain(s):

" J3zzxeovedx22.cc.ai mfgd6dvheh22.co.ai
j3zzxcvedy.ce.ai mfgdodvhey.ce.ai
AR

Presidencia de la Nacién — Secretaria Legal y Técnica
Balcarce N°50 - Planta Baja
Buenos Aires C1064AAB
Argenting
Registered Domain(s):

www.hobbiesyactividades.com.ar
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ASIA

DotAsia Organisation Ltd.
15/F, 6 Kuuntsfored Terrace
Tsim Sha Tsui Kowloon
Hong Kong

Registered Domain(s):

widebdj2ndsl88a.asia bibbleexact.asia
bibbleexact.asia cardingworld.asia
cardingworld.asia colonnotemaking.asia

colonnotemaking.asia grandd.asia
Unregistered Domain(s):

eric2007asial .asia
sheepykradasadeepzzz.asia

eric2002qwag22.asia
eric2007asia.asia

AT

Internet Verwaltungs-und Betriebsgesellschaft m.b.H.
Jakob-Haringer-Stralie 8/V

5020 Salzburg

Austria

Registered Domain(s):

esponsivenessc.at
euroscientists.at
red-camoney.at
roohihhooerses.at
salespeoplemel.at
golla.at
tunnelsrelease.at

Unregistered Domain(s):

bobeamets.at
bobcamets2.at
bobeamets3.at
bolicamet.at
fast-camoney. at
food-camoney.at

bigcamoney.at
camoneydir.at
dotdomper.at
flobnubers.at
forestesto.at
holasgojest.at
kambo-net.at

food-camoney2.at
food-camoney3.at
gromforest.at
holasgojesi2.at
koopetgojest.at
letthelmmoralityrnle.at

guycritic.asia
invalidblowing.asia
setpet.asia

sheepykreepzzz.asia

migojester.at
miniexchange.at
optiker-gramm.at
unicy.at
victordelarosa.at

moostagoja.at
red-camoney2.at
red-camoney3.at
res-camoney.at
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AU

.au Domain Administration (auDA)
114 Cardigan Street

Carlion VIC 3053

Australia

Registered Domain(s):

Imsq.com.au | www.malingroad.com.au

BE

DNS BE vzw/asbl

Ubicenter, Philipssite 5, bus 13
Leuven 3001

Belgium

Registered Domain(s):

fsafsa546644.be gojarest500.be
quitt12ffsraries.be gomastero.be
gojarest.be quittifsaf2 lraries.be

Unregistered Domain(s):

businesss.be f3adad6364.be
f1safsal4534.be 1 f5afs421524.be
142152643664, be fsafsd215254.be
fs2afsald3664.be fzafsa241524.be
fs535a64364.be fsafsad65664.be
fs5615a546644.be fsafsa54564.be
fea3fsal643624.be fsafsaG5464.be

Comite Gestor da Internet no Brasil

Av. das Nagbes Unidas, 11541, 7° andar
S#o0 Paulo SP 04578-000

Brazil

Registered Domain(s):

nickhost.com.br |  wamo.com.br

www . thaifest.com.au

tech-new.be
verisign-bank.be

fsafsab6546424.be
512424 .be
gojarest800.be
itahcgnjhr.be
justtakethis.be
quittingfsafl4.be
quittsaggesiies.be
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BY

The Operative Analytical Center of the

Republic of Belatus
49 Kirova Str.
Minsk 220030
Belarus

Aneparsra-apaiTHIHE] IPHTP IPEL
Tpasizsnne PacuyGuixi besapycs

Reliable Sofiware Inc.

1A Khoruzhey Str., 6th Floor
Minsgk 220005

Belarus

VT «Hamseiiasm nparpavsi» (hoster by®)
220005, Benapycs, . MiHCK, BYJIL.

220030, benapyes, r. Mixck, syn. Kipasa, B.Xapyxaii, 1a, 6 nasepx

49

Registered Domain(s):

resetsoftware.by fre.by www.fott-ip.by
crmengines.by gfeby

denisova.by ivyegkh.by

LA

Canadian Internet Registration Authority ( CIRA)

350 Sparks Street

Suite 306 A

Ottawa Ontario K1R 788

Canada

Registered Domain(s):

cusecure.ca

LH

SWITCH The Swiss Education & Research Network
Werdstrasse 2

Zurich CH-8021

Switzerland

Registered Domain(s):

gartenbahn-staufen.ch liebfrauenhof.ch shoeshineservice.ch
herbergeff.ch nsz.ch

Case 3:13-cv-00319-GCM

Document 15-2  Filed 06/10/13 Page 3 of 29



LN

China Internet Network Information Center
4, South 4th Street, Zhongguancun,
Haidian district,

Beijing 100190, China

Registered Domain(s):

crown-home.cn nepaxek-domain.co
Mercer.cn shwkt.cn

Unregistered Domain{s):
563fdd345t35es.on
L0

.CO Internet S.A.S.
Calle 100 8 A - 49

Torre B of 507
Bogoté
Colombia

Unregistered Domain(s):

2modulatfion.co
alrekahanti.co
ajvernanab.co
arraffeynics.co
axiagearie.co
axillertyke.co
bandtophold.co
basingtalw,co
beccampentu,co
beninession.co
bovingensout.co
brandbuchein.co
briatimerame.co
careffixeno.co
carestaris.co
censkevise.co
COBICEsessin.co
coltrandata.co
cyclemiast.co
datapptorks.co

delplastig.co
devasimicred.co
diagonstafil.co
diatorkswe.co
dogealierac.co
drivapinxte.co
eldatativini.co
emmaybossel.co
emptarming.co
entopleywac.co
CrMEAmenerg.co
escuafoxwax.co
extraftwitr.co
fanymplydata.co
firmrantech.co
fitchootheo.co
galinkelis.co
garninersay.co
gayattocred.co
globellerke.co

smart-rfid.cn
www.camarts.en

globertesli.co
golrancenfax.co
grotherwell.co
guinductor.co
handclonica.co
harreetsou,co
headlegesoft.co
hopedristvo.co
iconorthewmn.co
idedialify.co
inesburystam.co
inestailcoma.co
infinciitech.co
inmnobjeni.co
intectrigni.co
interbirster.co
intertionot.co
kabolgopickh.co
kingnajerley.co
kotwardonom.co
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labcenseaccnco
lettheimmoralityrule.co
lordererryte.co
loredmanneca.co
lutizenbrows.co
MAgnexwaxia.co
materworatis.co
mnatilerized.co
minessiati.co
mixersaperj.co
montriuman,.co
DEUrOSOUrea.co
nextatingha.co

CZ.NIC, z.8.p.0
Americka 23

Prague 2 12000
Czech Republic

Registered Domaings):

kippertech.cz

Case 3:13-cv-00319-GCM  Docuiment 15-2

oderexcometr.co
pacestiksen.co
parablynner.co
partsmairie.co
petellight.co
placedicarl.co
plationnela.co
posummersher.co
primeresteo.co
promerganny.co
SAMUESIVEra,co
schoominews.co
selightvote.co

sitomicalth.co
smandlambi.co
specinauter.co
sproulencel.co
susleyesth.co
synbrivestep.co
terborksha.co
upswiftedet.co
usageotegyo.co
vertlefini.co
vistornyrton.co
wiseizedoutt.co
zycugermask,co

Filed 06/10/13 Page 5 of 29



DE

DENIC G

Kaiserstrasse 7577
Frankfurt am Main 60329
Gepmany

Registered Domain(s):

las-mixtas.de
asy-lehrteam.de
autoteile-tichtenberg.de
billardweb.de
computer-data-klinik.de
expert-wallraff.de
gobirgsjaeger-verberg.de
grichnikweb.de
h-baeumchen.de

Unregistered Domain{s):

lettheimmoralityrule.de |
DK
Dansk Internet Forum
Kalvebod Brygge 45, 3rd Floor
Copenhagen V DK-1560
Denmark

Registered Domain(s):
www countersnipe.dk
EC
NIC.EC (NICEC} S5.A,
Av. 9 de Octubre 100
Piso 22
Guayaguil Guayas
Ecnador

Registered Domain(s):

www.hojaverde.com.ec

it-rawm.de
kg-contacter.de
lihs-online.de
moneytrax.de
motorradfreaks-
steinberg.de
patrickserafin.de
pelean.de
pseudo-gkill.de

videcampro.de

seiz.de
team-coc.de
team-guchti.de
www.bbk-joeckel.de

- www.digital-eon.de
www.jd-itv.de
www kbw-raesfeld.de

| y-sitede.de

DK Hostmaster A/S

Kalvebod Brygge 45, 3rd Floor
Copenhagen V DK-~1560
Denmark

Case 3:13-cv-00319-GCM  Document 15-2  Filed 06/10/13 Page 6 of 29



BS

Red.es

Edificio Bronce

Plaza Manuel Gomez Moreno
Madrid 28020

Spain

Registered Domain(s):
clicwow.es | estudiodavinci.es
BU
BURId vzw/asbl
Parkstation
Woluwelaan 150
Diegem Vliaams Brabant 1831

Belgium

Registered Domain(s):

vom-bat.cu gingeron.eu
1121viagameft.en lugavie.en
2441viagameft.en onlinebank2.eu
delar.eu pearon.eu
federlein.eu pineappleon.eu

Unregistered Domain(s):

4373429298537122323436 f45134f4.eu
712412443455.eu lettheimmoralityrule.eu
R, TR, YT

APNIC (NIC France) - Immeuble International
2 rue Stephenson - Montigny-le-Bretonneux
Saint-Quentin-en-Yvelines CEDEX

78181

France

Registered Domain(s):

cash-men.tf www.les-optimistes.fr
le-clan-vsdm.fr www,sham-soft.fr

'l

tankat.es

sitovetrina.en
wercity.eu
windows.msupdate.eu
xoogle.en

wiww.20-2.e0

sameads.yt

Case 2:13-cv-00319-GCM  Document 15-2 Filed 06/10/13 Page 7 of 29



HE

PR

Hong Kong Internet Registration Corporation Lid.
¥nit 2002-2005, 20/F, ING Tower

308 Des Voeux Road Central

Sheung Wan

Hong Kong

Unregistered Domain(s):
rtgyd6dewryte.hk
HR
CARNet - Croatian Academic and Research Network
Josipa Marohnica 5
Zagreb 10000
Croatia

Registered Domain(s):

iab-elektromontaza.hr

HU
Internet Szolgaltatok Tanacsa Council of Hungarian Internet Providers
Victor Hugo utca 18/22 (CHIP)
1132 Budapest Victor Hugo u. 18-22,
Magyarorszag Budapest H-1132
Hungary

Unregistered Domain(s):
kevinsbutor.hu | www.caroflex.hu www.safehaven.huy
NI
Internet Society of Istael
Bareket 6, POB 7210
Petach Tikva 49517
Israel

Registered Domain(s):

shoa-survivor.co.il

Case 3:13-cv-00319-GCM  Document 15-2
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JN

National Internet Bxchange of India
5th Floor, Incube Business Centre, 18, Nehru Place

New Delhi Delhi 110 019
India

Registered Domain{s):

accounteollection.in
alburecante.in
allotusual.in
bank-secure,in
bank-signature.in
bank-verisign.in
beautyfulmoments.in
callmemaybe.in
cassettegjust.in
checkincheckoutdoodling.i
n
considerationembraces.in
domennoeima.in
dsu2ids8.in

deuits.in
englishmaninny.in
exampleanddocked.in
fagijok.in
feafsaZ41524.in
fsafsas21524.in
feafsa64364.in
jtismybestsite555.in
itismybestsite777.in
juyhkede.in
kudrizaial.in
Tuccimaniacs.in
maindomainauto.in
metagent16.in
metaxservls.in
metaxservs3.in
michellesogood.in
monotrackhe.in
newmatkedsour.in
newoubouhbolilbi.in
notepoormans.in
numberslevinmymostfavor
itefilm.in

olreuse.in
openworkers.in
oubouhbolihbiblog.in
primaryaccounts.in
protectonjust.in
ratedomains.in
realfirmvare.in
safebrower-google.in
secure-bank.in
showmewhatsowanname.i
n
simplynamedgritty.in
sixteensdozen.in
uaister.in
verisign-bank.in
videogramsnonpc.in
wiehinah.in
45gd44vg3434gfin
99problems.in
addpoker.in
advalshops.in
animalsking.in
api-analytics-google.n
arhwacklsq.in
autouppdates2012.in
barrington2.in
barrington3.in
baxmanex45.in
baxmanex26.in
bemixtel93.in
bemizvenl5.in
bemixzerlS.in
bemixzerd3.in
bemixzera93.in
bemizer] 6.in
bemizer97.in
bemizera97.in

betagent16.in
betagent97.in
betaxservl3.in
betaxserv55.in
betaxservd3.in
bravelyboeing.in
cbibanking.in

ceirin.in

cim-italia.in
colbysoftware.in
collapserca.in
computercontrolledhanker,
in
contractordouble.orgin
defisjob.in
defraggerbroadcast.in
dorogovato.in
driver-microsoft-

‘check.orgin

dsuidsB.in

fikosvS.in
feafsal643624.in
generalbe.in
haxmanex96.in
haxmarinl20.in
haxmarin250.in
hdmlwebzines.in
helikopterz1922.in
homatch.in
hitpservice-check.in
intelegentbot.in
itismybestsite43262.n
itismybestsited43262.n
itismybestsite666.in
kabada.in

- keksostan.in

kelagenbl6.in

Case 3:13-cv-00319-GCM  Document 15-2 Filed 06/10/13 Page 9 of 29



kelagenb97.in
kelagene16.in
kelagenc97.in
kelaxserbl2.in
kelaxserb98.in
kelaxserd98.in
kelaxserell.in
kelaxsere98.in
kelaxserg98.in
kulanustarikamistalama.in
laxmanex23.in
laxmanex45.in
letagent16.in
letagent97.in
letaxserv1S.in
letaxserv93.in
lof8yifpt3424.in
Iolotchina.in
mainconnector.in
master-class,in
mediaicons.in
metagent97.in
metazserv93d.in
minimatch.in
mionic.in
ongrqlg743.in
musclefordotnain.in
mybeautyfulmoments.in
nemigent6.in
nemigent97.in
nemixserviSs.in
netagent16,in
netaxserv55.in
nodespipeline.in
paymentdomains.in
petaxservl5.in
php-transfer.in

Unregistered Domain(s):

autorelax228.in
bemitel16.in
bemitel®7.in
bemixtell 5.in
bemixzerals.in
caxmanex23.in

pieperclaudia.in
ponapoker.in
realfirmvarel14.in
reno45321.in
replacementfloor.in
romanticcollection.in
r-trolling-contentl.in
r-trolling-content3.in
samboil.in
sdalmanix1.in
sdalmanix37.in
security-connection-
control.in
security-connections.in
semigent16.in
semigent97.in
semixservis.in
semixserv93.in
sexmanex23.in
sexmanex45.in
sexmanex96.in
sidestepconcerns.in
skywar.in
skyward.in
snilpas.in
snsbanking.in
$0jh67.in
spycenter.in

statdr.in
stats-banca.in
stokfilm.in
teamtrimtrym.in
tenbandelists.in
tgy56£d3fj.firm.in
travar.in
trolling-contentl.in
trolling-content2.in

caxmanex96.in
farhiabastin
haxmanex23.in
kelagenel6.in

- kelagene97.in

kelagenfl6.in

nnicreditt.in
update-msn-
information.org.in
urbanuus.in
urbanx.in

urbit.in
vasmanex45.in
vemigent16.in
vemigent97.in
vemigental6.in
vemigenta97.in
vemigentc16.in
vemigentc97.in
vemixserv15.in
vemixservss.in
vemixserv93.in
vemixservalS.in
vemixserva93.in
vemixservb93.in
vemixservel 5.in
vemixserve93.in
vetagent16.in
vetaxserv93.in
vetaxserval S.in
vetaxservaS5.in
vetaxserva%3.in
warmerinbox.org.in
welagent®7.in
welaxserv12.in
welaxservo8.in
werligosam.in
wifigeroper.in
www,jOd6fE X XypxizQxS
TLuE.in

www .swipebasedhiphop.ge
nin

kelagenfD7.in
kelaxserfl2.in
kelaxserf08.in
kelaxsergl2.in
lemigent16.in
lemigent97.in
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lemixservis.in
lemixsetv93.in
netagent97.in
netaxservl 5.in
netaxserv93.in
pelaxserv56.in
petagent16.in
petagent97.in
petaxserve3.in
r-rolling-content2.in
sdenters34.in
sdenters57.in
sellsbookings.net.in
semixservs5.in
service-updater852.0org.in
sexmarinl2.in
gexmarin23.in
shamatra7.in
terminationfizes.in
updaleservice-
drivers.org.in
vemigentb16.in
vemigentb97.in
vemixservbl5.in
vemixservb55.in
vetaxservl3.in
vetaxserv35.in
viplobbyr.in
visitospa.in
yspolotay.in
welagent16.in
welaxserv56.1n
xalmanix 1.in
xalmanix37.in
xenters34.in
zalmanix1.in
zalmanix37.in
zenters34.in
zenters57.in
2wdddd2.in
4rmzjtyjttgfin
5e6yr435ter.org.in
SyS5ySySyeet3.in
acisamboil.in
admyanas.in
andervee63.in

andoeded763.in
audis4353.in

- augr789rter5521425.0rg.in

baxmanex23.in
baxmarini20.in
baxmarin250.in
bemivenbl16.in
bemivenb97.in
bemixven55.in
bemixvenal 5.in
bemixvenas5.in
bemixzvenbls.in
bemixvenbs5.in
bemixvenb93.in
bemizeralf.in
bigredhat.in
biolatomia.in
bmw099393.in
bHmw999599.1n
browserprotectionbeforeaft
er.in
caxmarinl2.in
caxmarin25.in
cisamboil.in
clicnettor.in
cpuswildly.co.in
cpuswildlynelhvi.co.in
dakiserv18.in
dalmah.in
dalmatin.in
dalnie-dachi.in
deramvenlS.in
deramvenSS.in

~ deramven93.in

deraveni6.in
deraven®7.in
dfgsdfas5sd.in
dfre34ppe.in
diicisambeilin
diknm78.in
dinamokievuefa.in
domesticpits.in
dwedwwdwekew66.in
erfiedrdse.gen.in
erthrehvirs5.in
erthriehvirss.in

ertkareerf.in
ertkawe909.in
eshopwow.in
evie3 fre498k.in
fdgw34545.in
ferfeqlk06.in
finhjj.in
footbal-news-2.in
forumblueaudi777.in
forumredbaron.in
fringsdesencrypted.in
fsafsd21524.in
fsafsal43664.in
feafsal4534.in
fsafsa643664.in
ftrgdser.org.in
g34tgdgdwsse.in
#5gg5g5e54d.in
galatasaraivefa.in
gerferfk87.in
getocifpo.in
gratifyingencompasses.in
gertgredw gen.in
gtatdtgdckivvin
gurwerfchok66.in
gusehok.in
gusehok06.in
gusehok?2.in
gusehok23.in.
gusehok233.in
gusehok43 .in
gusehok432.in
gusehok4432.in
gusehok55.in
gusehok66.in
gusehok87.in
gusehokdd.in
gusehokew.:in
susehokew66.in
gusehokfvv.in
guschokgt3t.in
gusehoks.in
gusehoks45,in
gusehoksse.in
gusehokwwww.in
gvbxeok43.in
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gvby56y543.in
gvbyS6ybh543.in
helpindownb.in
helpindownw.in
helpindowny.in
herhrthytk06.in
horjnbgrg.in
hrthrthbrik87.in
intalego.co.in
itismybestsited432621.in
itismybestsite4432622.in
itouchunobtrusive.in
kelagengl6.in
kelageng97.in
kelaxsercl2.in
kelaxserc56.in
kelaxserc98.in
kelaxserd12.in
kelaxserd56.in
1dvddrffrefe.in
lemixservs3.in
letaxservS5.in
livesoonic.in
llisamboil.in
lodinashed.in
mairijad85.in
manymanufactor.in
margarind12.in
mastet-wawe.in
iiopatia.in

miotai.in
mnglrgg743.in
mngrqg743.in
mozzlilsfugreporter55214
25.01gin
nemixservis.in
nemixserve3.in
newdomainregister.in
nofillerdo.in
noramsodkackled.in
onwtjgjxfy.in
opel54322.in
oubouhbolihbidyouw.in

oubouhbolihbihome.in
oubouhbolihbi-lite.in
oubouhbolihbishop.in
oubouhbolihbisite.in
oubouhbolihbistyle.in
pelaxservl2.in
povar-sprashivaet-povara-
povar-kakova-tvoja-
professija.in
praziost.in
retyuk90.in
rf44rqrir54g432.in
runnersadvance.in
rxserverl.in
rxserver2.in
rxserver3.in
rxserverd.in
§56dsrgtow.in
sbetport.in
sdfli7sj8ew.in
security-addonsl.in
service88bugr789rterS521
425.0rg.in

siinbé.in
skysammuer.in
skywebpp.in
sky-wood.in
softwareupdat3r.in
sortignbagox.in
swerwolfin
t33415esehokgt3t.in
t4rdggge56gS.in
targetedwmf.in
tewfdgevrig firm.in
tkkosmo.in
tk-miebel,in
updater8bugr789xterS5214
25.0rg.i0

urbexx.in

urbik.in
vaxmanex23.in
vaxmanex96.in
vaxmarinl8.in

vazmarin?7.in
vemixservass.in
versionitsfinalize. firm.in
vetagent97.in
vetagental6.in
vetagentad7.in
vetagenib16.in
vetagentb97.in
vetaxservbl5.in
vetaxservb93.in
yicvir5S.in
vw2222222.in
vw0406433.in
waSbgtyuod763.in
wa5j66457u543.in
wa3j6645u543.in
wandoed763.in
wardaystore.in
wegdd2r333wwww.in
werthasdl.in
wiwwlwifsd5.in
windows2013.in
WHONeysux.in
wreg354g3.in
ww32134.in
wwwd3d33wh550kdd.in
xenters57.in
y5656yddd2.in
y5656yddhrd2.in
yththtfchok66.in
zakiservlS.in
zamok6.in
Zbtrecxfok23.in
zbtrhrtecxfok23.in
zlatamebel.in
zvexfok23.n
Zvonitin
zxfvzxi33.n
zxhrtehber33.in
Zxhrteher33.in
Zxmariner21.in

zxmariners.in
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Institute for Research in Fundamental Sciences
Shahid Bahonar (Niavaran) Square

Tehran 1954851167

Islamic Republic Of Iran

Unregistored Domain(s):
eddyephkslir
Registro .it
Tstituto di Informatica e Telematica del CNR
CNR - AREA DELLA RICERCA
Via Giuseppe Moruzzi, 1
1-56124 PISA
Italy

Registered Domain(s):

ciappeletta.it dentalvotorexpress.it
fddesign.it satine.it
www.bonuscasinogratis.it | www.greyhoundpets.it

Unregistered Domain(s):

focaltime2.it roncaftp it
profcappello-napoli.it www.mgm-collection.it

KZ

Association of IT Companies of Kazakhstan
6/5 Kabanbai Batyra

Office 3

Astana AST 010000

Kazakhstan

Registered Domain{s):

actress.kz glasses.kz
advia.kz kylekz
amola.kz silky kz
autumn.kz voleano kz
eric.kz wetkz

" www.villairone.it

zena.kz
elektrokomplekt.kz
eric2010.kz
kyle2010.kz

lizey8 k=
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mikhailov.kz shymtour kz
perukz urimtal.kz
pictopay kz

Unregistered Domain(sy.

Torownkz eric2003 k2
oric05.kz eric2004.kz
eric(9 kz eric2005.kz
eric12.kz eric2006.kz
eric2002.kz eric2007 kz
LI
SWITCH The Swiss Bducation & Research
Network
Werdsirasse 2
Zurich CH-8004
Switzerland

Registered Domain(s):
badboy.li

Council for Information Technology
LK. Domain Registrar

9 Clifford Avenue

Colombo 00300

Sri Lanka

Unregistered Domain(s).

54dt6ydsf4 5451tk

www.zazemlenie kz

www.profiehlicei-13.kz

eric2008.kz
eric2009.kz
eric2012.kz
ericpedik.kz
kyle2012.kz

Universitaet Liechienstein
Fuerst-Franz-Josef-Strasse
Vaduz LI-9490
Iiechtensiein

Department of Computer Science and
Engineering University of Moratuwa
Moratuwa 10400

Sti Lanka
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L

e

Kaunas University of Technology

Information Technology Development Institute
Studentu 483

Kaunas LT-51367

Lithuania

Registered Domain(s):
kempiniukas.lt
LY
University of Latvia
Institute of Mathematics and Computer Science
Department of Network Solutions ( DNS)
Rainis Boulevard 29
Riga LV-1459
Latvia
Registered Domain(s}:
profinet.lv
MD
MoldData S.E.
Armeneasca str.37/1
Chisinau Moldova 2012
Moldova, Republic Of

Registered Domain(s):

angels.md
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:ME

Government of Montenegro
Rimski trg 46

Podgorica 81000
Montenegro

Registered Domain(s):

gutocarsamne
benzepolo92.uni.me
benzepupo92 uni.me
helikopterz1922.uni.me

Unregistered Domain(s):

SrouUp-mXx.Ime
NL

SIDN

PO Box 5022
6802 EA Arnhem
The Netherlands

Unregistered Domain(s):

6t6.nl
afrikaansemaskers.nl
aldobramlage.nl
allzenses.nl
a-riksten.nl
bedrijfzorg.nl
bizzhub.nl
bloemwerklydia.nl
cgsupport.nl
denhaagprofiel.n]
elisawest.n}
footzomnl

fresh-art.nl
fundiversn}
galeriedis.nl
geerdinkhofinl
ijskopen.ni

janros.nl
knutselopdrachten.nl

klatgo.unime
klatgobor.,uni.me
krebsmudak.uni.me
pro-net.unime

SIDN

Meander 501

| stewartmonkey.me
systemssertos.unime

6825 MD Ambem
The Netherlands

laptopbeeldschermen.nl
lekkerlerenindepraktijk.nl
marcelhorsten.nl
omgaanmetangst.nl
pandjeshuisxxl.n
quicherie.nl

rodekuif.nl
salamanderbooks.nl
securitydefense.nl
stada.nl

stadobv.nl
stalpantathei.n]
team101.0l

uniekmedia.nl
warnngindonesia.nl
www.arsyl.nl

www bedrijfshalverlichtin
gl

www.brinkenboes.nl

www.jurod.nl

www justpatricia.nl
www.leijer.nl
www.mooibywynanda.nl
www.oud. habculemborg.nl
www.primesoft.nl
www,studiolifes.nl
www.trimsaloniebeauchien
ol

www.twinschaats.ni
www.viva-la-bella.nl
www.yourprints.nl
godeneiland.nl
qtgwyysenm.nl

team} .ol

www.ads,ugo.nl
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NO

UNINETT Norid A/S
Abelsgate 5
Trondhelm N-7465
Norway

Registered Domain(s):

eyupsultan.no
hallonen-data.no lykre.no
AR

CENPACNET
Civic Centre
Aiwo District
Nauru

Registered Domain(s):
langmik.de.nr
NU

The SN Foundation
P.O. Box 91

Alofi 1010

Miue

Unregistered Domain(s):
quittifsaafl4d.nu

NZ

InternetNZ

Level 9

Grand Arcade Tower
16 Willig Street
Wellington 6011
New Zealand

Registered Domain(s):

catererstauranga.co.nz [ tandemfg.conz

Case 3'13-cv-00319-GCM  Document 15-2
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L2l

Research and Academic Computer Networl - NASK

Wawozowa 18
Warsaw 02-796
Poland

Registered Domain(s):

aesssbackirack.pl
autentycznoscs.pl
belief.pl
blacklistorta.pl
boxtralsurvisv.pl
chinapolandfu.pl
dnturiongarbag.pl
ccoalt.pl
fitoteafelope.pl
fruno.pl
incatel.pl
infocyber.pl
iogansthrausfpl
itracrions.pl
jibertytciako.pl
joncarterlope.pl
kosco.pl
liberofexchan.pl
loongroadgebo.pl
mariaandthesof.pl
milkcooferoofr.pl
mousefoxeblue.pl

Unregistered Domain(s):

imaginationguo.pl
polandzinofer.pl

ntrolingwhitel.pl
oldfolk.pl
pianogunatare.pl
ponom.pl
redrain.pl
secblog.pl
securityday.pl
sessionid01472390478295
78349578239077.pl
simsapprentice.pl
sminiviolatede.pl
sopspurchagesd.pl
sputtersmorele.pl
theirspentawar.pl
vitamingraphic.pt
vulnerabilitie.pl
washanddrinker.pl
zeomputervideo.pl
antifraud.pl
billablelisten.pl
constellationa.pl
corela.pl

vritegeenroot.pl
motopoint.com.pl

czpornavaniepl
dertel.pl
ealthinnesfone.pl
encounterkaspe.pl
globalmix.pl
korova.pl
lajogrodushope.pl
liberomonkeysd.pl
nextbestjacker.pl
nonethelesscul.pl
pencils.pl
polyandienka.pl
rolino.pl

rovo.pl
security-checking.pl
slowmotiontran.pl
soper.pl
therebyknowled.pl
trainyardscree.pl
wififreedreas.pl
zukkoholsresv.pl
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LT

Fundagfio para a Computagfio Cientifica Nacional
Av. do Brasil 101

Lisboa 1700-066

Portugal

Unregistered Domain(s).
8797543r5dger.pt

EW

Micronesia Investment and Development
Corporation

P.0. Box 1256

Koror 96940

Palau

Registered Domain(s):
api»‘jquery-script.pw’ | ochess-player.pw
RO

National Institute for R&D in Informatics
Bd. Averescu 8-10

Sector 1

Bucharest 011454

Romania

Unregistered Domain(s):

451341410 | uyf345td643.10

pw Admin Contact

PW Registry Corporation
P.O. Box 1106

Koror 96940

Palau

| doberpessobaka.pw
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RU..SU, PD

Coordination Center for TLD RU
8, Zoologicheskaya str.

Moscow 123242

Russian Federation

Coordination Center for TLD RU
Bolshoy Golovin, 23

107045 Moscow,

Russian Federation

Registered Domain(s):

YOTAHOBHM-
KOHIAIEOHEPsLPD
HYPHAN-TPEHA PO
4dfgaed3d.ra
condalinaradushko.ru
contonskovkiys.au
controlnieprognoz.ru
curitkofskiexu
inutesnetworks.su
shliteratedium,.su
smurfberrieswd.su
solidlettersiz.su
6432updates.ru
8bochek.ru
99880G70.ru
admlipky.ru
adobedownloads.ru
adobesecurity.ru
adobenpdate.ru
adobeupdates.ru
advarcheskiedelaru
agency-dream.ru
aklz.ru

aldio.ru
arhangelpetrov.ru
arosmana.ru
arthurlatypov.an
atfood.ru

atkit.ru
bangofangol.ru
bark1bank.ru
belmandoandco.ru
bestpethouse.xu
biggamestoday.ru
biritlomencom.ru

bobebvideol0.0u

bobebvideo!8.ru
bobebvideo20.tu
bobebvideo30.ru
bobebvideo98.ru
botumxvideol0.au
botumxvideo18.ru
botumxvideo20.ru
botumxvideo30.au
btyoper.tu
capitoliygenov.ru
catmeo.ru
central-stations.ru
certifiedswipe.ru
cflyon.ru
chirkita.n
cipriotdilingel.ru
cipriotelingvel.tu
clondposts.ru
cloudstoreservice.u
cloudsyncservice.ru
cobebphotol0.ru
cobebphotol8.ru
cobebphoto20.xu
cobebphoto3O.cu
cobebphoto98au
colexphotol0.ru
colexphotolB.am
colexphoto20.au
colexphoto30.ru
comunityhost.ru
comunity-second.ru
conficinskiy.ru
confloken.ru
cormoviesutki.ru
decembraz.ru
demutilupdate.ru

designbuildingforyouru
dirkavprobirke.ru
ditexmlonadsecup.ru
difromprompix.ru
domainforru.ru
domishkovberlin.ru
dopexvideol0.rn
dopexvideol8.ru
dopexviden20.u
dopexvideo30.ru
downloadadobe.ru
downloadlastupdate.ru
downloadupdatetv.ru
dgnouce.ru
chalgreka.ru
electricityrobot.ru
emexXymotsectrans. o
encryptedgoogleau
enetworkselx.ru
eurosequiritya.ru
eXpop.Iu
fepoxphoto10.mu
fepoxphotol8.rn
fepoxphoto20.tu
fepoxphoto30.ru
ferrariboyz.iu
fiaviation.ru
fixsecitupd.ru
freshcoca.ru
frzstst.ru
fullupdates.ru
gendalfurod.ru
getwinupdates.ru
gnilotiphone.tu
gopexvideol0.ru
gopexvideol8.iu
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gopexvideo20.au
gopexvideo30.mx
hatepolicena.ri
helloseclaborber.ru
hhddhfjsasjjdfly.ru
hluyujgygjm
holloseculabor.tu
hollosecurity.tu
hostingposting.xu
hottinaghs.m
huengu.ru
i1198s1js2281jesui91 fasi62
hasd78chinese.nt
ii198suin1fajsz281isi62has
d78chineseres.ru
ingastrahou
instantiranslate.u
instantupdatetoday.ru
iprosecupdtex.ru
isecnixprotechx.ru
itzotnice.rn
jasbug33kou
jenet.ou.
jshelpers6001.ru
kavabangastudio.ru
kikimorarok.ru
kissthesunthersone.ru
krotnanebe.ru
krugvkube,ru
kvaskirogas.ru
lamboboyz.ru
light-moon.ru
likesysten.ru
liveupdates.ru
logicaltrading.ru
lokaltriper.su
lorensazd.ru
loshadivokeane.ru
Iuckymoment.u
mancrific.ru
maroonirese.ru
maseratiboyz.au
medelfsu
mfstroi.ru
mgdooling.ru
microsoftupdatesu

microsoftupdates.ru
miklixupdate.ru
minishoptoday.rm
mishkazaichishka.ru
mostlyclassicalmusic.ru
mrskidkin.ru
msndownload.ru
misdns.ru
muchbetterru
murenogtltdpls-coos.ru
myshoptoday.au
mytasktoday.ru
narilskiyeberogru
neocol.ru
netfixsetsdrive.su
netreverseranm.ru
nopolicegwe.ry
nowlab.ru

nutim.ru
ochengorit.ru
oeemamama.r
opaopailoerkoni-unity.ru
openlocalsnetan
oraclestud.ru
organicheskiedela.ru
ortodoxinim
outtranssecupdate.ru
paranormalsouls,ra
passiverobots.ru
pauknavolnah.ru
phone-shopping.ru
pianilovert.ru
piramidazs.ru
piramidazsz.rm
piramidazsza.ru
pizdecnuyjzno.ru
polekolbasy.ru
porfiechasgorupd.ru
potolok-23.1u
programearn.
quitt] 2ffsraries.ru
guittingfsafi4.ru
quliner.ru
radostbelkiru
radugavinore.ru
ramblertoday.su

rentfamily.ru
rezervniy-domain.ru
rinmotaetwork.ru
rmlakel .
rockrecept.ru
romoviebabenki.ru
rotoxy.ru
sadertokenupd.ru
sales-softwares.ru
sawlexmicroupdates.ru
seantit.ru
secmicroupdate.ru
secondsequencerls.ru
secshopping.rm
securenetsolutions.ru
secureserfingnet.ru
servl.cloudstoreservice.ru
shurs.ra

sksecure.u
sn3jf3kkau

SONSnIu
speed-tests.ru
stadionservisecheck.ru
stoleranavole.ru
stupaperestupa.ru
sundors.ru

szbests.ru
tarelkasupa.ru
thenewsun201 3.0u
travokurrr.ru
trust-resellers.ru
ubtlwiiaty.m
updatenotepad.ru
updatesadobe.ru
npdatewebeama.iu
updatewinzar.m
wronilimishku.ru
vbarabane.ru
vetli.ru
vg-npdateu
videomaxhistory.ru
videxprosecupdate.su
vokhrane.ru
wagwanfam.iu
waststadast.r
watchtourist.ru

Case 3:13-cv-00319-GCM  Document 15-2 Filed 06/10/13 Page 21 of 29



weyergansural.ru
widexsecconnect.ru
wingectransnet.
worldmails.u
www.adeur.u
www.bankbank.ru
www.deepanalyse.ru
www.demoserviceout.iu
www hilix.ru
www.jshelpers6001.ru
WWW.LOSOVE. L
wWww.samuipamuim
www.secondsequencerls.ru
yandexresearch.ru
ygsecured.ru
2281jesuiii9] fasi62has1 98
sr@communism.ru
z281jesuiii9 1 fasi6Zhas198
srjsd78chinese.ru
zelmuz.ru

zeplus.ru

zz.bermude.ru

addon.su
affectinnenets.su
annedcertified.su
antifraud.su
appropriatenew.su
assumedwhacked.su
bagsburgstorez.su
beveragerefine.su
bookinghostera.su
bookingsejegia.su
boolsgroupstire.su
breakthoughmid.su
brunobigg.su

canto.su
casadopertyhdee.su
casdpogeryhdker.su

Unregistered Domain(s).

emibors.ru
noisel.m
07tggwem.ru
43y3sdyi07.ru
9609469.1u

chardoneslotsa.su
claire.su
consistentkeha.su
counterstatiko.su
digitajvideozs.su
dublegardianok.su
dugsextremesda.su
establishingwi.su
everywherepass.su
fatalitizxx.su
fearedembracin.su
figuraitedmonk.su
flowdocumentat.su
fragstrialsmar.su
garbagethiever.su
geoipstoragerh.su
globusbusworld.su
googlecomand.su
grapes.su
grozver.su
hazjournallist.su
hedidploerudys.su
htimemanagemen.su
hyopweroderinon.su
icecewwamsandi,su
indecentvideoe.su
jaklinestrodaf.su
jordanpowelove.su
justinkit.su
kitanukeyaboar.su
lanternpcbased.su
listofmyfederg.su
Jitllemousesas.su
lordoftheloark.su
matketofgrizmo.su
mifirsi25.su
mixedstorybase.su
moniforeddream.su

9696896,1u
actionhd.ru
autodom-kovrov.u
balusizo.on
botumxvideo98.ru

motorlevelingz.su
Msecure.su
neteartots.su
newsforum.su
norvaystormsfe.su
owhibernationt.su
percomputertas.su
peryearparticl.sn
photobeat.su
popelin.su
prgpowertoolse.su
purchasingdril.su
rneonfidential.su
robertokarlosskiy.su
rocks.su
routerchaneles.su
rtbasedtappeds.su
samplersdissip.su
satisfactorily.su
secrettransfer.su
silencexil.su
spacingtheinsi.su
spread.su
srichkeylogger.su
supplyingsubsc.su
tarafon.su
tionscomputers.su
undergogngsoon,su
variousbeginer.su
verdonikvampir.su
winsofthewarsq.su
www.gergerger001.su
xchangemerlout.su
zetreblumbergs.su
zitualgeroidxam,su
Z0Z0.81

colexphoto98.1u
crazysaturdaynights.ru
dgfit243.ru
dopexvideo98.ru
ecopromeonsalting.xu
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eryfetderu
fepoxphoto98.1u
filesziso.ru
fr7g5645f5rt.am
frand-checking.mu
fsagehr246fru
gogocrusty2012.ru
gogocrusty2013 .10
gopexvideof8.ru
gtyew4354.10
hhhfjasjjdthjru
hluyujjkgygjru
hnrjn6grg.ri
ieis327s83.ru
ilpatiocher.ru
indigo-blesk.ru
indyware.tu
itsatruestory.ru
kansound.au
kerios-nuke-post-co.ru
kissthesunthere.ru
kissthesuntheretwo.ru
lana-ross.ru
luckeverywhere.ru
Iuckymoments.ru
Ivt-comp.ru
mitxlicnete.u

mozzlilsfugreporter55214

55525

SE

onlineupdatetv.ru
osdli6Ssfeg7.ru
ogdi63sfeg?.ru
oven-master.ru
polycache.ru
poonsiop.u
queryselection.ru
quifsafsafl4.ru
quittid2sages.ru
quittingfsaf{45.10
rfideér4.u
rndshinary
rolabork.ru
salesalesalesale.n
sapesapesape.ru
serchance.ru
SEXY-10se.Iu
shkedarruins.ru
shop-adult.ru
slavimiir.ru
soundssza.ru
spaceorient.ru
sxlake2.ru
thirdysequencerls.ru
trust-resellersi2.ru
trust-resellers35.u
tvrwimchhfru
vagari.ru
vasyapupkinzdesbilda.u

The Internet Infrastructure Foundation

Box 7399
Stockholm SE-103 91
Sweden

Registered Domain(s):

vildavasira.se

winimevosecproxe.ru
www. promeshok.ru
WWW.Sapesapesape.ru
www.standarthell.ru
zsokmeur.ru
zxlake3.ru
65fyrt54.5u
above.su
alonestaloneer.su
agpiridegilogi.su
cdfilmeounderw.su
competitionsil.su
czhemeyzina.su
dfgsd53t.en
hernundoalkalad.su
itparankoys.su
ividlyopenener.su
jondientaicana.su
lessouplaybook.su
Hbulionstreet.su
livingexponete.su
mifirst.su
mounitorwethera.su
optimizessaber.su
pereddomoms.su
pokusayiu.su
priorsu
repackagesquiv.su
sorvanking24.su
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SG

Singapore Network Information Centre (SGNIC) Pte Lid

8 Temasek Boulevard
#14-00 Sunctec Tower Three
038988

Singapore

Unregistered Domain(s):
365g79079pivfd.sg |
SK-NIC, a.s.

Borska 6
Bratiglava 84104
Slovakia

Registered Domain(s):
moja.tatrabanka.sk
SX
SX Registry SA B.Y.

Cruise Terminal Building
Suite 1

Pointe Blanche

Sint Maarten

Registered Domain(s):

certificates.sx

Unregistered Domain(s):

certificates] sx

Case 3:13-cv-00319-GCM

fdgw34545.5g

Ministry of Finance of the 8lovak Republic
Stefanovicova 5

Bratislava 81782

Slovakia
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Information Technology Center
Rudaki 80
Dhushanbe 734023
Tajikistan
Unregistered Domain(s):
8u9767g6ye56.4
JK
Telecommunication Tokelau Corporation (Teletok)
Fenuafala
Fakaofo
Tokelau
Registered Domain(s).

giw87k Tkocwww379.tk | geffwdsfocfre79.tk

Unregistered Domain(s):

bsdkjfhgkhjsdfgh5453.1k
dfjksghdflkgih564634.tk
dfsghklsdfihg34968.tk
gidwisfefsw379.tk
giud3g355479.4k
giudeloc222.tk
giudeloe333.tk
giudeloc379.tk
giudelocd79.tk
£iujt99iuo9.tk
gixxxxxwew379.tk
gj056u3dgda.tk
gntjedh54hdetk
ifghslkdfjghlk54365.tk
intessabiz.tk
kjhkjehkihjlwerte323534.tk
neumruya.tk
ROYDONG.TK
sdlkgihdstlkjgh34653.tk
windows2012-seven777.tk
cwveverere.tk
dfsgrdferfe.tk

facedarmorl23.4k
facedarmor36.tk
thbbwhefefre379.tk
feerefefre379.4k
gefeelocwww379.tk
gewiStdgww3T79.tk
gffdvtesww379.tk
ggeegeefwelwgjkuiid.tk
ggeeuiid2klblibl.tk
gi3i33 3 ww996.tk
giegeSfwyyi7ddd.tk
giegeddd9482hflkw.tk
gifwsdffferfed.tk
gigeegewefoniyuy8.tk
gigeey8keej892.tk
gintatww379.tk
gireocfre79.tk
gindov65Sewww379.tk
giudefefeq79.tk
giudefwefeniyuy8.tk
gindefwefwewww379.tk
giudefwefwgikuiid.ik

giudehuuiggd.tk
giudeloc343.tk
giudelocwwierfe.tk
gindelocwww996.tk
giudev4349.tk
giudewfww00uuhh.tk
gindewfwwww379.tk
giudewfwyyi7ddd.tk
giudwigd379.tk
ginedgewgdp238nf2ik.tk
givedgewgw00uuhh.tk
giufeeqlocwww379.tk
giufeqafocwww379.tk
giufrefefecwww379.tk
giuvvzzd342.tk
giuwfredsfoww379.tk
ginwsdfsdfdsfeq79.tk
giugxxx4454.tk
giuyyy3r333.1k
giwud7923p9e2n8.tk
giwudk 7kSTwww379.tk
giwndntww379on28ud2.tk
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giwudntyercefwewww379. iasuke.tk

tk j3zzxovedauni22.tk
giwudvvdvocwww379.6k j3zzxcvedauny.tk
gntjevriddde.tk mandupasupa23.tk
grbrrocwww379.tk mfgd6dvhchuni2?2.tk
grececewwww379.tk mfgd6dvhchuny.tk
gwecewww379.tk sdekhglkjrheg7098.tk
gwewcfdsssd.tk solfa222.tk

IV

Ministry of Finance and Tourism

2 Vaiaku Rd

Vaiaku Funafuii

Tuvalu

Registered Domain{s}):

lookusonthe.tv | promoitaliane.tv
Unregistered Domain(s):

cadntsledy

AW

Taiwan Network Information Centetr (TWNIC)

4F-2, No. 9, Roosevelt Road, Section 2

Taipet 100

Taiwan

Registered Domain(s):

blackmarket.tw | security-protection.comiw

v33333wowww379.tk
vawvereeav.tk
vgrvrocwww379.tk
victoryrush21.tk
vibbbweocwww379 .1k
virvireocwww3 79.tk
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000 "KoctmacTep"

04053, r. Kues, a/s 23

Vipauua

Registered Domain(s):

darker.in.ua
dutch-press.inua
orangephoto,cotmn.ua
rafshtora.com.ua

UK

Nominet UK
Minerva House

Edmund Halley Road

Oxford Science Park
Oxford OX4 4DQ
United Kingdom

Registered Domain(s):

begsyvideol0.co.uk
begsyvideol8.co.uk
begsyvideo20.co.uk
begsyvideo30.co.nk
galixbvideo10.co.uk
galixbvideo20.co.uk
galixbvideo30.co.uk
katelvideo10.co.uk
katelvideo18.co.uk
katelvideo30.co.uk
Jeatemphoto10.co.uk
katemphoto20.co.uk
katernphoto30.co.uk
kostexphoto10.co.uk
kostexphoto30.co.uk
labzphoto10.co.uk
labzphoto18.co.uk
labzphoto30.co.uk
lampvideo10.co.uk
lampvideo18,co.uk
lampvideo30.co.uk

Hostmaster Ltd.
P.O.Box 89
Kiev-136, 04136
Ukraine

real-life2013.in.ua
sad. flw.com.ua
stop-faer.com.ua
uata.org.ud

litalvideo10.co.uk
fitalvideo30.co.uk

. mapolsphotol0.couk

mapolsphotol8.co.uk
mapolsphoto30.co.uk
meposphotol0,co.uk
meposphoto20.co.uk
meposphoto30.co.uk
nebusvideo10.co.uk
nebusvideo20.co.uk
nebusvideo30.co.uk

voip-offices.in.ua
vovinam.inua
www.oldbaku.com.ua
www.persten.com.ua

quittafs14126.me.uk
resotxphotol0.co.uk
resotxphoto30.co.uk
sapemxphotol0.co.uk
sapemzphoto20.couk
sapemxphoto30.co.uk
sapuxvideo10.co.uk
sapuxvideo30.co.uk
skemvideol0.co.uk
skemvideo20.co.uk
tanixpvideo10.co.uk

pebkvideo10.co.uk tanixpvideo20.co.uk
pebkvideo20.co.uk tanixpvideo30.co.uk
pebkvideo30.co.uk tanxphoto10,co.uk
persxvideol9.couk tanxphoto20.co.uk
persxvideo20.co.uk tanxphoto30.co.uk
persxvideo30.co.uk begsyvideo98.co.uk
pobexphotol0.co.uk galixbvideo!8.co.uk
pobexphoto20.co.uk galixbvideod8.co.uk
pobexphoto30.co.uk gpkhyjaywt.me.uk
quittafs1412.me.uk ggnuceduhj.me.uk
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katelvideo20.co.uk
katelvideo98.co.uk
katemphotol8.co.uk
katemphoto98.co.uk
kostexphotol8.couk
kostexphoto20.co.uk
kostexphoto98.co.uk
labzphoto20.co.uk
labzphoto98.co.uk
lampvideo20.co.uk

litalvideo20.co.uk
litalvideo98.co.uk
mapolsphoto20.co.uk
mapolsphoto98.co.uk
meposphotol8.co.uk
meposphoto98.co.uk

quittingeonfasfl 2.mek

resotxphotol8.co.uk
resotxphoto98.co.uk
sapuxvideol8.co.uk
sapuxvideo98.couk
tanixpvideo18.co.uk

lampvideo98.co.uk
litalvideo18.co.uk

YN

Ministry of Information and

Communications of Socialist Republic of

Viet Nam,
18 Nguyen Du
Hanoi 10000
Viet Nam
Registered Domain(s):

N H
keximvle.com.vn i

WS

nebusvideol18,co.uk tanixpvideo98.co.uk
nebusvideo98.co.uk tanxphoto18.co.vk
perszvideol8.co.uk tanxphoto98.co.uk
persxvideo98.co.uk xedgatlhng.me.uk
pobexphotol8.co.uk

pobexphote98.co.uk

Vietnam Internet Network Information
Center (VNNIC)

18 Nguyen Du

Hanoi 10000

Viet Nam

saigonact.net.va www.disnmayvietnhat,vn

Government of Samoa Ministry of Foreign

Affairs & Trade
P.O. Box 1861
Apia

Samoa

Registered Domain(s):

cuistocrabz. ws

Computer Services Lid.
Loteman Centre

Apia

Samoa
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9,0.0,4

ICM Registry LLC
PO Box 30129
Palm Beach Gardens Florida 33420
United States
Unregistered Domain(s):

dsfgsdfre.xxx

Case 3:13-cv-00319-GCM
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Appendix B

List of IP Address and Seizure Locations

Linod
707 Whitehorse Pike, Suite El
Absecon, NJ 08201

LLC / Linode VPS Hosting

173.255.217.235

HOSTNOC

Network Operations Center, Inc.
BurstNET Technologies, Inc.
422 Prescott Avenue

Seranton, PA 18510

184.82.176.26

PURSUANT TO THE ORDER GRANTING MICROSOFT’S EX PARTE APPLICATION
FOR A TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE RI:
PRELIMINARY INJUNCTION:

List of IP Address Defendants are to Cease Using For Criminal Activities

198.15.77.101
173.236.154.171
173.236.244.132
208.113.247.238
67.205.42.96
69,163,150.228
69.163.251.85
198.58.88.251
173.255.217.235
192.155.88.137
50.116.41.100
192.95.23.34
173.212.222.144
184.22.117.22
184,22.117.23
184.22.167.180
184.22.190.100
184.22.37.125
184.82.106.99
184.82.108.182
184.82.116.192
184.82.116,193
184.82.117.152
184.82.176.26
184.82.177.125
184.82.184.248
184.82.2.64

\

184.82.27.103
184,82.44.88
64.120,210,32
64.191.83.230
66.197,182.35
198.71.51.143
74.208.131.94
74.208.138.141
74.208.165.107
74.208.237.118
74.208.242 49
74.208.41.11
74.208.61.4
74.208.91.139
159.253.133.210
198.252.66.229
199.2,137.140
64.12.21.3
64.254.193.190
69.60.98.119
66.182.141.167
199.124,63.58
55.55.55.55
69.50.209.100
173.201.12.253
173.201.145.1
173.201.18.164

Case 3:13-cv-00319-GCM

184.168.221.11
184.168.221.34
184.168.221.36
184,168.221.55
184.168.221.82
184.168.221.88
184,168.229.128
184,168.75.101
208.109.14.75
208.109.181.212
208.109.209.5
208.109.252.207
208.109.78.122

' 50.62,141.156

50.62.232.87
50.63.202.13

- 50.63.202.38

50.63.202.39

- 50.63.202.40

50.63.202.43
50.63.202.52
50,63.202.62
50.63.202.63
50.63.202.84

- 50,63.202.89

50.63.202.92

- 50.63.69.1

50.63.95.1
50.63.98.1
68.178.232.100

| 68.178.232.95

72.167.183.45
72.167.201.58
97.74.160.83
97.74.26.1
97.74.47.128

97,74.65.159

72.8.179.174
72.8,188.,210
216.227.215.85
205.186.136.69
205.186.183.144
64.207.186.114
70.32.68.150
72.10.37.176
72.47.228.166
72.47.228.182
72.47.230.81
99.16.49.44
108.171.200.238
184.22.248.194
192.154.110.239
192.69,201.75
198.187.31.9

208,73.210.177
208.73.211.152
208,73.211.166
208.73.211.172
208.73.211.194
208.73.211.28
64.27.23.84
208.82.114.84
108.162.192.211
108.162.193.211
108.162.196,165
108.162.196.54
108.162.197.165
108.162.197.54
204.9.177.89
198.38.88.54
204.93.165,184
205.164.24.44
216.172.154.34
173.247.240.42
205.134.250.170
66.94.234.13
67.195.61,65
98.139.135.21
98.139.135.22
173.224.218.105
108.174.149.9

Document 15-3  Filed 06/10/13 Page 1 of 6



© 173.248.188.150
64.92.120.33
207.57.107.232
207.57.88.203
108.59.5.142
192.31.186,185
205,178.182.1
206.188.209.122
206.188.209.125
184.22.104.185
184.22.105.31
184.22.105.40
69.60.114.144
69.60.116,133
208.99.113.72
66.7.209.59
67.23.232.114
198.23.48,144
205.251.133.154
38.101.213.236
64.22,111.82
64.22.124.132
192.73.236.6

- 199.115.205.146

199.115.205.147
199.115.205.148
199,115.205.149
199.115.205.150
69.65.24.137
66.85,184.78
184.154.254.154
216,185.130.24
216.246.53.151
69.175.109.74
96.127.129.226
199,162.231.250
205.251.134.98
65.254.248.218
66,96.147.108
§6.96.161.142
66.96.161.150
66.96.161.151
66.96.161.157
66.96.161,162
66.96.163.140
64.95.64.190

216.194,249.21
67.225.142.216
67.225.204.104
69.167.147.150
72.52.252.4
208.100.55.39
152.160.193.55
173.225.189.5
207.45,187.42
199.16.191.6
173.0.48.177
173.208.247.132
96.43.129.237
96.43.141.186
69.64.36.100
69.64.51.134
199.59.166.108
199.59.166.109
208.98.63.226
9999
192.198.84.166
199.241.184.166
216.107.149.85
56.55.79.87
208.68.171.101
108.61.51.165
66.55.152.163
66.71,165.229
173.214.160.76
173.214.171.154
199.231,190.140
129.121.37.171
205.196.20.186
208.67,190,139
72.46.157.57
67.205.43.117
173.198.248.245
198.48.55.78
173.231.132.147
173.231.132.148
198.199.127.54
198.211.120.215
65.39.128.40
65.39.203.61
74.63.37.42
216.224,178.187

22.75.199.204
66.116.152.245
66.84.44.112
68.68.26,101
68.68,28.102
68,68.28,103
74.91.185.123
199,59.62.29
63.156.206.203
174.140.165.210
199.19.108.41
199.79.62.161
208.91.198,160
173.192,115.61

- 208.115.208.58

209.105.226.92
50.22.90.190
63.249.241.123
72.14.182.233
74.50.55.251
74.86.142.216
74.86,197.160
75.126.130.18
69.73.157.13
108.167.136.87
108.167.147.32
174.120.116.222
174.120.119.181
174:120.119.91
174.120.172.5
174.120.189.158
174.120.233.157
174.120.240.61
174.120.31.92
174.120.96.98
174.121.246.162
174.1213.58
174.122.44.124
174.132.148.7

- 174.132.149.154

174.132.164.131
174.132,190.158
174.132.27.67
184,172.146.67
184.172.174.128

. 184,172.182.191

184.173.197.200
184.173.210,65
184.173.229,189
184.173.230.93
184,173.236.56
204.61.223.121
209,85,101.24
216.172,172.83
216.172.173.115
216.172.186.55
50.116.66.236
50.116.66.250
50.116.72.219
50.116.85.89
50.116.87.177
50.116.96.229
50.116.96.235
69.56.134.210
74.52.148.194
74.53.185.211
74.53.189.213
74.54.141.118
74.54.178.2
74.54.26,126
75.125.196.34
06.125.161.160
166.78.144.80
184,106.200.63
184.106.55.67

- 08.129.229.162

98,129.229.172
08.129.229.202
174.127.127.152
173.254.28.44
173.254.59.166
198.57,149.28
50.87.108.115
50.87.116.83
50.87.64.74
66.147.244.203
66.147.244.97
67.222.38.100
69.195.122.127
69.89.25,188
69.89.27.234
69.89.31,105

- 69,89.31.134

69.89.31.169
69.89.31.216
69.89.31,234
70.40,196.99
74.220.199.9
74.220.202.21
74.220.207.180
74.220.215.66
74.220.215.75
74.220.215.86
74.220.219.109
107.20.187.159
174.37.241.150
184.73.165.76
205.178.189.129
205.178.189.131
207.58.164.37
66.231.182.111
64.74.223.12
64.74.223.13
64.74.223.32
64.74.223.33
64.74.223.34
64.74.223.35
64.74.223.36
64.74.223.37
64.74.223.4
64.74.223.40
64.74.223 41
64,74.223.44
64.74.223,45
64.74.223 47
64.74.223.48
64.74.223.7
64.74.223.8
8.5.1.16
8.5.1.30
8.5.1.36
8.5.1.38
8.5.1.43
8.5.1.46
8.5.1.48
98.124.199.]
174.37.137.197
174.37.141.190
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174.37.148.158
174.37.169.144
174,37,172.6%
206.126.98.74
64.246.185.67
93.125.899.9
91.149.157.176
178.159.242.67
178.159.240.240
178.124.130.231
89.,252,247.86
87.120.13.118
78.83.177.247
198.23.250.142
80.79.125.99
80.79.125.91
80,79.120.245
80.79.120.205
80.79.120.190
89.218.31.11
212.154.192.48
92.46.62.137
212.154.192.140
178.61.94.4
178.91,120.31
212.2.227.5
212.2.2274
21222273
212.2.227.22
212.2.227.15
212.2.227.14
212.2.227.10
94,100.1.47
92.240.65.137
195.3.146.60
79.98.28.11
84.32,116.54
77.79.7.90
77.79.7.143
77.79.6.93
77.79.6.38
77.79.6.119
77.79.6.111
5.199.167.210

© 95.65.77.104
89.45.1.29

89.28.41.90
178.208.76.98
81.177.140.223
91,226.11.127
62.109.25.228
94,79.55,191
93.158.134.253
93.100.118.90
92.53.98.90
92.53.113.89
92.53.113.50
92.53.113.5
92.38.227.6
02.38.226.4
92.38.226.16
91.227.16.13
91.221.90.18

- 91.221.70.47

01.219.194.38
91.218.228.26
91.201.52.48
91.106.201.66
90.156.201.90
90.156.201.86
90.156.201.80
50.156.201.64
90.156.201.03
109.123,172.45
90.156,201,38
109.194.100.74
90.156.201.36
90.156.201.118
90.156.201.11
90.156.201.109
90.156.201.102
89.253.239.59
89.223.102.119
89,188.104.8
89.111.177.33
89.111.177.202
89.111.177.113
82.111.176.31
89.108.67.61
89.108.67.182
89.108.64.246
87.250.250.253

87.242.112.35
85.249,230,65
85.249.230.173
83.69.230.73
81.222.215.166
81.222,215.15
81.222.198.190
81.177.33.6
81.176.228.5
80.93.62.69
80,93.62.63
80.93.62.100
80,247.97.21
146.185.236.122
146.185.244.83
78.110.50.122
78.110.50.102
151.248.116,136
151.248.123.40
78.108.86.10
78.108.80.40
78.108.80.132
78.108.80.10
77.88.21.253
77.234.201.56
77.222.61.13
77.222.61.126
77.222.56.171
77.222.42.126
77.222.40.97
77.222.40.96
77.222.40.34
77.222.40,192
71.222.40.176
77.221,148.49

0 62.173.142.28

62,152,356
62.109.26.92
62.109,17.18
62.109.1.6
46,30.40.91
1762157741

37.140.195.56

31.31.196,39
217.18.133.7
217.107.219.84

213.189.197.209
213.183.59.203
213.180.204,252
213.180,199.61
213,108.249.20
212.193.229.71
212.193.225.178
195.222.141.50
195.208.1,133
195.208.1.108
195.182.8.180
193.106.92.206
188.127.249.46
188.120.229.232
185.12.92.144
178.208.90.216
178.208.80.204
178.208.85.7
178.208.83.34
178.208.83.22
176.57.216.2
176.57.216,106
176.57.209,123
149.154.67.34
141.8.195.20
95.163.67.191
95.163.107.204
95.163.104.90
93.179.121.23
93.170.128.253
92.53.97.205
92.53.105.98
92.53.105.24
92.53.105.22
92.53.105,194
92.53.105,139
92.53.105.129
92.33.105.127
92.53.105.124
92.53.105.119
02.53,105.106
92.53.104.91
92.53.104.69
92.53,104.36
92.53,104,152
92,53.104,145

92.53,104.132
92.53.104.125
91.243.115,84
91.243.115.83
91.243.115.209
91.243.115.167
91.243.115.164
91.243,115.123
51.238.82.85
91.238.82.79
01.238.82,73
91,238.82.62
01.238.82.55
91.231.156.90
91.231.156.81
91.231.156.78
91.231.156.41
188.120.232.134
188.120.232.245
188.120.233.143
188.120.233.193
188.120,239.84
188.120.243.52
188.120.246.68
91.231.156.228
91.231.156.214
91.231.156.211
91.231.156.185
91.231.156.180
91.231.156.170
91.231.156.167
91.231.156.162
91.231,156.153
188.225.35.211
91.231.156.142
91.231.156.141
91.230,147.253
91.230.147.201
91.230.147.175
91.230.147.142
188.,72.68.34
91.230.147.14]
91.227.16,17
91.226.97.95
91.226.97.88
91.226.97.87
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91.226.97.86
91.226.97.82
91.220,62.9
91.220.62,10
91.218.229.29
193.107.16.63
193.107.17.133
193.107.17.248
193.107.19.57
91.213,126.141
91.213.126.134
91.213.126.106
89.249.54.211
89.249.54.210
194.1.184.20
194.1.184.23
194.1.184,29
194.1.184.43
85.25.104.41
85.249.230.40
82.146.40.148
81.177.169.215
194.85.61.78
79.174.66.175
78.108.86.63
78.108.80.238
62.76.46.66
62.76.191.174
62.76.189.6
62.109.4,102
62.109.30.197
62.109,10.217
62.109.1.7
5.63,155,206
46.30.41.86
46.254.21.136
37.9.61.145
37.9.61.143
37.9.61.142
37.9.61.141
37.9.61.140
37.9.61.138
37.9.61.137
37.9.61.136
37.9.61.135
37.9.61.134

Case 3:13-cv-00319-GCM

37.9.61,133
37.9.61.132
37.9.49.48
37.9.49.46
37.9.49.45
37.9,49.44
37.9.49.43

1 37.9.49.42

37.9.49.41
37.9.49.38
37.9.49.37
37.9.49.16
37.230.117.231
37.230.116.115
37.230.114.30
37.143.12.2
31.31.203.141
31.184.242.125
213.183.60.196
213.183.58.186
91.231.86.19

01.223.223.115
| 01.223.216.32

01.216.106.24
91.206.31.33
91.206.200.97
91.206.200.90
91.206.200.63
91.206.200.131
91.206.200.120
91.205.16.67

- 91.205.16.134

91.203.147,52
91.203.147.248
91.200.14.12%8
91.200.14.120
78,109.22.98
77.120.115.198
77.120.114.151
46.28.67.235
46.28.67.217
31.28.167.200
31.131.16.233
212.26.134.3
195.26.84.143
195.248.234.40

194.54.83.142
194.28.172.70

' 194,28.172.240
194.0.200.13
193.200.173.70
193.0.61.36

' 178.86.13.63
178,20.153.30
91,229.77.79
91.226.212.161
91.226.212.155
91.222.138.229
91.222.137.162
91.220,163.35
91.217.254.82
91.217.254.78
91.217.254.63
91.217.254.56
01.217.254.48
91.217.254.249
91,217.254.210
91.217.254.204
91.217.254.153
91.217.254,118
91.217.162.71
91.211.117.247
91.211.117.191
91.206.31,41
91.206.200.246
91.203.6.53
91.203.4.177
91.200.41.69
91.200.40.5
146.185.255.31
91.200.40.18
$9.184.82.143
89.184.82.13
89.184.73.6
77.222.142.79
46,28.71.69
46.28.71.110
46.28.71.107
217.12,215.43
213.155.31.192
213.155.25.88

195.138.198.170

195.88.243.17
195.191.25.160
195.16.88.68
195.16.88.130
194.28.86.3
194.28.69.70
193.200.173.60
193.200.167.3G
193,169.87.107
193.106.31.,44
176.119.4,146
192.102.6.241
188.190.99.29
188.190.99.23
188.190.99.217
188.190.126.77
188.190.122.92
188.190.100.37
178.86.20.32
178.20.155.54
178.20,152.1

12424821027

84.22.106.80
84.22.106.82
84.22.106.90
84.22.106.91
84.22,106.92
84.22.106.93
84.22.106.94
84.22.106,95
84.22.106.96
84.22.106.97
84.22.106.99
84.22.109.10
46,162.202.235
91.199.38.160
111.67.16.69
111.67.27.81
114.141.200.5
223,27.37.197
223.27.17.94
175.107.130.193
111.118.171.88
69.43.160.156
69.43,161.167
69.43,161.130

223.130.24.150

203.59.8.219
158.255.212.145
158.255.212.40
208.87.35.103
194.7.43.75
202.144.157.161
188.127.116.192
187.31.64.20
200.98.246.229
187.45.182.131
198.245.70.20
5.10.64.15
69.90.243.23
216.201.96.107
76,74.128.100
199.19.94.134
199.68,182.99
184,107.228.50
198.27.80.105
199,16.130.20
190.114.252.187
192,74.240.52
61.164.140.79
01.4.83.39
118.145.15.66
118.244.171.114
118.244.232,167
202.142.24.243
175.102,8.155
83.10.48.216
199.241.184.,66
199.241.190.67
5.199.175.50
178.238.41.15
37,157.198.166
82.208.40.11
82.208.40.3
82.208.40.7
50,7.251.148
92.43.122.34
04.231.107.241
46,30.211.48
46.30.211.49
46,30.211.51
46:30,211.32
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46.30.211.53
46.30.211.58
46.30,211.60
46,30.211.62
87.104.113.5
86,58.169.141
200.93.192:100
141.101.116.133
141.101.117.133
77.232.91.224
193.166.255.171
62.236,216.71
85.79.136.217
62.142.11.6
188,165.201.114
188.165.230.33
213.186.33.17
213.186.33.19
213.251.174.198
5.135.67.129
5.39.79.181
91.236.254.207
94.23.224.119
212.27.63.116
88.190.253.247
80.79.121.143
05.104.46.146
144.76.38.75
144.76.47.176
144.76.56.229
176.9.106.44
176.9.124,175
176.9.139.148
176.9.17.21
176.9.178.196
176.9,178,201
176.9.178.203
176.9.178.217
176.9.178.233
176.9.179.152
176.9.179.174
176.9.200.101
176.9.24.80
176.9.31.131
176.9.60.231
176.9.70.134

178.162.130.119
178.254.18.55
178.63.0.6
178.63.195.130
178.63.208.51
178.63.208.52
178,63.94.138
178.63.99.201
188.138.89.120
188.40,44.82
188,40.83,138
188.72.231.44
195.20.225.67
212.172.221.13
212.227.42,128
212.227.57.134
213.131.253.146
217.160.115.129
217.160.44.22
217.172.183.11
217.72.200.132
37.1.193.166
37,1.194.23
37.1.195.86
37,1.198.56
37.157.250.17
46,165.193.153
46,165.200.115
46,165.237.90
46.165.240.86
46,252.28.84
46.4.135.203
46.4.161.204
46.4,193.253
46.4.31,134
46.4.48.148
46.4.66,194
46.4.67.7
5:175.136.236
5.61.38.98
5.9.235.169
5.9.62.149
5.9.76.92
5.9.87.116
62.113.214.117
62.75.163,219

77.72.133.230
78,159.105.176
78.159.121.80
78.46.11.100
78.46.153.213
7%.46.173.57
78.46.173.60
78.46.226.50
78.47.190.155
78.47.42.207
80.241,217.242
80.255.3.121
80.67.28.183
80.77.31.236
§2.165.100.20
82.165.114.58
82.165.115.228
82.165.118.192
£2,165.127.150
82.165,127.3

- 82.165.198.120

82.165.206.120
82.165.37.26
82.165.78.164
82.165.78.76
$2.165.79.129
82.165.92.25
82.165.95.169
§2.211,30.241
§2.98.86.164
82.98,86.179
83.138.64.116
84.200.69.18
85.13.133,159
85.13.135.64
85.13.141.156
85.13.141.173
85.13.147.126
85.25.124.87
£5.93.18.58
87.106,154.218
87.106.168.11
§7.106.252.72
§7.106,61.216
87.237.123.188
88.198.228.73

88.198.49,39
89.31.143.1
94.102.208.110
94.249.147.86

- 81.169.145.148

81,169.143.149
81.169.145.150
81.169.145.167
81.169.145.175
81.169.145.66
81.169.145.67
81.169.145.73
85.214.203.6
213.238.198.111
78.46.41.10
88.198.25.213
88.198.28.44
88.198.30.19
88.198,30.36
88.198.41.164
37.221.170.154
85.158.181.25
176.65.157.89
176.65.157.98
87.106.69.6
176.28.1.76
178.18.249.23
217.115.140.80
80.237,133.70
80.246.53.3
93,92.146.70
159.253.141.43
194.63.239.5
87.203.227.211
62.205.43.202
103,31.186.214
103.31.186.217
103.31.186.40
112.121.163.51
124.248.210.6
203.217.175.22
210.177.107.162
137.189.164.129
194.29,185.26
195.228.249.8
195.56.55.182

94.199.49,32
152,66.226.214
82.221.99.85
82.221.99.86
103.21.58.158
202.78.200.193
54.247.179.166
182.54.236.18
212.150.130.251
213.57.77.220
176.31.214.72
194.244.30.244
212.97.33.110
217.64.195.204
217.64.195.213
217.64.195.229

46.105.19.17

46.231.25.6
5.135.65.19
62.149,128.45
62.149.140.143
62.149.140.16
§5.94.219.218
217.173.238.18
94.242.216.130
94,242.216.36
94.242.216.38
89.205.108.248
103.8.24.122
103.8.24.123
103.8.25.137

{ 103.8,27.166

103.8.27.167
210.48.155.237
110.4.40.105
110.4.45.96
189.215.250,110
109.106.167.40
109.202.98.26
109,235.51,161
109.235.51.214
109,235,51.253
128.140.218,92
146.0.72.188
146,255.32.224
159.253.0.121
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176.31.42.11
176.62.198.46
178.18.132.103
178.251.194.140
178.251.196.42
185,10.98.6
188.93.150.32
188.93.150.34
188.93.150.35
188.93.150.38
193.93.174.132
194.145.209.136
194.247.30.19
194.60.207.170
195.211.72.7
195.211.74.14
195.248.77.7
213.189.27.44
217.23.4.156
37.1.203.98
37.1.207.89
46.166.168.15
46.166.169.127
46.17.6.36
46.19.218.11
46.235.47.102
46.235.47.16
46.249.58.16
46,252.206.86
5.200.8.10
62.148.176.38
62.212,73.73
77.94.248,163
80.69.77.162
82.201.35.23
83.137.194.72
83.96.159.135
83.96.159.51
§5.158.252.111
85.158.253.150
85.17.91.5
87.239,13.34
87.255.51.229
89.105.214.4
89.20.83.123
91.121.242.140

Case 313~

(5

91.184.0.118
91.184,15.107
91.184,27.206
91.223.82.126
91.226.126.209
92.48.206.81
93.170.52.21
93,170.52.31
93.191.130.85
94.102.50.49
94,75.255.88
95.170.65.175
95.170.65.185
95.170.70.238
95.170.83,145
95.170.88.74
95.170.88.77
95.211.0.70
95.211.128.136
95,211.8.172
134.19.179.101
01.224.160.88
212.204.242.208
62.212.66.165
77.81.243.16
79.170.93.142
79.170.94,211
79.170.94.247
85,17.103.30
85.17.109.34
85.17.122.230
85.17,138.146
85.17.159.13
85.17.19.15
85.17.214.55
85,17.225.211
85.17.248,229
85.17.45.85
85.17.95.220
85.17.97.1
89.31.103.194
94.75.207.42
94.75.225.24
94,75.234.4
95.211.11.27
95.211.11.50

95.211.11.51

195.211,180.140

05.211,218.104
95.211.41.67
37.49.226.67
85.17.131.2
85.17.131.8
46.102.242.94
46.102.244.144
124.198.191.44
194,63.248.42
213,162.246.74
213.188.130.108
213.188.130.251
91.242.217.28
190,14.38.132
200.74.244.5
181.191.255.101
178.217.184.57
193.143.77.20
79.96.167.248
81.219.55.83
§2.160.30,104
89.161.172.10
£9.161.180.234
194.88.154.131
37.235.48.185
3723548211
89.72.97.241
188.247.135.40
188.247.135.41
37.221.161.244

89.36.135.230-
1 91.211.88,61

91.220.35.41
91,220.3542

- 91.220.35.54

91.233.89.47
91.233.89.48
118.139.175.1
118.139.188.110
119.81.31.11
203.175.162.14
216.12.197.56
213.215.88.236
87.118.66.4

91.185.211.67
146,255,101.153

. 178.33,183.89

217.160.225.215
31.24.40.138
37.235.53.14
92.43.17.142
91.142.211.117
91.142.211.139
91.142.211.31
213.212.61.142
46.246.93.164
91.201.60.24
94.185.81.149
95.143.198,121
212.101.13.10
80.74.144.241
80.74.147.159
91.193.20.28
92.43.216.133
02.43.216.134
92.43.216,135
94.126.17.110
212.71.111.68
217.26.52.14
124.150.132.17
31.184.244.74
109.123.84,244
146.185.23.245
146.185.27.151
178.32.252.38
195.49,147.153
195.8,197.231
199.19.110.159
212.100.237.202
31.170.165.122
31.170.165.57
46.105.148.18
46.37.165.47
46.37.175.38
46.37.175.41
46.37.189.161
5.135.65.44
5.77.44.139
62.233.121.75
79.170.44.130

79,170.44.156

- 79.170.44.207

82.145.57.119
83.170.122.1
84.234.17.49
£8.214.202.220
94,136.40.103
94.76.196.175
80,32,147.57
213,171.218.191
88.208.252.203
94.126.40.154
89.145.78.0
109.123.100.55
109.74,198.154

| 89.238.149.73

79.170.40.170
79.170.40.24]
79.170.40.53
115.78.232.212
221.132.39.132
123.30.182,79
42.117.2.24
112.213.89.101
112.213.89.117
113.52.51.65
193.109.247.232
208.91.197.108
208.91.197.134
208.91.197.19
208.91.197.193
208.91.197.216
208.91.197.44
208.91.197.54
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