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D E C L A R A TI O N O F S E L E N A L A R S O N I N S U P P O R T O F P L AI N TI F F S’ E X P A R T E 

A P P LI C A T I O N F O R A N E M E R G E N C Y T E M P O R A R Y R E S T R AI NI N G O R D E R 

I, S el e n a L ars o n, d e cl ar e as f oll o ws: 

1.  I a m a St aff T hr e at R es e ar c h er at Pr o ofp oi nt, a c y b ers e c urit y c o m p a n y t h at d et e cts 

a n d bl o c ks e m ail- b as e d t hr e ats at s c al e. We pr ot e ct 2. 7 mill i o n c ust o m ers a n d h a v e br o a d 

visi bilit y i nt o c y b er cri m e a cti vit y  t h at us es e m ail t o distri b ut e m ali ci o us li n ks a n d att a c h m e nts. A 

c urr e nt v ersi o n of m y c urri c ul u m vit a e is a tt a c h e d t o t his d e cl ar ati o n as E x hi bit 1. 

2.  I m a k e t his d e cl ar ati o n i n s u p p ort of Pl ai ntiffs’ E x P art e A p pli c ati o n f or a n 

E m er g e n c y Te m p or ar y R estr ai ni n g Or d er a n d Or d er t o S h o w C a us e r e Pr eli mi n ar y I nj u n cti o n.  I 

m a k e t his d e cl ar ati o n of m y o w n p ers o n al k n o wl e d g e or o n i nf or m ati o n a n d b eli ef w h er e n ot e d.  

If c all e d as a wit n ess, I c o ul d an d w o ul d t estif y t o t h e tr ut h of  t h e m att ers s et f ort h h er ei n. 

3.  M y t e a m of r es e ar c h ers i d e ntifi es a n d i n v esti g at es a d v a n c e d t hr e ats a n d d e v el o ps 

a cti o n a bl e t hr e at i nt elli g e n c e t h at w e us e t o s e c ur e o ur c ust o m ers. O ur t e a m f o c us es o n b ot h 



 

 

espionage and cybercriminal activities, including credential phishing operations like Tycoon 

2FA. 

Overview of Tycoon 2FA Phishing Campaigns 

4. My declaration focuses on the Tycoon 2FA phishing kit and associated activities. 

Tycoon 2FA operates as an adversary-in-the-middle (AitM)1 phishing kit. Its primary function is 

to harvest usernames, passwords, and Microsoft 365 and Gmail session cookies. Attackers use 

these cookies to circumvent multifactor authentication (MFA)2 access controls during subsequent 

authentication. That allows them to achieve full account takeover (ATO) and gain unauthorized 

access to a user’s accounts, systems and cloud services—even those that have MFA as an 

additional security measure. 

5. According to our internal threat data, in 2025, 99% of organizations experienced 

account takeover attempts, and 67% experienced a successful account takeover as a result of 

phishing activity. Of these, 59% of taken over accounts had MFA enabled. While not all MFA 

bypassing ATO campaigns are attributable to Tycoon 2FA, the Tycoon 2FA Defendants are 

responsible for the highest volume AiTM phishing threat in Proofpoint visibility. Tycoon 2FA 

message volumes vary based on threat actor activity, and in February 2026, Proofpoint has 

observed over 3 million messages associated with Tycoon 2FA. 

 
1 AiTM, which is a form of cyberattack where the malicious actor intercepts communications 
between two parties without their knowledge.  It is particularly common for AiTM attacks to 
leverage PhaaS platforms given the high volume of phishing emails that these phishing kits make 
possible.  This enables these criminals to then enter the system using these purloined credentials 
and remain undetected. 
2 MFA or multi factor authentication is a security process requiring users to provide two or more 
different types of factors to verify their identify to reduce the risk of unauthorized access. Tycoon 
2FA Defendants are so deadly because their kits allow threat actors to collect not only the 
password but the MFA token as well.  



 

 

6.  T y c o o n 2 F A D ef e n d a nts r el y o n att a c k er- c o ntr oll e d i nfr astr u ct ur e t o h ost t h e 

p his hi n g w e b p a g e. Usi n g t h e Ai T M att a c k m et h o d ol o g y, t h e pl atf or m  all o ws t h e i nt er c e pti o n of 

vi cti ms’ e nt er e d cr e d e nti als. T h e cr e d e nti als ar e t h e n r el a y e d t o t h e l e giti m at e s er vi c e f or a 

tr a ns p ar e nt, s u c c essf ul l o gi n, pr o m pti n g M F A r e q u ests (t his st e p e ns ur es t h at t h e vi cti m d o es n ot 

s us p e ct c y b er cri mi n al a cti vit y). T h e r es ulti n g s essi o n c o o ki es  ar e r el a y e d b a c k t o t h e t hr e at 

a ct ors.   

7.  T y c o o n 2 F A is s ol d as a p his hi n g- as- a-s er vi c e ( P h a a S) kit, m e a ni n g t h at t hr e at 

a ct ors p ur c h as e a c c ess t o t h e p his h i n g t o ol a n d t h e n t h e y c a n c usto mi z e it t o s uit t h eir s p e cifi c 

n e e ds. T h e kit c a n b e us e d m ulti pl e ti m es t hr o u g h t h e d ur ati o n of t h e s u bs cri pti o n. T y c o o n 2 F A is 

us e d b y m ulti pl e diff er e nt t hr e at a ct ors, a n d s o l d b y o n e m ai n i n di vi d u al. It h as b e e n s ol d o n 

Tel e gr a m si n c e 2 0 2 3 a n d w as i niti all y distri b ut e d vi a t h e “ S a a d T y c o o n Gr o u p ” Tel e gr a m 

c h a n n el. 3   

8.  S o m e T y c o o n 2 F A us ers ( c y b er cri mi n als w h o p ur c h as e t h e kit) ar e l e v er a gi n g 

“ A T O J u m pi n g ” w h er e b y t h e a ct or c o m pr o mis es a n  i niti al e m ail a c c o u nt, us es t h e c o m pr o mis e d 

s e n d er t o br o a dl y distri b ut e T y c o o n 2 F A U R Ls, a n d att e m pts f urt h er a c c o u nt t a k e o v er ( A T O) 

a cti viti es. Usi n g t his t e c h ni q u e e n a bl es t h e p his hi n g e m ails t o l o o k li k e t h e y  ar e a ut h e nti c all y 

c o mi n g fr o m a vi cti m’s tr ust e d c o nt a ct, i n cr e a si n g t h e li k eli h o o d of a s u c c essf ul c o m pr o mis e. 

9.  T y c o o n 2 F A i nf e cti o ns c a n l e a d t o a v ari et y of m ali ci o us a cti v iti es i n cl u di n g t h eft 

of pri v at e d at a i n cl u di n g fi n a n c i al i nf or m ati o n, p ers o n all y i d e ntifi a bl e i nf or m ati o n, pr o pri et ar y 

b usi n ess i nf or m ati o n; f ull a c c o u nt t a k e o v er a n d a c c ess t o M 3 6 5 h osts t h at c a n b e s ol d t o 

 
3  S e e S e k oi a T D R a n d Q u e nti n B o ur g e, Q u e nti n B o ur g e, Ty c o o n 2 F A: a n i n- d e pt h a n al ysis of t h e 
l at est v ersi o n of t h e Ai T M p his hi n g kit, S e k oi a, a v ail a bl e at htt ps:// bl o g.s e k oi a. i o/t y c o o n- 2f a- a n-
i n- d e pt h- a n al ysis- of-t h e-l at est- v ersi o n- of-t h e- ait m- p his hi n g- kit/ # 8 8 b 4 2 2 6 8- 5 4 a 7- 4 9 a 0- 9ff 6-
3f 3 d 3 6 3 c 4 1 e a  ( M ar. 2 5, 2 0 2 4).  



 

 

additional threat actors; and potentially lead to follow-on malware compromises including 

ransomware attacks. 

Proofpoint’s Investigation into Tycoon 2FA 

10. My team has regularly tracked actors using the Tycoon 2FA phishing kit since 

2024, and we have observed over 250 campaigns impacting our customers.  

11. We observe Tycoon 2FA distributed via email campaigns. A campaign is a time-

bound set of related activity that is clustered by indicators of compromise (IOCs) such as 

senders, URLs, attachments, Tycoon 2FA configuration, etc. Tycoon 2FA campaigns vary in 

terms of scale; some include just a handful of messages; some include millions of messages. 

Campaign timelines can range from one day to one week. 

12. Tycoon 2FA kits allow distribution of the phishing emails based on the criminals’ 

preferred method of email spam. Emails may contain malicious links, QR codes, SVGs, or 

attachments with URLs. In all cases, a user is redirected to an actor-controlled URL that displays 

a unique CAPTCHA resolution that, if solved, will direct to an attacker-controlled site 

impersonating a Microsoft or Google login portal. In many cases, the threat actor will display a 

target organization’s Azure Active Directory branding to further the social engineering 

component and trick a user into thinking they are entering their credentials into a real corporate 

site. 

13. Tycoon 2FA campaigns are typically opportunistic and target a broad range of 

organizations and leverage compromised accounts to spread their phishing kits. Proofpoint has 

observed Tycoon 2FA launching its phishing attacks via compromised accounts from various 

industries including legal, real estate, healthcare, government, education, construction, and 

technology, as well as personal emails such as Gmail addresses. Figure 1 is an example of a 



 

 

p his hi n g e m ail t h at is attri b ut e d t o T y c o o n 2 F A.  As s h o w n i n t h e s cr e e ns h ot, t h e t hr e at a ct or 

i n vit es r e vi e w of a d o c u m e nt a n d e n c o ur a g es t h e r e ci pi e nt t o cli c k o n t h e li n k. If t h e r e ci pi e nt 

cli c ks o n t h e li c k t h e y will b e t a k e n t o a T y c o o n 2 F A- c o ntr oll e d p a g e. Fi g u r es 2- 3 s h o ws t h e 

si g n o n pr o c ess t h at t h e vi cti m is r e dir e ct e d t o, w h er e t h e y ar e s h o w e d a f a k e l o gi n s cr e e n t h at is 

c o ntr oll e d b y T y c o o n 2 F A.  

 

Fi g u r e 1: T y c o o n 2 F A p his hi n g e m ail c o nt ai ni n g a D ef e n d a nt- c o nt r oll e d U R L. 



 

 

 

Fi g u r e 2: T y c o o n 2 F A C A P T C H A. 

 

Fi g u r e 3: T y c o o n 2 F A l o gi n p a g e i m p e rs o n at i n g a l e giti m at e Mi c r os oft si g n i n p a g e. 

Att ri b uti o n of 2 F A T y c o o n D ef e n d a nts 



 

 

14. Proofpoint is able to attribute campaigns to Tycoon 2FA Defendants phishing 

based on a variety of factors including the panel used by customers to manage campaigns, 

CAPTCHA landing pages used by the threat actors, and artifacts in the credential receiver 

webpages. 

15. Tycoon 2FA customers manage their campaigns via a control panel provided and 

administered by the Defendant Fridi. The panel landing pages have changed slightly since 2023, 

but overall, the general URL structure and landing page functionality has remained the same. 

These similarities have allowed me to investigate Tycoon 2FA behavior and develop signatures 

that allow me to attribute phishing activity to Tycoon 2FA Defendants.  

16. Tycoon 2FA provides purchasers with a control panel, or dashboard, that the 

purchasers of the kit can use to create phishing templates, launch their phishing activity, and 

track metrics of their phishing campaigns. It is possible to access the control panel login page by 

taking a Tycoon 2FA-controlled domain (for example a domain that is embedded in the phishing 

email) and replacing the hostname  with either “pannal” or “panel” and entering /sp/ in the URI. 

17. For instance, in October 2024, one of the Tycoon 2FA-controlled domains was 

jlzq[.]riandleas[.]com, and the associated control panel was accessible through the URL 

https[:]//panel[.]riandleas[.]com/sp/login. See Figure 4.  



 

 

 

Fi g u r e 4: P a n el s c r e e ns h ot f o r T y c o o n 2 F A l o gi n p a n el. 

1 8.  As a n ot h er e x a m pl e, c d[.]fr afi o m ai[.] c o[.] z a is a n ot h er T y c o o n 2 F A- c o ntr oll e d 

d o m ai n.  T h e ass o ci at e d c o ntr ol p a n el w as a c c essi bl e t hr o u g h t h e f oll o wi n g U R L: 

htt ps[:]// p a n n al[.]fr afi o m ai[.] c o[.] z a/s p/l o gi n.  S e e Fi g u r e 5 . W h e n a p ur c h as er of t h e p his hi n g kit 

l o g i nt o t h eir c o ntr ol p a n el, t h e y h a v e t o c o m pl et e a C A P T C H A t o v erif y t h at t h e y ar e n ot a b ot 

or a ut o m at e d s c a n n er. S e e Fi g u r e 6  B y r e q uiri n g a C A P T C H A d uri n g t h e l o gi n s e q u e n c e, 

T y c o o n 2 F A a d ds a h ei g ht e d l e v el of s e c urit y t o  c o ntr ol p a n el a c c ess. T his m a k es t his p his hi n g 

kit p arti c ul arl y attr a cti v e f or c y b er cri mi n als b e c a us e it pr e v e nts a ut o m at e d a n al ysis a n d a c c ess t o 

t h e p a n el, a d di n g a n e xtr a l a y er of s e c urit y f or t hr e at a ct ors. Fi g u r es 5 a n d 6  r e pr es e nt w h at t h e 

c o ntr ol p a n el l o gi n p a g e a n d C A P T C H A pr o c e ss l o o k e d li k e i n 2 0 2 5. I n 2 0 2 6, T y c o o n 2 F A h as 

c h a n g e d t h e a p p e ar a n c e of t h e c o ntr ol p a n el l o gi n p a g e a n d C A P T C H A pr o c ess ( s e e Fi g u r e 7- 8 ) 

b ut t h e i nfr astr u ct ur e a n d pr o c ess r e m ai n t h e s a m e.  



 

 

 

Fi g u r e 5: P a n el l a n di n g p a g e ( 2 0 2 5) 

 

Fi g u r e 6: C A P T C H A r e q ui r e d t o a c c ess t h e T y c o o n 2 F A p a n el ( 2 0 2 5) 



 

 

 

Fi g u r e 7: T y c o o n 2 F A p a n el l o gi n s c r e e n, F e b r u a r y 2 0 2 6. 



 

 

 

Fi g u r e 7: F e b r u a r y 2 0 2 6 T y c o o n 2 F A p a n el C A P T C H A. 

1 8.  Attri b uti o n t o T y c o o n 2 F A p his hi n g c a n als o  b e m a d e b as e d o n artif a cts i n t h e 

c o d e o n t h e C A P T C H A a n d cr e d e nti al r e c ei v er p a g es. T h e t hr e at  a ct or r e g ul arl y c h a n g es its 

C A P T C H A p a g es, w hi c h ar e t h e l a n d i n g p a g es t h at r e q uir e h u m a n i nt er a cti o n i n or d er t o g et t o 

t h e cr e d e nti al r e c ei v er p a g e. H o w e v er, s o m e artif a cts r e m ai n u ni q u e a n d c o nsist e nt e n o u g h t o b e 

a bl e t o i d e ntif y as T y c o o n 2 F A. I n t his c u rr e nt e x a m pl e fr o m a r e c e nt c a m p ai g n ( F e br u ar y 2 0 2 6), 

t h e J a v a S cri pt o bs er v e d i n t h e C A P T C H A, c o nt ains a u ni q u e a n d c o nsist e nt f or m I D str u ct ur e 

a n d alt h o u g h t h e a ct or w as tr yi n g t o o bf us c at e t h e P O S T tr affi c, t h e f or m I D p att er n a n d 

s u bs e q u e nt s cri pt ar e u ni q u e t o o nl y t h e T y c o o n 2 F A p his hi n g kit. As s h o w n i n Fi g u r e 9 , t his 

c o d e r e n d ers w h at t h e vi cti m s e es w h e n t h e y cli c k o n a T y c o o n 2 F A- c o ntr oll e d d o m ai n. 

Alt h o u g h T y c o o n 2 F A fr e q u e ntl y u p d at es t his c o d e, t h er e ar e c ert ai n attri b ut es a n d p att er ns t h at 

r e m ai n c o nsist e nt, a n d t h at all o ws m e t o c o nfir m t h at e v e n w h e n t h e c o d e is u p d at e d, t h e a cti vit y 



 

 

is still attri b ut a bl e t o T y c o o n 2 F A.  A d diti o n all y t his c o d e all o ws m e t o s e e h o w T y c o o n 2 F A 

att e m pts t o o bf us c at e t h ei r c y b er cri mi n al a cti vit y; a n ot h er si g n at ur e of T y c o o n 2 F A is t h at t h e y 

us e t h e s a m e s cri pt s a cr oss c a m p ai g ns t o o bf us c at e t h eir tr a c ks.    

 

Fi g u r e 9: C A P T C H A J a v a S c ri pt. 

1 9.  T h e c urr e nt c a m p ai g ns als o h a v e tr a c k a bl e artif a ct s i n t h e A PI l o gs, or t h e r e c or ds 

of c o m m u ni c ati o ns b et w e e n t h e T y c o o n 2 F A a p pli c ati o n a n d T y c o o n 2 F A s er v ers. S e e Fi g u r e 1 0 . 

T h e “ v ar ” a n d “f et c h ” will c o nt ai n t h e s a m e p att er ns of d at a i n e v er y T y c o o n 2 F A A PI c all (t h e 

w a y t h at t h e s er v er c o m m u ni c at es wit h t h e w e b p a g e). 

  

Fi g u r e 1 0: T y c o o n 2 F A A PI c all J a v a S c ri pt . 

2 0.  R es e ar c h ers c a n f urt h er i d e ntif y a n d attri b ut e T y c o o n 2 F A d o m ai ns b as e d off 

i nfr astr u ct ur e i d e ntifi e d i n a si n gl e c a m p ai g n. L o o ki n g at a d o m ai n us e d b y a T y c o o n 2 F A 



 

 

customer, investigating registrant details including hostname and nameserver, and pivoting on 

those characteristics, can provide additional domains used by the Tycoon 2FA threat actors. As 

part of my investigation and in collaboration with Microsoft, I provided a list of domains that 

Proofpoint assessed with high confidence are related to Tycoon 2FA infrastructure. Microsoft, in 

connection with their Ex Parte Application for Temporary Restraining Order is seeking seizure 

of these domains.  

Impact of Tycoon 2FA Phishing Activity 

21. The majority of tracked Tycoon 2FA campaigns impact North America, mainly 

the U.S. and Canada, with additional activities targeting many European countries including 

Germany, Spain, France, and the UK.  

22. Tycoon 2FA campaigns are opportunistically targeted but regularly include targets 

that align with Critical Infrastructure Sectors as designated by the U.S. Cybersecurity and 

Infrastructure Security Agency (CISA). Based on Proofpoint’s visibility, the following is an 

example of industries that were targeted in observed Tycoon 2FA campaigns in our threat data, 

and the percent of campaigns in which they appeared (a single campaign can include targets in 

multiple industries): 

Industry Percent of Tycoon 2FA Campaigns 
Defense 64% 
Aerospace 73% 
Education 75% 
Hospitality 76% 
Utilities 76% 
Real Estate 77% 
Energy 78% 
Government 79% 
Business Services 82% 
Healthcare 83% 
Manufacturing 83% 
Financial Services 84% 
Technology 85% 



2 3. S u c c e s sf ul a c c o u nt t a k e o v er s c a n c a u s e si g nifi c a nt h ar m t o c o m pr o mi s e d 

or g a ni z ati o n s i n cl u di n g fi n a n ci al a n d r e p ut ati o n al d a m a g e , l o s s of pr o pri et ar y d at a , a n d 

p ot e nti all y l e a d t o f oll o w- o n att a c k s li k e r a n s o m w ar e t h at c a n h a v e d e str u cti v e a n d p ot e nti all y 

or g a ni z ati o n al d a m a gi n g c o n s e q u e n c e s. 

I d e cl ar e u n d er p e n alt y of p erj ur y u n d er t h e l a ws of t h e U nit e d St at e s of A m eri c a t h at t h e 

f or e g oi n g is tr u e a n d c orr e ct t o t h e b e st of m y k n o wl e d g e. 

E x e c ut e d t hi s 2 4t h d a y of F e br u ar y , 2 0 2 6 , i n N e w Y or k , N e w Y or k . 




